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ABSTRACT

AREA-TIME PRODUCT EFFICIENT RNS POLYNOMIAL BASE EXTENSION
ON FPGA

SELIM KIRBIYIK
Computer Science and Engineering M.Sc. Thesis, July 2025

Thesis Supervisor: Prof. Erkay Savag

Keywords: FPGA, FHE, RNS, BFV, accelerator

Homomorphic Encryption (HE) allows us to perform privacy-preserving processing
of data by computing on ciphertexts. Using HE can eliminate the trust required to
offload computation to third parties that have more scalable computational power.
A barrier to adopting HE in more practical processing of data is its inherent compu-
tational complexity. Current HE schemes such as Brakerski-Fan-Vercauteren (BFV)
can be accelerated through loosely coupled accelerator devices to accommodate the
performance requirements of even more applications. Developing an accelerator for
HE requires implementation of algorithms that have irregular memory accesses, such
as Number Theoretic Transform (NTT). Even after accelerating the NTT algorithm,
the communication overhead between the host and the device offsets some of the
benefits of this acceleration. To achieve further performance gains, the implemen-
tation of a larger set of arithmetic operations is required. One such operation is
base extension, needed when the Residue Number System (RNS) is utilized to per-
form efficient arithmetic of larger integers. For example, the modulus used for the
ciphertext @) is chosen as 1747-bits to satisfy the 128-bit security level with ring
dimension N = 2'6. Utilizing RNS, we can choose 28 x 64-bit primes or 55 x 32-bit
primes to satisfy the required parameters. During homomorphic multiplication, our
results may not fit within the range afforded by the current RNS base. Then, a base
extension is required before the operation to increase the representation range. In
a complete HE accelerator, the NTT unit produces residues that will be consumed
by the base extension unit and vice versa to compute homomorphic multiplication
operations on the accelerator device. By not communicating back to the host, the
data movement overheads will be avoided. Our base extension implementation is

iv



optimized for its Area-Time Product (ATP) metric for HE accelerators that have
multiple units competing for device programmable logic area. We present a compile-
time configurable hardware generator for exact base extension with parameters for
the available memory bandwidth on the device. The design features a scalable archi-
tecture that decouples performance from the underlying base extension arithmetic.
A compile-time tunable throughput parameter can increase the performance of the
operation at the cost of additional logic area. We provide our Field Programmable
Gate Array (FPGA) utilization results for ring sizes from 2'? to 216, We com-
pare our base extension architecture to architectures available in the literature. We
demonstrate comparisons with the state-of-the-art open source HE software library
OpenFHE against our FPGA implementation and show that our implementation
achieves a x10— 17 speedup over the software implementation.



OZET

ALAN-ZAMAN FAKTORU ACISINDAN VERIMLI RNS POLINOM TABAN
GENISLETME FPGA DONANIMI

SELIM KIRBIYIK
Bilgisayar Bilimleri ve Miithendisligi Yiiksek Lisans Tezi, Temmuz 2025

Tez Danmigmani: Prof. Dr. Erkay Savas

Anahtar Kelimeler: FPGA, FHE, RNS, BFV, hizlandirict

HE, sifreli metinler iizerinde hesaplama yaparak verilerin gizliligini koruyan iglem-
ler gerceklestirmemizi saglar. HE kullanimi, daha 6lgeklenebilir hesaplama giiciine
sahip ti¢lincii taraflara hesaplamayi1 devretmek icin gereken giiveni ortadan kaldira-
bilir. HE’nin daha pratik veri iglemlerinde benimsenmesinin o6niindeki engel,
dogasinda bulunan hesaplama karmagikligidir. BF'V gibi mevcut HE semalari, daha
fazla uygulamanin basarim gereksinimlerini kargilamak i¢in gevsek bagh hizlandirici
cihazlar araciligiyla hizlandirilabilir. HE igin bir hizlandirici geligtirmek, NTT gibi
diizensiz bellek erigimlerine sahip algoritmalarin gerceklenmesini gerektirir. NTT
algoritmasi hizlandirildiktan sonra bile, ana bilgisayar ve cihaz arasindaki iletigim
yikid bu hizlandirmanin bazi avantajlarini ortadan kaldirir. Daha fazla bagarim
artigl elde etmek icin daha genig bir aritmetik islemler kiimesinin hizlandiricida
gerceklenmesi gerekir. Bu tir iglemlerden biri de biiylik tamsayilarla verimli iglem-
ler gerceklestirilmesi gerektiginde kullanilan RNS icin taban genisletmedir. Ornegin,
sifre metni icin kullanilan modiil @, halka boyutu N = 26 ile 128 bit giivenlik se-
viyesini kargilamak icin 1747-bit olarak secilir. RNS kullanarak, gerekli parame-
treleri karsilamak igin 28 x 64-bit asal say1 veya 55 x 32-bit asal say1 segebiliriz.
Homomorfik carpma sirasinda, sonuglarimiz mevcut RNS tabaninin sagladigi ar-
aliga sigmayabilir. Bu durumda, temsil araligini artirmak icin islemden 6nce taban
genigletmesi gerekir. Kapsaml bir HE hizlandiricisinda, NTT birimi, hizlandirict
cihazda homomorfik ¢arpma iglemlerini hesaplamak i¢in taban genigletme birimi
tarafindan tiiketilecek kalintilar tretir ve bunun tersi de gecerlidir. Ana bilgisa-
yara geri iletisim kurmayarak, veri tagima ek yiikleri onlenir. Taban genigletme
gerceklememiz, cihazin programlanabilir mantik alani i¢in rekabet eden birden fazla
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birime sahip HE hizlandiricilar: i¢in ATP 6l¢iitti agisindan eniyilenmigtir. Cihazda
bulunan bellek bant genigligi parametrelerini kullanarak hatasiz taban genisgletme
i¢in derleme zamaninda yapilandirilabilir bir donanim iireteci sunuyoruz. Tasarim,
bagarimi taban genisletme aritmetiginden ayiran olgeklenebilir bir mimariye sahip-
tir. Derleme zamaninda ayarlanabilir bir is hacmi parametresi, ek mantik alani pa-
hasina iglemin bagarimim artirir. 212 ile 216 arasindaki halka boyutlari icin FPGA
kullanim sonuglarimizi sunuyoruz. Taban genigletme mimarimizi literatiirde bulu-
nan mimarilerle kargilastiriyoruz. En son teknolojiye sahip acik kaynakhh HE yazihim
kiitiiphanesi OpenFHE ile FPGA gergeklememizi kargilagtiriyoruz ve gergeklemem-
izin yazilim gergeklemesine gore x10 — 17 hiz artis1 sagladigini gosteriyoruz.
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1. INTRODUCTION

As the demand for processing data increases, the need to secure data and the ability
to offload this data processing become increasingly relevant. Currently, data is being
secured in transit via public-key cryptosystems. However, attacks on data at rest,
where it is in plaintext, are a more lucrative target for malicious actors. Traditional
cryptosystems do not provide security guarantees in such threat models. Thus, ac-
cessing, processing, and securing data simultaneously is an important task (Defense
Advanced Research Projects Agency (2021)). To alleviate this vulnerability, HE
provides a unique ability to process data without gaining knowledge of its contents.
It was first conceptualized by Rivest et al. (1978). The first Fully Homomorphic
Encryption (FHE) scheme was introduced by Gentry (2009), based on the ideal
coset problem now considered insecure, which used the “bootstrapping” operation
to achieve the full homomorphism. Later schemes utilized the Ring-Learning With
Errors (RLWE) problem, which is still in use today. Hence, the schemes currently
rely on operations with integer polynomials with a degree N — 1 where the practical
range is 212 < N < 216,

The current implementation of FHE requires computationally expensive operations
such as NTT, base extensions found in homomorphic multiplication, and relineariza-
tion. Homomorphic multiplication and relinearization enable us to multiply two
encrypted ciphertexts, each comprising two polynomial terms, and are fundamental
operations for realizing privacy-preserving machine learning applications. NTT is
used for improving the computational complexity of polynomial multiplication found
in homomorphic multiplication within FHE. It reduces the complexity from school-
book approach O(N?) to O(NlogN). NTT has irregular memory accesses, and
throughput requirements cannot be met utilizing traditional software approaches.
Thus, there are works on accelerating the computationally expensive operations on
accelerators such as Graphics Processing Unit (GPU) (Badawi et al. (2018), Ozcan
et al. (2023)), FPGA (Mert et al. (2022), Agrawal et al. (2023)), and Applica-
tion Specific Integrated Circuit (ASIC) (Samardzic et al. (2021)) devices. Although

GPUs have become prevalent due to their ubiquitous presence in accelerating artifi-



cial intelligence workloads, their main performance advantages are again specialized
for artificial intelligence workloads. The low-precision floating-point operations uti-
lized in artificial intelligence workloads do not directly translate into performance
benefits for FHE use cases. ASICs on the other hand, are specifically designed
for accelerating FHE workloads, which provides a wide design space for accelera-
tion. However, the state-of-the-art FHE parameters and use cases are still evolving.
Hence, the lead time for an ASIC may be disadvantageous for use in FHE research.
FPGAs provide a middle ground between these options. Their reconfigurability al-
lows for relatively fast prototyping and experimentation, but their performance is

limited by the amount of input-output bandwidth to and from the FPGA device.

Host

Y

Programmable

Logic

A
s

HBM

Figure 1.1 Memory hierarchy for the accelerator

To overcome this limitation of FPGA devices, we aim to reduce the communication
overhead between the host and the device. We choose a data center acceleration
card from AMD, which features a HBM off-chip memory coupled to the FPGA
fabric. HBM provides high input/output bandwidth storage, which reduces the
impact of memory read/write bottlenecks compared to traditional DRAM. It allows
us to store the coefficients required to compute FHE on the device. Accessing the
HBM memory is faster than copying data from the host to the device and vice versa.
We make use of this memory hierarchy shown in Figure 1.1 to fit as many functions

on the device itself.

The current generation of HE schemes usually requires large integer arithmetic. The
required modulus for arithmetic may be as large as a thousand bits. Implementing
this arithmetic naively is not practical. The state-of-the-art methods utilize RNS

arithmetic to handle these large integers. RNS representation allows us to work with
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machine word-size arithmetic and parallelize computations. One such operation
is the homomorphic multiplication. Homomorphic multiplication, together with
relinearization, consumes a significant amount of time in HE computations (Halevi
et al. (2018)). In homomorphic multiplication, we are multiplying two ciphertexts,
each containing two polynomials of degrees in the range of 212 < N < 216 that are
represented in a large RNS modulus @ with | many [logsy(g; +1)]|—bit residues.
However, when the results of an operation do not fit within the provided precision,

a base extension operation must be performed before the operation.

Base extension operations require reading the source residues, remainders in coprime
moduli, and performing operations to get the results in the target moduli. Hence, it
is a memory-intensive operation. For 64-bit residues, an example parameter setting
would be to read 18 residue polynomials, each with size N = 216 and produce 17
residue polynomials . Our work aims to provide a flexible and scalable solution for
performing base extensions by leveraging the parallel nature of FPGAs. We outline
a specific algorithm implementation in a relinearization operation accelerator for
FHE. We focus on the Shenoy and Kumaresan (1989) exact base extension algorithm

implementation on FPGA.

1.1 Contributions

Our goal is to accelerate homomorphic multiplication and relinearization operations
of BFV (Brakerski (2012), Fan and Vercauteren (2012)). By implementing base
extension functionality on a FPGA loosely coupled accelerator hardware, we avoid
costly transfers between the host and the device for homomorphic multiplication and
relinearization. This design choice theoretically improves end-to-end acceleration

times on the order of milliseconds. Our contributions in this thesis are as follows.

o To the best of our knowledge, this is the first configurable exact polynomial

base extension architecture for FHE use on FPGA.

o We improve the overall runtime of FHE accelerators by staying on the device

for a longer period. Implementing more functionality on the device itself.

o We implement the base extension algorithm optimized for use with polynomi-

als in RNS domain.

o« We provide a scalable parametric base extension hardware generator for

3



FPGA, where we are limited by the throughput of the available interface.

o We optimize our hardware architecture in terms of area-time product, which
is necessary for the rest of the HE acceleration functions to fit to the FPGA

programmable logic.

o We provide a base extension architecture where memory requirements grow
linearly with the number of target bases we are extending to. Our memory

requirements do not change noticeably with the number of source bases.

e We measure our implementation against the state-of-the-art HE library
OpenFHE and show that we are consistently an order of magnitude faster

with the given parameters.

1.2 Relevant Works

There are existing works that primarily focus on public key cryptography ap-
plications where representations have a low number of source and target base
residues. Early works with applications in cryptography have focused on the
Rivest—Shamir—Adleman (RSA) algorithm, specifically modular exponentiation.
The work by Kawamura et al. (2000) serves as the foundation for accelerating base
extensions in RSA. Their selection of parameters for correctness guarantees allows
them to reduce the complexity of their circuit. This selection, however, limits the
number of available primes that can be used in the cryptosystem. For HE schemes,

this hinders their usability due to the lack of options for the RNS representation.

The current implementations of base extension for use in HE utilize the Fast Base
Conversion algorithm, which actually computes an approximation of the base exten-
sion rather than an exact one. This approach is utilized and accommodated in the
Cheon-Kim-Kim-Song (CKKS) (Cheon et al. (2017)) scheme, but introduces errors
that are incompatible with the BFV scheme, which cannot recover from these er-
rors. Works such as Halevi et al. (2018) that target BFV (Brakerski (2012), Fan and
Vercauteren (2012)), make use of floating-point arithmetic for computing the base
extension without error but are limited by precision and availability of floating-point
units. Works that utilize fixed-point approximations for floating-point arithmetic
exist, but the circuit complexity for computing this approximation is high (Turan
et al. (2020), Su et al. (2022), Van Beirendonck et al. (2023)). Lack of configurability
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and scalability among the works has also widened the research gap in the literature.

Work by Badawi et al. (2018) utilizes mixed-radix conversions, which do not require
any floating-point operations or approximations. However, we justify that on devices
with limited input-output bandwidth, such as FPGAs, the mixed-radix conversion
is difficult to implement due to its sequential nature and quadratic complexity for

a pipelined implementation.

1.3 Thesis Outline

The thesis is organized as follows .

o In Chapter 2, we introduce the background and notation necessary for under-

standing the contributions being made in the thesis.

o In Chapter 3, we present our work and methodology in achieving the results.

We present insights into the design decisions being made.

o In Chapter 4, we present the FPGA utilization results for various parameter
sets and discuss their implications. We also present a comparison with the
state-of-the-art HE library OpenFHE for context.

o In Chapter 5, we present insights resulting from our work and suggest future

research directions.



2. BACKGROUND

In this section, we will provide the necessary background for understanding the
contributions made in this thesis. For simplicity, we will be giving overviews of only

the parts that are relevant to our work.

2.1 Notation

T(z) represents a polynomial in R¢, where R¢ represents the ring Zg/(zV +1),
and ) = ngo gi- A polynomial residue of T(x) in ¢; is shown as t;(x) and the

coefficient with power 7, t;, -7, is shown as ¢;.. Individual digits of an integer are
shown as ag;y, with the base stated within the context. For example, in base-2 let

a=1110011 then agy = 1.

2.2 Homomorphic Encryption

HE allows us to perform processing on ciphertexts. Once decrypted, the results are
the same as if we had performed the operation on plaintexts. Thus, eliminates the
trust needed to delegate the computation to a third party. An example computation

is shown in Figure 2.1.

There are three types of HE: Partially Homomorphic Encryption (PHE), Somewhat
Homomorphic Encryption (SWHE), and FHE. PHE only allows additive or multi-
plicative operations and has very limited applicability . SWHE allows both additive

and multiplicative operations, but is limited in terms of operation depth. FHE
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Third-Party Compute Provider

. Enc(plaintext;) .
plaintext,; » ciphertext;
+ +

. Enc(plaintext,) .
plaintext, » ciphertext,

. - . _ Dec(ciphertext;) .
plaintext, == | plaintext, [« ciphertext,

Figure 2.1 Example HE computation

allows us to perform an arbitrary number of operations of both additive and multi-
plicative types. FHE is usually achieved by performing a “bootstrapping” operation
on SWHE to reset the noise on the ciphertext.

There are several HE schemes in the literature. We will make a distinction be-
tween two scheme categories. We follow the categorization of the OpenFHE
(Al Badawi et al. (2022)) library. First is Brakerski-Gentry-Vaikuntanathan (BGV)-
like schemes; BFV, CKKS. Second, Ducas-Micciancio (DM)-like schemes, Chillotti-
Gama-Georgieva-Izabachéne (CGGI), Lee-Micciancio-Kim-Choi-Deryabin-Eom-Yoo
(LMKCDEY). Our contributions target the BGV-like schemes, specifically BF'V.

2.2.1 BFV Scheme

The BFV scheme (Fan and Vercauteren (2012)) builds upon the work of Brakerski
(2012) by adapting the underlying arithmetic from Learning With Errors (LWE)
to RLWE. It is particularly targeting integer operations with representation limited
by the plaintext modulus. It does not induce additional constraints regarding the
moduli required to implement the scheme, given that the security conditions are
met, unlike BGV and CKKS. However, current bootstrapping approaches for BFV

are not as practical as for CKKS.

We will consider the RNS version of the BFV scheme and give an overview of the

two methods for implementing it. We follow the notations of Kim et al. (2021).

Secret key sk is sampled from the distribution yx, {—1,0,1} uniformly randomly.
7



Error e is sampled from a discrete Gaussian distribution y.. Otherwise, coefficients
are sampled from Rg uniformly. Plaintext modulus is t and A = L%J The basic

operations for the BF'V HE scheme are as follows.
$
» SKeyGengpy(): sk < xx
» PKeyGengpy(sk): a & Ro, e & Xe, Pk« (la-sk+elg,—a)€ RzQ

« EvalKeyGengpy(sk,T'): rlk < (’—(a-sk—i—ei)—i-Ti-st)Q,ai) where i €
0, |[logr @]], T is the base for decomposition. The method utilized here is

referred to as version 1 in Fan and Vercauteren (2012).

* Encryptgey(pk,pt): ct < (|pky-u+ei+A-pt|y,[pk; -u+tes|,) where pt €
$ 3
Ri, a<=xp, € Xe

t-|ctotcty-sk|
[———*1

o Decryptgpy(sk,ct): pt «
t

o Addgry(cti,cta): ([eti, +ctylg,[cti, +cta|p)

o Multiplyggy(rlk,cty,cta):

t-(cty,-ct
Ct*:“*f*’t(cléc%)w‘

Q

t- (Ctlo -Cto, +cCty, - CtQO)

Cty, ‘L 0 1‘ ,
Q
t- (Ctl -cto
Cty, ’LC} 1)1
Q
: : _ ~logr Q] i
Then relinearize as follows, where cty, = >, ct*z{}}T ,
[logr Q]
Ctpuit, ¢ |Cty + Z rlk;, -ct*Q{Z_} ,
1=0
[logr Q]
Ctmulty < |Ctyy + Z rlkil-ct*z{i}
=0

As with most HE schemes, BFV also has RNS versions. Specifically, there are two
RNS variants of BFV.



2.2.1.1 BEHZ Method

The first RNS version of BFV is by Bajard et al. (2017), referred to as Bajard-
Eynard-Hasan-Zucca (BEHZ), which introduces RNS versions of homomorphic mul-
tiplication and decryption. It proposes methods to perform the division and round-
ing steps, called DR in the paper, which are traditionally incompatible with RNS
representation, as it is a non-positional number system. BEHZ method presents
RNS compatible versions of the DR method, they introduce an approximate DR which
can be computed in RNS.

The algorithm shown in Figure 2.2 closely follows the notation used in OpenFHE
implementations. For the actual algorithm, please refer to Bajard et al. (2017). We

will be utilizing the BEHZ method for our homomorphic multiplication acceleration.

Our contribution is to implement and accelerate the “BaseConvSK” block shown
in Figure 2.2. Where the source base is Bgx and the target base is (). Bgx is the
auxiliary basis comprised of B and mgx. Note that mgyx is our redundant residue
that will be consumed by Algorithm 2. Unlike the Halevi-Polyakov-Shoup (HPS)
method, it can be implemented utilizing purely integer arithmetic, which increases

its suitability for FPGA acceleration.

2.2.1.2 HPS Method

Following on the BEHZ method, the work by Halevi et al. (2018) introduced the
HPS variant. Claiming improved and simpler routines for computing base exten-
sions, which introduce less noise than BEHZ. The claim has been challenged by
Bajard et al. (2019), arguing that the implementations do not follow the paper.
Currently, the software implementation of HPS is slightly faster than the BEHZ
method in the OpenFHE library. It utilizes floating-point arithmetic for computing
base extensions and reduces the number of integer multiplications by shifting some
of the integer arithmetic load to floating-point arithmetic. The authors mention
the works by Shenoy and Kumaresan (1989) and Kawamura et al. (2000) and claim
that these works increase the number of integer operations significantly. For Central
Processing Unit (CPU) implementations, where floating-point units are ubiquitous,
this claim may be conclusive. Still, on platforms where floating-point arithmetic
usage costs more logic area than the integer counterparts, such as FPGAs, ASICs,

this method becomes less practical. Their timing results show that with increasing
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ctlo(z) = ctlle + cthQ ctgo(w) = ct21Qw + ctqu

I -

Fast Fast
BaseConv BaseConv
Montgomery Montgomery
2 ct; = ctj, Ucti, 2

Y Y
NTT NTT
2 [etiNTTous,, 2
Y Y

ct) = ct} x cth

[et, INTT gz [t} INTTqus,, [etl, INTT g,
A A, A
INTT INTT INTT
U U !
Proguag Ct*lautssk *2QuBgx
Y Y \ A
FastRNSFloorQ FastRNSFloorQ FastRNSFloorQ
! ! !
Ct*“Bsk Ct*lBsk ct*23 §
\4 Y \4
BaseConvSK BaseConvSK BaseConvSK
ct*OQ ct*IQ ct*ZQ
Y Y \ A
Relinearization
Ct'multh Ctmulth

Figure 2.2 Homomorphic multiplication in BEHZ method for BF'V HE scheme Ba-
jard et al. (2017) adapted from Mert (2021)

sizes of modulus @), the base extension consumes a non-negligible amount of time

while computing homomorphic multiplications.
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2.3 Residue Number System

Here we introduce an overview of the RNS, a non-positional representation of in-
tegers. Positional representations are utilized in schoolbook arithmetic where the
radices are in the powers of the radix. It is straightforward to compare two numbers
in the same positional representation. However, in RNS we do not have ordered posi-
tional radices. Each radix, or residue, is the remainder of the division of the original
integer by a coprime integer. The multiplication of these coprime integers, usually
a smooth number, forms our representation range. Using the following theorem, we
see that this representation exists and is unique.

Theorem 2.1 (Chinese Remainder Theorem). Given [ coprime integers ¢ =
(qo,---,q;—1) and their product Q = Hﬁ;(l)qi, consider a; € (ag,...,a;_1) | a; < ¢;.
Then,

(2.1) JA|0<A<Q, a;=A (modg), Vied<i<l-1

The factors of () are generally chosen to be within machine word sizes. This design
choice allows us to perform arithmetic on large integers by working with smaller,

word-sized integers. For our use case, these word sizes will be either 32 or 64 bits.

2.4 Number Theoretic Transform

NTT is Discrete Fourier Transform (DFT) performed over a ring, specifically Rq
where N is a power of two . Due to the modulus ) being in RNS representation, our
NTTs are defined over factors of (), denoted as ¢;. We will assume this condition
on the polynomial degree for the rest of the thesis. We will also assume that we
will work with the nega-cyclic convolution variant of the NTT. To perform NTT,
we have to first choose prime moduli with the following condition for the existence
of 2N —th root of unity.

(2.2) ¢g=1 (mod 2N)

11



Then the 2N —th root of unity with the following condition is guaranteed to exist.

PN =1 (mod q)
Pp*#1 (modgq) | sel[l,2N—1]

2.5 Base Extension

There are two approaches to computing target base residues from the source base
residues. The first way is to reconstruct the number using Chinese Remainder
Theorem (CRT). The second way to compute residues is by using Mixed-Radix

Conversion.

2.5.1 CRT-Based Algorithms

Given the residues a4, we can reconstruct the full integer A utilizing the following

formula.
-1 A R
(2.4) A=Y ag Q77| Qi
=0 e Q
Where, @Z — 9. This formula has the crucial limitation of requiring a modulo

i
operation by the full precision () integer, which can be represented in the following

equation.

-1
(2.5) A= (Z\aqi Q7 -Qi) —a-Q
i=0 ¢

To compute new residues exactly from the existing base, we have to calculate the

12



a term, where « is in the range [0,{ —1]. In the literature, methods exist that
compute a by successively computing its binary representation or using floating-

point arithmetic and rounding operations.

Algorithms based on CRT involve computing cascaded summation operations and
can be easily pipelined. However, there needs to be a bound on the input or an
extra residue to compute the new residues without reconstructing the full precision

number.

2.5.1.1 Fast Base Conversion Algorithm

If the errors in the produced representation can be tolerated, we can skip computing
a to reduce design and computation complexity. Fast Base Conversion, shown in
Algorithm 1, utilizes the CRT Equation 2.5 without the — |o - Q]pj computation .

-1
(2.6) ahy = |2 g, Q77| - Qs
i=0 ! D]

Algorithm 1 Fast Base Conversion Algorithm
Input: AQ = Qg (VZ)VA < Qa Q = {QO7 s 7QZ—1}7 P= {pO) s 7pl€—1}
Precompute: ‘Q;l‘ B QZ K QZ a’Q_l‘ 7|Q’pj (VZ,])
, , q? , Dpj q qi
Output: A = apj( j),apj <ap;+a-Q (mod pj)
Qi (mod g)(¥i)
20 fhpj i < M Qz D, (mod pj)(Vi7j)
3: a;)j A Zi;(l) Hpj; (mod pj)(Vj)

Lo fig; = ag, -

Due to not computing the actual result by skipping the a computation, the result

may contain errors.

2.5.1.2 Shenoy-Kumaresan Algorithm

In this method of calculating base extension Shenoy and Kumaresan (1989), we
utilize the CRT algorithm directly. To calculate the new residue without calculat-
13



ing the full precision number, a redundant residue aq = |A|,, such that ¢, > [, is

a’
calculated alongside the regular source residues.

-1
(2.7) ag = || 2lag- Q7| Qi ~lo-@l,
i=0 !
a @
Adding |a- Q)| o to both sides yields the following.
-1 - A
(2.8) ag o Qly, =Y Jag - Q71| - Qs
=0 ' Q
Then the term « becomes,
) -1 A .
(2.9) aly, = Q7Y |[XC]aw @57, Qi —aq
l i—0 qi a
a

since we know a < ¢, this also becomes |a|, = a.

Algorithm 2 Shenoy and Kumaresan (1989) Algorithm

InPUt: AQUql = CLQi(Vi>7A < Q? Q = {q07 e 7q1—1}a P = {p()a cee apk—l}
Precompute: ‘Q;l‘ Qi| |Qi o ’Q_l‘ql ; |Q|pj (Vi,j)

i’
Output: Ap = ay, (V)

pj

i g, = g, | Q7| (mod g;)(¥i)
2 fp; i < Mg, QZ p; (mod pj)(Vi,j)
R QZ @ (mod ¢;) (V1)

8 ap ¢ Sisghp,, (mod pj)(Vy)

af}z A Zi/;(l) Hay ; (mod q;)

MSq, <= Gg, — Qg (mod q;)

'uIQZ Mg, ‘Q_l’ql (mod ¢) > pg, S Q
Hy M/Zh : IQ/|pJ. (mod p;)(V5)

Up; = Qp; — Hyp; (mod p;)(V)

Here we notice that Algorithm 2 lends itself well to parallelism. We will base our

FPGA hardware accelerator implementation on this algorithm. The algorithm con-
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sists of integer arithmetic. The values that cannot be computed on the device but
are necessary for the algorithm computation can be loaded to the device after being

precomputed.

2.5.1.3 Kawamura et al. Algorithm

Another approach to compute the o without keeping redundant residues is using
Kawamura et al. (2000). Algorithm 3 works by recursively computing the individual

bits of a given that the input range is within the error bounds.

We will derive the Kawamura et al. (2000) base extension from Equation 2.5. First,

we will define &, as follows.

(2.10) §g; = ‘a(h' Qz_l

Our Equation 2.5 becomes as follows.

-1
(2.11) A= (qui-@) —a-Q
=0

To get the a term, we divide the equation by Q.

A_ (v,
(2.12) Q_(Z )

i—0 i

If we group together the unknowns « and A (which is a large integer) the equation

becomes.

A e,
2.13 at+ ==Y 4%
(2.13) Q@ ;) qi

Then we know 0 < % <land a< Zi-;(l) % < a+1. So we can conclude the following.
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(2.14) a= Yi 5‘1‘

i=0 4

Still, this computation cannot be easily done on hardware. To compute this division
using integer fixed-point arithmetic, it is best to avoid division by an arbitrary
integer. Hence, the division by ¢; is approximated by 2", which is the bit-width of
modulus . This division is a trivial shift operation on hardware and is essentially
performed at no cost. To simplify the hardware for the division, the numerator &,
is also represented by its most significant ¢ bits, which are smaller than the full
precision r bits. The hardware optimized equation for Equation 2.14 becomes as

follows.

-1
trunc(s,,)
(2.15) o = [Z?-i-(s .
i=0
The 0 term is the initial offset to compute the flooring operation correctly. The
0 value will affect the input range and will be determined by errors introduced by
approximating &;, and ¢;. Then, the approach is to compute « in a recursive manner.

Computing each bit in each iteration as follows

o_1=20,
o — i trunc(&y,)
(2.16) or
agy = |oi]

0; = 05 — Qf3} (VZE [O,l—l]).

The errors introduced by these two approximations are calculated to determine the
error-free operation range. First, the error by approximating the division by ¢; with

2" is calculated as follows.

(2.17)

Second, the error by truncating the value of &, becomes the following.
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)\Qi _ &Ji — trunc(ﬁ%‘) (VZ)

(2.18) i
A@ = max(Ag,)

The base extension operation will compute the new residues without error given that
0<l-(eg+Ag)<land 0< A< (1—6)-M. So, the approximations reduce the range
of the inputs. Thus, this algorithm benefits from a careful choice of parameters to
function correctly. In implementing this algorithm, the value of r is usually fixed for
the hardware design. So, the choice of predetermined primes close to 2" is necessary
for this algorithm to take a large range of inputs. The approximation by the use of
trunc() in practice is not costly as it only affects the adder precision, which can be

increased to accommodate range requirements.

However, this algorithm is not disadvantageous for use in FHE applications due to
the choice of primes. Specifically, the NTT algorithm commonly utilized in FHE
requires primes to be in the form of ¢ =1 (mod 2N), which limits the available
primes significantly. Satisfying the FHE security requirements in terms of the size
of modulus requires the availability of sufficient primes, as shown by the work of
Bossuat et al. (2025) .

Algorithm 3 Recursive Base Extension Algorithm (Kawamura et al. (2000))
Input: Ag = aq,(¥1); Q ={q0, @1}, P={po, .1}

Precompute: 0, ’QZ

Output: Ap = ap, (Vj?)Z
: procedure TRUNC(¢, T, 0)
‘ E—EN (1. ) pr:0) < (r—0)) > Truncate (r — o) least-significant bits
end procedure
§q; < ag; - ’Q;l‘ql (mod ¢;) (Vi)
Yj0 < 0 (V])
for s=0,---,l—1do
05 < 0(s—1)+ TRUNC(&y,)/2"
Qfg) & los] > o €{0,1}
Og < Og— Oé{s}
Yjs < Yj(s—1) T Egs -
11: end for
+p; < Yjn (mod p;) (V)

bj

\
—
>

Qs

._
@

py T} =@l (V)

—_
[\
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2.5.1.4 Halevi-Polyakov-Shoup Optimization

An optimization presented in Halevi et al. (2018) utilizes the floating-point units
available in CPU. This approach computes the « through the Equation 2.14 but
does not approximate the ;,’s or the division by ¢;. Instead, it uses floating-point
operations to calculate the divisions and sums the result. The barrier to adopting
this method directly on hardware such as the FPGA is the lack of widely available
native floating-point units, and even if they are available, the non-trivial implemen-
tation of the floating-point division algorithm on the device. There are two ways to
overcome this limitation: either using fixed-point approximations with precomputed
values or keeping the computation for v in the RNS representation and calculating
each residue separately, as shown in Sinha Roy et al. (2019). Implementing the
floating-point version or the calculation by each residue in the hardware is expected
to cost more programmable logic area than their integer counterparts. Lastly, the
precision provided by the IEEE 754 floats and double floats to compute the rounding
operation for a produces a small error term. This would increase further by the use

of a fixed-point approximation.

2.5.2 Mixed-Radix-Based Algorithm

The algorithms based on CRT required a limited input range, a redundant residue,
or floating-point computation to produce new residues. However, there is an alter-
native method to compute residues: to keep the RNS residues but convert them
to a positional number system. The mixed-radix algorithm (see Algorithm 4) ac-
tually converts RNS residues, which are in a non-positional representation, to a
positional representation. Then, the new residue is computed by a relation between
its representations. If the computation and parameters are chosen suitably, all the

operations are within the machine word size.

Given an integer B in [0,Q)) we can represent this integer as follows

-2
(2.19) B:bl_lHR¢+"'+b2R1R0—|—blR0—|—b0,
1=0

where R; are corresponding radices in the mixed-radix representation. b; are the
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digits such that they are less than their radices, R; > b;. The integer B in the mixed-
radix representation will be presented as (b;_1,b;_2,...,bg) in an ordered fashion,

where the most significant digit is b;_1.

To convert the RNS representation of a number into the mixed-radix system, we

can simply copy the first residue from the RNS as follows.

(2.20) bo =Bl

Then we can produce the rest of the mixed-radix digits as follows

B —b;
4

B

(2.21) bip1 = ‘

pr— /L, ‘
it1 | 7=09 qit1

The key idea is to compute the residue of the new prime through the conversion
process. Given the target modulus ¢;, which is pairwise co-prime with the previous

primes, we know that the representation of B in the new mixed-radix digit is 0.
(2.22) bj=0
We have the residue representation, as follows

(223) {‘B’q07‘B|ql7... ”B|ql_1}'

And, we want to find | B| - We adapt the first version of Equation 2.21 to compute
the mixed-radix digits, as we do not have the option to divide the natural represen-
tation of B by the product of the moduli. We will include the |B]| o Symbolically
in the computation, such that we will find the relation where we get the following

equation

(2.24) bl:CX|B|ql+9:0, bl,C,QGqu.
Furthermore, we know the following

(2.25) (= =1Ql,, -

q

l
11
=1

To compute 0, we will compute the mixed-radix conversion, starting with the initial

value 8_1 = 0.
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Then, we can compute subsequent 6y utilizing the first equation.

0_1—0
(2.26) 0 ::“‘O
40 a
More generally,
(2.27) 0, = L‘bz
4i a

We will compute mixed-radix digits b;’s using Equation 2.21 using the first equality.

So, to rewrite Equation 2.21 for our use case, we obtain the following

‘B’fh
(2.28) biy1=|—L —

qi+1

Finally, we get the last # and we are able to plug this value back to Equation 2.24

to compute | B,
(2.29) 0=0_1.

Notice that for the hardware implementation, it is important that ¢;’s are computed

in an ordered manner, such as the following

(2.30) G<q@<--<q-1<q.

Due to the fact that we do not know the full precision B, but the RNS representation
of B, we will have to subtract b;’s per radix computation iteration. For example, to

compute bs on hardware, we have the following

(2.31) by = ’(((|B|q2 —bo)- ‘qal‘qz) B bl) . ’qfl‘qQ

q2

If we did not assume that the previous radices are smaller than our current modulus,
we would have to compute the modular reduction for the previous radices before
subtracting. This is not trivial and limits our flexibility in terms of parameter

choices.

The mixed-radix conversion method is useful, where we do not make any assump-
tions on the input bounds or keep any extra residues; however, they are difficult
to parallelize and pipeline on FPGA. Furthermore, their hardware implementations

introduce additional limitations in terms of base selection. The bases need to be
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Algorithm 4 Garner (1959) Mixed-Radix Conversion Algorithm

Input: Ag =ag,(Vi); @ ={q0,---,q1-1}, P={po,---.pr—1}
Precompute: qi—llqh (Vi,h|i < h), qi_l‘pj (Vi,),1Ql,, (V7)
Output: Ap = ay, (V)

: bi — aqi,epj — O(Vi,j)

: for s=0,---,l—1do

foru=s+1,---,[—1do

e R A

- ay, +1Ql,,  (=0y,) (mod p;)(¥))

‘ by < (by —bs) - q;llqu (mod ¢y,)

end for

Op; = (Op; —bs) - qs_l‘pj (mod p;)(Vj) > bs 1s our mized-radiz digit
end for

extended in an ordered fashion. This limitation reduces its generalizability for FHE

use cases. It assumes access to all residues corresponding to a coefficient in a single

iteration, which requires careful organization of the inputs. Finally, for a pipelined

(1+1)-1

implementation, we must compute with “—5"— words simultaneously, which strains

the arithmetic and memory resources of our FPGA.

2.6 Homomorphic encryption libraries

The state-of-the-art software libraries for working with HE are shown in Table 2.1.

The list contains the most commonly used libraries, to the best of our knowledge.

Table 2.1 Homomorphic encryption libraries

Note; v: supports, X: does not support.

HE Library | BFV Support | CKKS Support | Development | Language
OpenFHE v v Active CH++
SEAL v v Not Active CH++
HELib X v Not Active C++
HEAAN X v Active C++
Lattigo v v Active Go
Swift HE v X Active Swift
TFHE-1s X X Active Rust

Shown in Table 2.1 are the actively developed libraries that have releases within a

year. HEAAN library has an older open-source version, but the current version is
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closed-source. HEAAN also features GPU acceleration with CUDA.

2.6.1 OpenFHE

OpenFHE (Al Badawi et al. (2022)) is the state-of-the art library with support for
BFV, BGV, CKKS, DM, CGGI and LMKCDEY schemes. It has a layered design

approach, allowing designers to work on higher or lower abstraction layers.

2.6.2 Microsoft SEAL

Microsoft SEAL (Microsoft (2023)) HE library has support for BFV, BGV, and
CKKS schemes. It is a mature library that has been the basis of research works.
However, its development has significantly slowed down after 2023. It is being

maintained but does not receive significant updates.

2.6.3 Lattigo

Lattigo (Tuneinsight (2024)) library supports BEV, BGV and CKKS schemes. It is
particularly targeting distributed and multi-party workloads.

2.6.4 Swift Homomorphic Encryption

Swift Homomorphic Encryption library (Apple Inc. and Swift Homomorphic En-
cryption project authors (2025)) supports BFV scheme only. This library is the basis
of the private information retrieval and private nearest neighbor search applications

in Apple devices.
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2.6.5 Comparing Against Libraries

Our goal is not to compare the performances of HE libraries but to present our
work in the context of software implementations. Comparing and benchmarking
HE libraries is not trivial due to their support of different parameters and lower-
level implementations. We have chosen OpenFHE as a representative due to its

wide range of support for schemes and implementations.
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3. AREA-TIME PRODUCT EFFICIENT RNS POLYNOMIAL

BASE EXTENSION

This chapter focuses on our work implementing and optimizing base extension ar-
chitecture on FPGA. We set the context of accelerating arithmetic on FPGAs by
providing insight into our design process. We present hardware-friendly algorithms
we have utilized and explain why they are advantageous over those found in the
literature. Furthermore, we then explain our hardware architecture design for base
extension. We introduce a scalable, throughput-oriented, pipelined, and folded ar-
chitecture for the Shenoy-Kumaresan algorithm. Finally, we compare our architec-

ture with those found in the literature for the FHE use case.

3.1 Loosely Coupled FPGA Accelerator

The end goal of our hardware design is to be integrated in a FPGA loosely coupled
accelerator as shown in Figure 3.1. The choice of a loosely coupled accelerator results
in a significant communication cost between the host and the device. For our use
case, there is a PCle Gen 3 x 16 interface between the host and the device, resulting
in a simple memory-mapped copy operation between the host device and the FPGA
accelerator device taking on the order of milliseconds. The communication overhead
of transfers between the host and the device diminishes the practical speedup of the

accelerator.

Hence, our goal is to minimize the number of transactions between the host and the
device. To achieve this, we implement the necessary algorithms on the device itself.
Thus, our base extension algorithm shares the programmable logic area with other
computationally expensive operations due to other homomorphic computations such
as NTT and relinearization . Our goal is to use as much of the area for actually

useful computation. For this reason, we choose ATP as our figure of merit.
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Figure 3.1 High-level overview of the accelerator.

As the number of polynomials required to compute homomorphic multiplication
increases with the number of RNS residues, the capacity of memory needed exceeds
the total available on-chip memory capacity of 43 MB, including BRAM and URAM
(AMD Xilinx (2023)). So, our design also makes use of the off-chip HBM available
on the Alveo U280 FPGA, which has a total capacity of 8 GB (AMD Xilinx (2023)).

The Alveo U280 FPGA has 32 AXI-3 channels that are connected to the HBM
subsystem as shown in Figure 3.2. There are two memory stacks of 4 GB capacity.
The physical connection between the FPGA die and the HBM is facilitated through
a silicon interposer. HBM subsystem consists of 8 Mini Switch (MS)s that connect 16
Memory Controller (MC)s. Finally, each MC is connected to two Pseudo Channel
(PC)s that each have a theoretical maximum bandwidth of 14.375 GB/s. Each
PC is directly connected to a 256 MB section of the HBM. The HBM memory
subsystem can run at native 450 MHz or 225 MHz through the usage of BRAMs
and First In First Out (FIFO) registers (AMD Xilinx (2024)). Attaining 450 MHz
native frequency is difficult for the FPGA programmable logic, so we will assume
that we are communicating with the HBM memory subsystem at 225 MHz. At
225 MHz, we are given 16384-bit total bandwidth to and from the HBM. As this is
the theoretical maximum, meaning it does not take into account the backpressure
mechanism, switching delays, and refresh cycles, we may not be guaranteed this
bandwidth at all times. In our design, we have assumed a 2048-bit guaranteed
throughput. The reads and writes will be handled through an intermediary control

logic, which will buffer the inputs and outputs of our design.
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Figure 3.2 HBM interface on AMD Alveo U280 FPGA (AMD Xilinx (2022))
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3.2 Efficient Arithmetic on FPGA

Implementing arithmetic on FPGA efficiently requires some understanding of the
resources available on the device. FPGAs have distributed Look-Up Table (LUT) for
configurable logic and Digital Signal Processing (DSP) slices for faster arithmetic.
These DSP blocks implement integer multiply-accumulate functions. However, un-
like CPU or GPU, they generally do not have floating-point arithmetic units. There
are implementations for floating-point arithmetic, but the device itself does not have
native support. Similarly, performing modular arithmetic requires consideration of
the capabilities of the FPGA. An example of a fundamental limitation is the lack of

division operation by integers apart from powers of two.

3.2.1 Modular Arithmetic

Performing modular arithmetic in a pipelined manner on FPGA requires that we
have deterministic runtime algorithms. Modular additions and subtractions are
trivial. For example, for additions shown in Algorithm 5, we guarantee the input
range to be between [0,q — 1] . Then, we check if the sum is larger than ¢ and
subtract ¢ if so. Similarly, as seen in Algorithm 6, we can check if our subtraction
yields a negative number and add ¢ to the result for the hardware implementation

of modular subtraction.

Algorithm 5 Modular Addition Algorithm

Input: a,b < [0,q),2" ! < ¢ < 2", assuming arithmetic in binary

Output: c=a+0b (mod q)

ce<—a+b

fa+b—q

if f{,_1y =1 then > Result is negative
 c+e

else

‘ c— f

end if

For modular multiplications, the lack of division means there are a few algorithms
available. These algorithms have trade-offs in terms of precomputed values, run-time
complexity, and logic usage. We are using the Word-Level Montgomery reduction

algorithm (Algorithm 7) from Mert et al. (2020) with optimizations from Tosun et al.
27



Algorithm 6 Modular Subtraction Algorithm

Input: a,b<[0,q),2" ! < ¢ < 2", assuming arithmetic in binary

Output: c=a—0b (mod q)

e<a—>b

if e,y =1 then > Result is negative
 c+e+q

else

e

end if

(2024). The implementation of the modular multiplier, adder, and subtraction units
includes pipeline stages. Hence, they are pipelined sequential circuits. This choice
enables us to enhance our throughput while meeting the frequency requirements of

our application.

Algorithm 7 Word-Level Montgomery Reduction Mert et al. (2020)
T

Input: a € [O,Q),2T_1 <g<?2, w|q =1 (IIlOd 2w>;QH =4qpr-1w) V= [a—l
Output: d=a27%" (mod q)

1: T+ a

2: for s=0,...,v—1do

3: Ty, < T[w—l:O]v T <+ T[r—l:w]
4: T + T, (mod 2¥)

5: carry < Tw—1]VT[w —1]
6: T+ Ty +qgTr + carry

7: end for

8 if T'> g then

9: d<T—q

10: else

11:  d+T

12: end if

The 27%" factor introduced by Montgomery reduction is handled through the pre-
processing of the data. For example, multiplying the constants by 2% by the number

of multiplications that will be performed.

3.3 Architecture Overview

Accelerating base conversion in this work aims to exploit parallelism. Exploiting

parallelism requires that we eliminate potential branching conditions. Conditional
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execution and branch prediction are non-trivial tasks and impact algorithm perfor-

mance. Even occasional bubbles in the execution have to be handled accordingly.

To exploit this parallelism and perform operations in a throughput-oriented manner,
we implement pipelined data paths for consuming inputs and producing outputs.
Due to the nature of the base extension algorithm (see Algorithm 2), we cannot pro-
ceed any further before we compute the summation of all the results. We therefore
have to split the computation into two separate stages. These stages themselves are
pipelined, but their execution happens serially. We refer to the first stage as “Sum
Process” and the second stage as “Post-Sum Process.” Steps 1-3 in Algorithm 2
implement the Sum Process, and steps 4-7 correspond to the Post-Sum Process.
Notice that the Sum Process is almost identical in nature to Algorithm 1 . The only
difference is the data path corresponding to ¢;. The Sum Process stage starts as
soon as we receive polynomial coefficients and ends after we have accumulated all

the summation results.

Although serializing computation by splitting the execution is not generally de-
sired, it opens up potential optimizations for hardware implementation. Our use
case requires base extension hardware to be integrated onto the same FPGA as a
general-purpose FHE accelerator. Therefore, any additional LUT or DSP usage can
cause the entire design to not fit on the device’s programmable logic. We address
this problem in two ways. First, we present a design-time configurable hardware gen-
erator that allocates FPGA resources proportional to the throughput performance
requirements. Second, we reuse multipliers for the Sum and Post-Sum Processes.
Most of the multipliers on the FPGA are consumed by the NTT accelerator unit,
and saving from valuable DSP resources is crucial for fitting the accelerator to the

FPGA.

3.3.1 Data Flow of Algorithm 1

In this section, we provide insights into the data flow of Algorithm 2, a crucial step
in designing the hardware for the algorithm. Our aim is to show the approach we

took in designing the architecture.

Here, we notice that the result of step 1 in Algorithm 2 is the modular multiplication
with respect to ¢;, which can be used in both « and ap, computation, as observed
in Figure 3.3. Hence, this computation is broadcast, and a single set of modular

multiplier hardware for computing 1, is enough. Additionally, we would like to note
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Figure 3.3 Data flow of Shenoy-Kumaresan algorithm, where j =0,...,k—1

that we must first compute a before proceeding with the subsequent computations.
Hence, we implement our architecture in accordance with these dependencies. We
would also like to distinguish the clock cycle (CC) and iteration count measures.
Due to the pipelining stages and internal read/write logic, there may be changes
in the CC count. Hence, we will use an iteration count that abstracts away the
underlying complexity. Our conclusions will still hold because filling the pipeline
stage can take up to ~ 50 CCs, whereas our computations scale with N, which is

orders of magnitude larger.

3.3.2 Fully Pipelined Architecture

In this section, we present our architecture, which implements Algorithm 2 in a fully
pipelined manner. Here, the term fully pipelined signifies that it can accept a new
set of residues corresponding to a different polynomial when the previous one has
been computed for the given stage. Hence, no bubbles would be needed to compute
subsequent base extension operations for a different polynomial. The architecture is
shown in Figure 3.4. We omit the pipeline registers used to synchronize the compu-
tations in the figure for clarity, but divide the computation into the pipeline stages,
indicating the synchronization points. Also, note that, as shown in subsection 3.2.1,
modular arithmetic modules are also sequential circuits, each with its own pipeline
stages. The stage and clock cycle counts of modular arithmetic blocks vary accord-
ing to the specified parameters. Hence, this complexity is abstracted away in the

figures. The figures are drawn given that TP = 4.
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Figure 3.4 Architecture overview for a fully pipelined version where TP =4
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Notice that we are broadcasting the same second operand for all of the multipli-
cations. This allows us to simplify the read control logic and only access one pre-
computed term per multiplier group. For larger designs, access to memory can be
further pipelined to avoid critical paths caused by broadcasting. In our designs with
TP <64, the critical paths contributed by these broadcast accesses were not large

enough to justify the extra design complexity.

Our approach implements the data flow shown in Figure 3.3 with pipeline stages
synchronizing the consumption and production of intermediate results. Computing

« requires us to instantiate an execution pipeline where the operations are performed
/

Dj
pipeline registers to ensure that ModSub,,; takes the correct order of inputs.

modulo ¢;. While computing a, we have to delay the a; intermediate results with

The control logic of our design consists of simple counters that keep track of the

progress of the Sum and Post-Sum Processes. We loop through the Sum Process

N'}l;l) times. Please note that the first iteration over % is spent on ingesting the

redundant residue to the A, BRAM group. Subsequent % iterations are used to
compute the agl and a;j partial sums. We can’t progress before we compute these

partial sums.

Computing these sums separately for ¢; and p; is a design requirement. We can’t
work with the full precision Qi’s. From subsection 2.5.1 we can see that the bit
width of Q; is [logy (Q —¢qi+1)]. For a word size of 64 bits and [ = 17, a single Q;
would become 1024 bits. We would have to compute with thousand-bit operands,

which would diminish the utility of RNS and pose significant resource usage issues

on our FPGA.

A fully pipelined architecture is useful when we frequently need to extend inde-
pendent polynomials, meaning RNS residues corresponding to distinct polynomials.
However, as we will introduce in the next section, we can improve our resource con-
sumption significantly by relaxing the constraint of accepting distinct polynomial

residues immediately after the previous one is computed for the Sum Process.

3.3.3 Folded Architecture

In the abstract overview of the architecture shown in Figure 3.5, the modular multi-

pliers for ¢; and p; are used again for the Post-Sum Process. When coupled with an

n-step N'T'T architecture and given that the throughput is not bottlenecked by base

extension, we can reuse the same modular multipliers, specifically 2 -7 P modular
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multipliers for both processes. Essentially, this is possible since base extension will
not accept a new set of polynomial inputs when it starts computing residues. Note

that we are assuming that N > [, which is the case in practice.
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Figure 3.5 Folded architecture overview where T'P = 4
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Figure 3.6 Architecture comparison in terms of number of iterations

Note; SP: Sum Process, PSP: Post-Sum Process.
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By computing the Sum and Post-Sum Processes serially, we increase the iteration

count by N'T(lgl) iterations, almost by one length of the Sum Process. We can

observe an example execution shown in Figure 3.6. Due to the interface between
the FPGA and HBM, shown in Figure 3.2, our bandwidth is bottlenecked by the
amount of simultaneous transfers. Hence, a read and write operation consumes from
the same total bandwidth available on the device. Thus, in practice, avoiding si-
multaneous read and write operations is preferable. We observe that, by performing
Sum and Post-Sum Processes mutually exclusively in the Folded architecture, we
only consume and produce T'P-many coefficients as opposed to 2-T P coefficients in
the Fully Pipelined architecture. Which is advantageous for our application, where

we are guaranteed a limited bandwidth for the HBM interface.

An example case would be with N =216 TP =64, [ =30, where the Folded
architecture would take 983040 iterations and the Fully Pipeline architecture would
take 953344 iterations. The difference is 29696 iterations or ~ 3.2% of the Fully
Pipeline architecture iteration count. The design choice of time-multiplexing the
computation can be revisited if the base-extension unit becomes the bottleneck
during computation. These stages can be separated again, given that we satisfy the

bandwidth limitations, to accept a new input set after completing the sum process.

3.3.3.1 Memory Requirements

Computing Algorithm 2 requires that we store the following precomputed terms

shown in Table 3.1. They are all residues with the size [logy (g; +1)].

To store the summation results for subsequent computations, we instantiate two
BRAMs with depth N. Another BRAM is required to store the redundant residues

separately to compute the Post-Sum Process. In total, we instantiate three BRAMs
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Table 3.1 Number of precomputed terms required by Shenoy-Kumaresan

Precomputed Term | # of terms to store
A—1
o, :
; l-k
‘C%Z pj
Qi !
q
C
i

with depth N. Each BRAM stores coefficients with the method shown in Figure 3.7.

Figure 3.7 Example BRAM coefficient placement for TP =4, N =25
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The BRAM coefficient placement can be altered easily, as the computation only
requires that we are consistent across other BRAM groups as well. For example,
it is not necessary that we receive coefficients in an ordered fashion. As long as

we receive the subsequent coefficients in the same order, the computation will be
correct.

3.3.3.2 Arithmetic Requirements

Arithmetic units are considered the area usage required to implement the architec-
ture. Here, we count the modular subtraction units as the same as the modular

addition units to simplify analysis, as they are identical in resource consumption.

The total arithmetic unit count can be seen in Table 3.2.
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Table 3.2 Number of arithmetic units required by Shenoy-Kumaresan to produce
one residue

Architecture Arithmetic Unit | Count
Fully Pipelined Modular Adder 4. TP
Modular Multiplier | 5-TP
Folded Modular Adder 4. TP
Modular Multiplier | 3-TP

3.4 Optimizations for Polynomial Residues

Our accelerator is optimized for coupling with a FHE accelerator. The target NTT
accelerator in the final implementation processes polynomials for one residue at a
time. Hence, NTT takes inputs and outputs of size N polynomial for one residue at
a time. Our approach is optimized for this type of computation. We aim to overlap
this process with our own computation. Thus, when the NTT accelerator finishes
the last residue polynomial, we will be able to output the first residue polynomial
in the target base within N/T P iterations.

This method of computation also avoids the costly and complicated reordering of
the coefficients by the preceding and subsequent units. By being flexible and not
enforcing a coefficient storage strategy, we enable optimizations on algorithms other
than base extension. Hence, as an example, NTT units can reorder and store their
results in the most optimal way and not have to be burdened by the processing of

the base extension unit.

3.4.1 Avoiding Communication Overhead by Integration

For one homomorphic multiplication 3- N - [, coefficients are consumed by relin-
earization. An example case is for the parameter set logy ¢; = 60, N = 26,1 = 18, the
data to be copied becomes 26.5 MiB. Ignoring all other overheads, sending this data
would take 1.65 ms over a PCle Gen 3x16 connection to the host. We will then copy
this data back to the device for the remaining operations, which effectively results in
at least 3.3 ms of communication overhead, even excluding any computation costs
on the host side.

We avoid this overhead by staying on the device and avoiding transfers with the
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host. This also frees up the host to perform other useful tasks, such as preparing
for the next offloading of the computation. Furthermore, we also save on the energy

of these expensive data movements to and from the host.
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4. RESULTS AND COMPARISON

Here, we present our results and comparison with the available architectures for base
extension. We then provide our utilization results on FPGA and finally present our

work in the context of the software implementation.

4.1 Architecture Comparison

In this section, we will compare our approach to the ones available in the literature.
Our goal is to show the justifications for the design choices being made in this work.
We will not include Algorithm 1 in this comparison as it is already part of the

Algorithm 2 as the "Sum Process’.

4.1.1 Cox-Rower Architecture

Cox-Rower architecture is specialized for use in the RSA public key cryptography
algorithm. It implements Algorithm 3 with units specifically tailored for the pa-
rameters given. It exploits the symmetry of the base extension operation in RNS
Montgomery multiplication. The source base and the target base both are comprised
of l-many residues. There are subsequent works (Nozaki et al. (2001)) introducing
methods to time-multiplex this architecture, but they require handling edge cases
where the number of processing elements has to be a factor of the number of residues
to avoid overheads. We will primarily focus on the original work by Kawamura et al.
(2000), which simplifies our analysis. We assume that our concerns regarding the
compatibility with NTT and limited input range are solved for this part of the

analysis.
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4.1.1.1 Memory Requirements

We have to store the terms shown in Table 4.1 in the read-only memory to compute

Algorithm 3 in the Cox-Rower architecture.

Table 4.1 Number of precomputed terms to store by Cox-Rower architecture

Precomputed Term | # of terms to store
AT
@i 1, :
Qi 12
Dj
|_Q’pj !

Another requirement of the Cox-Rower architecture is the availability of the residues
that represent an integer in the source base simultaneously. When computing Line 4
of Algorithm 3 we assume that we are able to access all of the source residues in a
single clock cycle. This may introduce complexity in terms of design considerations.

We will refer to this point in our comparison with our work to further discuss it.

4.1.1.2 Arithmetic Requirements

The architecture consists of two arithmetic units, Cox and Rower, that are shown
in Figure 4.1. The higher-level architecture can be seen in Figure 4.2. Cox unit
computes Lines 1-3,7,8, and 9 in Algorithm 3. It has a o¢-bit adder and a register
that produces the bits of a.

Figure 4.1 Cox and Rower units

Rower Unit

The Rower units have a multiplier, an accumulator, and a modular reduction unit
that computes Line 10. The multiplication with §,, has a bit width of r. Multiplica-
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Figure 4.2 Cox-Rower architecture overview

tion with the |—Q|pj term is with a single bit a,), which can be implemented with a
multiplexer instead. The authors designed this datapath to be implemented within
a Very-large-scale Integration (VLSI) ASIC chip. Thus, the combinational critical
path timing issues with FPGA implementations were not considered. If we were to
adapt this design to an FPGA, we would have to use pipelined adders and modular
multipliers instead. We will take this modification into account when comparing
the circuit complexity between the architectures. Thus, a single rower unit, for our

analysis, consists of two modular adders and one modular multiplier, as shown in
Table 4.2.

Table 4.2 Number of arithmetic units required by Cox-Rower architecture to produce
[ residues

Arithmetic Unit | Count
Adder 1
Modular Adder 2-1
Modular Multiplier [

4.1.1.3 Comparison to Our Work

Given that we are able to find suitable primes and tolerate the reduction in the
representation range, Cox-Rower architecture computes N -[ target base residues in
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N - (I+1) iterations. This approach directly couples the circuit complexity with the
number of residues in the source and target bases. It is less flexible and configurable
compared to our decoupled throughput compile-time design parameter. Adapting
this approach to be flexible requires handling non-trivial design decisions, such as

incorporating an address generation unit or a more complex finite-state machine.

4.1.2 Mixed-Radix Architecture

Algorithm 4 is utilized in converting our RNS non-positional representation to a
positional representation. It provides a unique ability to determine the order be-
tween two integers that were in the RNS representation. This ability is necessary
to compute algorithms, where comparisons are required to determine the execu-
tion path. We will assume a fully parallel implementation due to the nature of the
Mixed-Radix algorithm. It has been utilized in massively parallel systems, such as
GPUs, as shown in Al Badawi et al. (2021). Algorithm 4 can be implemented in a

variety of configurations. In Figure 4.3 we present one such architecture.

4.1.2.1 Architecture Design

In this section, we explain the reason we have taken the iterative design, as shown

in Figure 4.3, into account.

In Figure 4.3, we present one design that computes Algorithm 4 iteratively. It is
unrolling the inner for loop with respect to u, computing steps 3-6. It is an abstract
view of a design that computes a single new residue in [+ 1 iterations with [ modular

multipliers.

Conversely, we could have implemented Algorithm 4 with unrolling the outer loop
as well. We will assume that we are producing a single new residue. Utilizing
W + 1 modular multipliers, we could compute a new residue in every single
iteration. However, this would quickly exhaust the DSP blocks on our FPGA. For
[ = 30 this would mean that we would instantiate 466 modular multipliers. If we
assume a 32-bit word size and 6 DSPs for each modular multiplier, we would use 2796
DSP blocks, which is almost a third of the 9024 total available DSP blocks on our

Alveo U280 FPGA (AMD Xilinx (2023)). With an increasing number of residues,
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Figure 4.3 Mixed-Radix iterative architecture overview
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the multiplier usage will increase quadratically, which exacerbates the problem of

high resource usage.

Figure 4.4 Mixed-Radix fully pipelined architecture overview
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Hence, we have chosen the iterative design for our comparisons. The higher-level
view of the architecture is shown in Figure 4.3. This implementation instantiates as

few parallel multipliers as possible to compute Algorithm 4.
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4.1.2.2 Memory Requirements

Precomputed terms for the mixed-radix algorithm are shown in Table 4.3.

Table 4.3 Number of precomputed terms required by Mixed-Radix architecture

Precomputed Term | # of terms to store
—1
: [-(1—1)/2
i, (i-1)/
g -k
bj
al,, ;

Along with these precomputed values, we have to broadcast bs for the subtraction
operation in all residues. This data movement may complicate critical path require-
ments for FPGA in applications with a large number of residues. Like with Algo-
rithm 3 this algorithm also assumes that we can access all residues that represent an
integer simultaneously. Thus, the memory access and bandwidth requirements are
again directly coupled to its performance. Lastly, the next bs has to be determined
by a multiplexer that selects the current radix that will be used for the subtraction
in the next iteration. This multiplexer will have [ — 1 inputs and one output, with
a high number of residues and bit-width, which can increase the complexity of the

circuit.

4.1.2.3 Arithmetic Requirements

Computation of subsequent radices cannot continue until we process all updates
on the individual residues. The sequential nature of the mixed-radix algorithm
requires that we have [+ 1 multipliers and [ subtraction units in parallel to compute
the updates as shown in Table 4.4. At each iteration, we can retire one residue

multiplier as it won’t be required for the computation of subsequent residues.

Table 4.4 Number of arithmetic units required by Mixed-Radix architecture to pro-
duce one residue

Arithmetic Unit | Count
Modular Adder [
Modular Multiplier [
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4.1.2.4 Comparison to Our Work

Mixed-radix conversion requires that we compute a mixed-radix digit bs before con-
tinuing the computation. Hence, it is less parallelizable. Algorithm 4 can compute
new residues in N - (I + 1) clock cycles. We have to store all residues corresponding
to each polynomial coefficient such that they can be accessed simultaneously. In-
troducing a throughput design parameter is thus not possible. Implementing fewer
than [ multipliers would also complicate the design datapath, requiring us to time-

multiplex the computation.

Utilizing the proposed folded architecture, we can complete the Sum Process in

N'}Z}Ll) and the Post-Sum Process in % clock cycles. Our approach is specialized

for extending polynomial residues.

4.1.3 Overview of the Comparison of Algorithms and Architectures

In this section, we present the algorithms and their architectures in a comparable
parameter set. Since the most constrained parameter set belongs to the Cox-Rower
architecture implementing Algorithm 3 we will use its k = [ assumption for a fair
comparison. In Table 4.5, we list the algorithms and architectures discussed in this

work.
Table 4.5 Comparison of algorithms and architectures where k =1

Note; Alg.: Algorithm, Arch.: Architecture, Flex.: Flexible, SK: Shenoy-
Kumaresan, RBE: Recursive Base Extension, MXR: Mixed-Radix, Pipe.: Pipelined,
Fold.: Folded, CR: Cox-Rower, Iter.:Iterative, MM: Modular Multiplier, MA: Mod-
ular Adder, A: Adder, v is flexible, X: not flexible,

Alg. | Arch. Memory Arithmetic Iterations Flex.
SK | Pipe. | 243-141 | 5.TP-MM+4.TP-MA | NUEDLL N
Fold. | 2+43-1+1 | 3.TP-MM+4-TP-MA |- (ML Ny v
RBE | CR ?+2-1 I-MM+2-MA+A N-(I+1) X
MXR | Pipe. | 2450 g | (DL gy g BT A N X
Tter. | 1245020 4 I-MM+1-MA N-(1+1) X

We notice a relationship emerging from the number of iterations and arithmetic

requirements. As expected, the iteration count decreases as we instantiate more

arithmetic units. One such example is the N iteration count, the smallest iteration
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count, of the pipelined architecture corresponding to the mixed-radix algorithm,
which instantiates (I+ 1) -1 modular multipliers. The Recursive Base Extension al-
gorithm is represented by the Cox-Rower architecture, which instantiates [ modular
multipliers and performs the base extension in N - (l+1) iterations. Finally, our
folded architecture instantiates 3-7'P modular multipliers and performs the base

extension in N~%;2)-l iterations.

If we were to define a parameter as the product of modular multipliers and number
of iterations, we notice that they are in the form a- N -1-(I+b). Where a and b are

tunable according to the choice of algorithm and architecture.

Our architecture is also the only approach where the number of modular multipliers
is a design parameter. Both Cox-Rower and mixed-radix architectures require us to
instantiate modular multipliers according to the number of residues in the source
(1) and target (k =1, for this comparison) bases. This flexibility can also enable the
use of a single hardware for multiple parameter sets. By specifying a maximum [,
the counter logic could be modified to accommodate multiple parameter sets in the
future. Other architectures are not flexible in this regard. Accommodating variable
parameter sets would require significant design effort for the control logic, if even

possible.

Table 4.6 Comparison of iteration counts for given parameters

Algorithm Architecture Iterations

N=21 | N=21 | N=212

TP=32|TP=32|TP=064
[=17 1=7 l=4

Shenoy-Kumaresan Pipelined 628736 29184 1344
Folded 661504 32256 1536

Recursive Base Extension Cox-Rower 1179648 | 131072 20480
Mixed-Radix Pipelined 65536 16384 4096

Iterative 1179648 | 131072 20480

Although our architecture is more complex in theory, it performs better in practical
parameter sets as shown in Table 4.6. The advantage of our architecture increases
when T'P is larger than [. This behavior is expected as if we plug T'P = [, our Folded

architecture iteration count becomes N - (I +2).
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In this section, we present our utilization results for the given parameters.

4.2 Utilization Results

have implemented the designs on AMD Alveo U280 using Vivado 2022.2 with Sys-

temVerilog HDL. Here, the given parameters are chosen from modifying examples

in OpenFHE for homomorphic multiplication with the BEHZ method. We compute
the ATP metric as follows: Time- (LUT + % +100-DSP +300- BRAM).

Table 4.7 Device utilization results for log N = 16,1 = 17

logg; | TP | LUT FF BRAM | DSP | tmin | frnaz cC Time ATP
(x103) | (x10%) (ns) | (MHz) (us) (x109)
32 1 2.4 5 192 18 2.1 | 476.19 | 1245184 | 2614.89 | 168.18
16 22.5 37.1 192 288 | 2.1 | 476.19 | 77824 163.43 | 20.82

64 75.8 139.9 192 1152 | 2.7 | 370.37 | 19456 52.53 16.73
64 1 5.9 12.9 384 60 | 2.55 | 392.16 | 1245184 | 3175.22 | 424.03
8 31.5 53.9 384 480 | 2.7 | 370.37 | 155648 | 420.25 | 93.16

32 | 121.1 198.5 384 1920 | 3.2 | 312.50 | 38912 124.52 65.70

Table 4.8 Device utilization results for log N = 14,1 =17

logg; | TP | LUT | FF | BRAM | DSP [ tmin | fmaz | CC | Time | ATP
(x10%) | (x10%) (ns) | (MHz) (ps) | (x106)

32 1 1.8 3.6 48 15 2 500.00 | 147456 | 294.91 | b5.75
16 20.7 35.5 48 240 | 2.1 | 476.19 | 9216 19.35 1.49

64 70 136.9 96 960 | 2.7 | 370.37 | 2304 6.22 1.64

64 1 5.4 10.8 96 66 | 2.45 | 408.16 | 147456 | 361.27 | 16.68
8 32.6 54.9 96 928 | 2.55 | 392.16 | 18432 | 47.00 6.66

32 | 1248 206 96 2112 | 3.3 | 303.03 | 4608 15.21 7.11

Table 4.9 Device utilization results for log N = 12,1 = 30

logg; | TP | LUT FF BRAM | DSP | tmin | frmaz CcC Time | ATP
(x10%) | (x10%) (ns) | (MHz) (us) | (x10)

32 1 3.0 6.7 12 21 | 1.95 | 512.82 | 131072 | 255.59 | 3.09
16 24.2 41.7 24 336 | 2.1 | 476.19 | 8192 17.20 1.48

64 80.7 153.8 96 1344 | 2.77 | 361.01 | 2048 5.67 1.82

64 1 7.4 16.6 22.5 66 2.4 | 416.67 | 131072 | 314.57 | 9.13
8 34.9 61.3 24 528 | 2.55 | 392.16 | 16384 | 41.78 5.25

32 128.1 215.5 96 2112 | 3.4 | 294.12 | 4096 13.93 6.63

We provide results for up to 2048-bit throughput, consistent with our assumption in

Chapter 3. We can notice that our DSP usage is different for each polynomial size.
This is due to the optimization provided by Tosun et al. (2024). Where the modulus

has fewer free significant bits for reduction in higher ring dimensions. We also note

that our ATP metric improves as we increase parallelism, which substantiates our
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scalability claim. Table 4.7 has the most significant BRAM usage as it has the

largest polynomial degree.

Our goal in providing the f,q, figure is not to implement the designs in the given
frequencies but to demonstrate that the critical path will not be from this module
when integrated with a complete HE accelerator design. Synthesizing all our designs,
for example, in 200 MHz would also strengthen our scalability argument due to the
ATP metric.

We also note that the time shown is for computing a single new residue in the
target base and should be multiplied by the number of new residues for a complete

operation.

Our designs are also synthesizing within the expected frequencies. Increasing the
polynomial size or the number of residues does not significantly impact the critical
path.

4.3 Comparison with OpenFHE

Here we present the timing results, shown in Table 4.10, Table 4.11, of the Shenoy-
Kumaresan base extension implementation in the OpenFHE library. We also include
our expected timing results, assuming a clock period of 5 ns. The parameter sets
were generated using OpenFHE. Our design supports the given parameters as long
as suitable primes are available for the given parameter set. Specifically, our modular
reduction method has been tested up to N = 26 with logg; = 32 and 64.

Table 4.10 Timings for log N = 16,logq; = 60

Platform Implementation /[ | 17 18
AMD R9 7950X OpenFHE w/ OMP | 15328 | 16067
OpenFHE w/o OMP | 93856 | 109454
M1 Pro 10C OpenFHE w/ OMP | 13384 | 14553

OpenFHE w/o OMP | 48135 | 54718
AMD TR Pro 3955WX | OpenFHE w/ OMP | 19446 | 21629
OpenFHE w/o OMP | 53087 | 58512

Intel i7-9750H OpenFHE w/ OMP | 21887 | 22754
OpenFHE w/o OMP | 55968 | 65741
Alveo U280 Our work (TP=32) | 826.88 | 921.6

As shown in Table 4.10 Our implementation with Folded architecture achieves x16

48



speedup over the best result for [ = 17. Similarly, we achieve a x15.7 speedup over
the best result for [ = 18.

Table 4.11 Timings for log N = 14,logq; = 60

Platform Implementation /[ | 4 5 6 7
AMD R9 7950X OpenFHE w/ OMP 744 | 848 967 1141
OpenFHE w/o OMP | 1541 | 2102 | 2561 | 3540
M1 Pro 10C OpenFHE w/ OMP 835 | 968 | 1093 1234

OpenFHE w/o OMP | 1748 | 2130 | 2649 3415
AMD TR Pro 3955WX | OpenFHE w/ OMP 832 | 942 | 1086 1282
OpenFHE w/o OMP | 1678 | 2176 | 2624 3328

Intel i7-9750H OpenFHE w/ OMP | 1153 | 1368 | 1532 1743
OpenFHE w/o OMP | 1678 | 2176 | 2624 | 3328
Alveo U280 Our work (TP=32) | 61.44 | 89.6 | 122.88 | 161.28

For N =2, shown in Table 4.11, our Folded architecture achieves x 14 speedup over
the software implementation for [ = 4. Our speedup becomes x7 for [ =7 compared
to the best result.

We have measured the timings with (w/ OMP) and without (w/o OMP) the par-
allelization provided by OpenMP. Hence, we can observe that although parallelism
does speed up the computation, the increase in the number of cores does not directly
translate to increased performance. Our understanding is that the communication
bandwidth between the CPU dies and the memory is limiting the speedup from in-
creased parallelism. Another performance consideration is the overhead of synchro-
nization primitives required by OpenMP to implement the parallelism. Increasing

the number of threads increases the scheduling workload on the CPU.

We notice that as the number of residues and polynomial size increase, our speedup
also increases. A possible explanation for why some devices with a high number of
cores do not perform better than those with fewer cores is the bandwidth between
the CPU and memory. Hence, our architecture with dedicated memory accesses
is expected to perform better than even larger, more powerful CPUs due to the

memory bottleneck experienced by CPUs.
Timings were measured on four computers. Here are their specifications:

o AMD Ryzen 9 7950X, 16 cores, 4.5 GHz base, 5.7 GHz turbo clock speed, 128
GB of RAM.

e M1 Pro 10 cores, 3.2 GHz x 8, 2.06 GHz x 2, 16 GB of RAM.

o AMD Threadripper Pro 3955WX, 16 cores, 3.9 GHz base, 4.3 GHz turbo clock
speed, 512 GB of RAM.
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o Intel i7-9750H, 6 cores, 2.6 GHz base, 4.5 GHz turbo clock speed, 32 GB of
RAM.
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5. CONCLUSION AND FUTURE WORK

In this section, we will provide insights resulting from our work and recommend

future research avenues for exploration.

5.1 Conclusion

In this work, we have presented a ATP efficient, compile-time configurable, and
scalable base extension implementation for accelerating homomorphic multiplication
and relinearization operations. Our work explores various base extension methods
and compares them against our method. We have demonstrated that our design de-
couples performance parameters from the underlying arithmetic, and its performance
is minimally affected by changes in polynomial size and the number of residues. As
our design is parametric, if a better FPGA with higher memory bandwidth becomes
available in the future, we would be able to increase our performance simply by in-
creasing the T'P parameter. We have shown that we can theoretically achieve up to
an order of magnitude speedup compared to the state-of-the-art OpenFHE software

library and that our approach is flexible and scalable in its FPGA implementation.

5.2 Future Work

Exploring efficient hardware implementations of algorithms shown in Figure 2.2 is a

possible research direction. Unifying the resource consumption of all of the different

hardware modules will be necessary for practical implementations on FPGA. One

such solution would be to utilize the butterfly units available in the NTT units to
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compute the base extensions as well, saving on programmable logic consumption.
We also note that our approach is not unique to FPGA applications but can be
explored for ASIC designs.
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