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ABSTRACT

DEVELOPING DATA-DRIVEN MODELS FOR ANOMALY DETECTION IN
AUTOMOTIVE AND ADDITIVE MANUFACTURING APPLICATIONS

SHAWQI MOHAMMED OTHMAN FAREA
MECHATRONICS ENGINEERING PH.D. DISSERTATION, JULY 2025

Thesis Supervisor: Prof. Dr. MUSTAFA UNEL

Keywords: Anomaly Detection, Predictive Maintenance, Transformers,
Explainable Artificial Intelligence (XAI), Air Pressure System (APS), Directed
Energy Deposition (DED)

Anomaly detection is a fundamental yet inherently challenging task in machine
learning and statistics, with wide-ranging applications spanning domains such as
healthcare, manufacturing, automotive, and aerospace. Unlike conventional classifi-
cation problems, anomaly detection must contend with intrinsic difficulties including
class imbalance, anomaly heterogeneity, and the scarcity of labeled anomalies. Ad-
dressing these challenges requires thoughtfully designed, domain-aware frameworks
capable of operating under limited supervision while maintaining robustness and
interpretability. This thesis develops several data-driven anomaly detection frame-
works, spanning supervised, semi-supervised, and unsupervised learning paradigms.
In particular, an efficient semi-supervised framework built upon Transformer ar-
chitectures is developed, effectively mitigating the inherent challenges of anomaly
detection. In addition, the thesis adopts an interpretable framework grounded in
Explainable Boosting Machine (EBM), offering transparency and domain-aligned
insights without sacrificing performance. A domain-guided preprocessing pipeline
is integrated into all frameworks to systematically incorporate expert knowledge,
facilitate robust anomaly discrimination, and improve interpretability by aligning
feature representations with meaningful physical phenomena.

Two real-world industrial applications were considered in this thesis: (1) failure de-
tection in air pressure systems (APS) of heavy-duty vehicles using operational sensor
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data, and (2) defect detection in directed energy deposition (DED) using thermal
imaging. The APS plays a vital role in ensuring the proper functioning of vehicle
subsystems such as braking and suspension, where failures can pose significant safety
risks and economic consequences. Meanwhile, DED, an effective additive manufac-
turing technology, offers a promising pathway for fabricating complex, large-scale
components; however, it suffers from recurring in-situ defect formation, compromis-
ing part reliability and quality. The data-driven models yielded promising results
in both applications. Remarkably, for APS failure detection, the semi-supervised
transformer-based approach—although trained using only a small portion of non-
anomalous data—led to strong predictive performance on par with the fully su-
pervised models, attaining 91.4% accuracy and an F1 score of 0.79. In parallel, the
interpretable EBM-based framework achieved similarly competitive performance (an
F1 score of 0.80) while providing meaningful insights into feature contributions and
potential root causes, corroborated by domain knowledge. For DED defect detec-
tion, semi-supervised models exhibited strong performance, with an accuracy and
F'1 score up to 95% and 0.88, respectively.

These findings demonstrate that combining domain-specific feature engineering
with data-efficient learning paradigms enables effective anomaly detection across
diverse settings. The thesis underscores the practical utility of semi-supervised
learning—specifically for scenarios with limited anomaly labels—and highlights the
growing importance of explainability, particularly in high-stakes applications, where
transparent models such as EBM can provide actionable insights without sacrificing
accuracy. The frameworks developed in this thesis are readily adaptable to other
industrial contexts, depending on the nature of the underlying datasets (balanced vs
imbalanced) and desirable characteristics (e.g., highly interpretable). Furthermore,
they can be extended to incorporate multi-defect classification, closed-loop control
integration, and real-time decision-making.



OZET

OTOMOTIV VE EKLEMELI IMALAT UYGULAMALARINDA ANOMALI
TESPITT ICIN VERI ODAKLI MODELLER GELISTIRME

SHAWQI MOHAMMED OTHMAN FAREA
MEKATRONIK MUHENDISLIGI DOKTORA TEZI, TEMMUZ 2025

Tez Damsman: Prof. Dr. MUSTAFA UNEL

Anahtar Kelimeler: Anomali Tespiti, Ongoriilii Bakim, Déniistiiriiciiler,
Agiklanabilir Yapay Zeka (XAI), Hava Basig Sistemi (APS), Yonlendirilmis
Enerji Yigma (DED)

Anomali tespiti, saglik, imalat, otomotiv ve havacilik gibi alanlar: iceren genis kap-
samli uygulamalara sahip, makine 6grenmesi ve istatistik alanlarinda temel fakat
dogas1 geregi zorlu bir gorevdir. Geleneksel simiflandirma problemlerinin aksine,
anomali tespiti sinif dengesizligi, anomali heterojenligi ve etiketli anomalilerin kitlig
gibi igsel zorluklarla miicadele etmelidir. Bu zorluklarin ele alinmasi, saglamligi ve
yorumlanabilirligi korurken sinirli denetim altinda c¢alisabilen, dikkatlice tasarlan-
mig, alana 6zgi yaklagimlar gerektirmektedir. Bu tez, denetimli, yari-denetimli
ve denetimsiz 6grenme paradigmalarini kapsayan cesitli veri odakli anomali tespiti
yaklagimlar: gelistirmektedir. Ozellikle, anomali tespitinin icsel zorluklarmi etkili
bir gekilde azaltan Doniigtiiriicli mimarileri tizerine kurulu verimli bir yari-denetimli
yaklagim gelistirilmektedir. Ek olarak, tez, performanstan 6diin vermeden seffaflik
ve alan hizal iggoriiler sunan Explainable Boosting Machine'ne (EBM) dayali yo-
rumlanabilir bir yaklagim benimsemektedir. Alan rehberliginde bir 6n igsleme hatti,
uzman bilgisini sistematik olarak dahil etmek, saglam anomali ayrimini kolaylastir-
mak ve ozellik gosterimlerini anlaml fiziksel olgularla hizalayarak yorumlanabilirligi
iyilegtirmek icin tiim yaklagimlara entegre edilmigtir.

Bu tezde iki gergek diinya endiistriyel uygulamasi ele alindi: (1) operasyonel sen-
sor verileri kullamlarak agir vasita araclarin hava basing sistemlerinde (APS) ariza
tespiti ve (2) termal goriintilleme kullamlarak yonlendirilmis enerji birikiminde
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(DED) ariza tespitidir. APS, arizalarin énemli giivenlik riskleri ve ekonomik sonuglar
dogurabilecegi frenleme ve siispansiyon gibi arag alt sistemlerinin diizgiin ¢caligmasini
saglamada hayati bir rol oynamaktadir. Ote yandan, eklemeli imalatta etkili bir
teknoloji olan DED, karmagik, biliytik olgekli bilegsenler iiretmek i¢in umut verici
bir yol sunmaktadir; ancak, parca giivenilirligini ve kalitesini tehlikeye atan tekrarh
ariza olusumlarindan etkilenmektedir. Veri odakli modeller her iki uygulamada da
umut verici sonuglar vermistir. Dikkat cekici bir gekilde, APS ariza tespiti icin, yal-
nizca kiiciik bir anormal olmayan veri bélimii kullanilarak egitilmis olmasina rag-
men, yari-denetimli Dontigttiriicii tabanl yaklagim, tam olarak denetimli modellerle
ayn1 seviyede giiclii bir tahmin performansina yol act1 ve %91,4 dogruluk ve 0,79’luk
bir F1 puani elde etmistir. Buna paralel olarak, yorumlanabilir EBM tabanl yak-
lasim, alan bilgisiyle dogrulanan 6zellik katkilar: ve olasi temel nedenler hakkinda
anlaml iggoriiler saglarken benzer gekilde rekabetci bir performansa (0,80’lik bir F'1
puan) ulagmigtir. DED kusur tespiti i¢in, yari-denetimli modeller sirasiyla %95’e
ve 0,88’e kadar dogruluk ve F1 puani ile giiclii bir performans sergilemistir.

Bu bulgular, alan-spesifik 6znitelik mithendisligini veri agisindan verimli 6grenme
paradigmalariyla birlegtirmenin farkli senaryolarda etkili anomali tespitini miimkiin
kildigimi gostermektedir. Tez, 6zellikle sinirli anomali etiketlerine sahip senaryolar
icin yari-denetimli 6grenmenin pratik faydasini ve oOzellikle yiiksek riskli uygula-
malarda agiklanabilirligin artan énemini vurgulamaktadir. Ayrica, EBM gibi geffaf
modellerin dogruluktan o6diin vermeden eyleme gegirilebilir i¢goriiler saglayabile-
cegini ortaya koymaktadir. Bu tezde gelistirilen yaklagimlar, temel veri setlerinin
dogasina (dengeli veya dengesiz) ve istenen Ozelliklere (6rnegin, son derece yorum-
lanabilir) bagh olarak diger endustriyel uygulamalara kolayca uyarlanabilir. Dahasi,
coklu kusur siniflandirmasini, kapali ¢evrim kontrol entegrasyonunu ve gercek za-
manl karar vermeyi icerecek sekilde genisletilebilirler.
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1. INTRODUCTION

Anomaly detection is a fundamental problem in machine learning (ML) and statis-
tics, with broad applicability across various domains, including additive manufactur-
ing, automotive systems, aerospace engineering, nance, and healthcare. Depending
on the speci ¢ application, it is also referred to as fault detection, outlier detection,

or novelty detection. Fundamentally, anomaly detection involves identifying data
instances that deviate signi cantly from the expected norm (i.e., the majority of the
dataset). These abnormal instances commonly termed as anomalies, outliers, or
novelties often signal critical events such as faults, failures, or threats. Therefore,
timely detection and intervention are crucial for initiating proactive measures and
minimizing their adverse impact.

Numerous real-world problems can be framed as anomaly detection tasks. Ex-
amples include identifying diseases in the healthcare sector, detecting fraudulent
transactions in nance, uncovering cyber intrusions in cybersecurity, and identify-
ing defects or faults in industrial and cyber-physical systems. Moreover, anomaly
detection serves as a cornerstone of predictive maintenance (PdM) as well as prog-
nostics and health management (PHM), both of which are aimed at minimizing
unplanned downtime and costly breakdowns through early detection of potential
failures. Consequently, robust anomaly detection techniques play a pivotal role in
ensuring system reliability, operational safety, and decision-making across diverse
domains.

The prime objective of anomaly detection is to reliably di erentiate between nor-
mal and anomalous behavior, despite the inherent challenges posed by the data
complexity, dimensionality, and imbalance. Unlike conventional classi cation tasks,
where labeled data is abundantly available for all classes, anomaly detection typi-
cally involves sparse and heterogeneous anomalies embedded within vast volumes of
normal data. Thus, anomaly detection models must be designed to e ectively handle
the rarity and variability of anomalous data while maintaining robustness against
noise and uncertainty. For high-sensitivity applications, incorporating a degree of
interpretability is also essential to support trustworthy decision-making.



1.1 Generic Overview of Anomaly Detection

An overview of a generic anomaly detection framework is shown in Fig. 1.1.
The framework comprises three sequential stages: (i) representation learning, (ii)
anomaly scoring, and (iii) thresholding. Ideally, these stages are fully integrated,
such that the learned representations are optimized for anomaly scoring, and the
thresholding step e ectively distinguishes between normal and anomalous data
points. These stages are explained as follows:

Representation Learning:  Also referred to as feature learning, this stage

aims to transform raw data into suitable representations for subsequent
anomaly detection. However, it varies depending on the nature of the anomaly
detection approach. In shallow anomaly detection methods, representation
learning often acts as an identity function, where the feature and input spaces
are identical. In contrast, kernel-based methods leverage kernel functions to
transform the input data into a higher-dimensional feature space, thereby en-

hancing the separation of normal and anomalous data. For deep anomaly
detection models, representation learning is achieved through hierarchical lay-
ers of neural networks, enabling the extraction of complex, high-level feature
representations.

Figure 1.1 Generic overview of anomaly detection



Anomaly Scoring: The second stage involves assigning a quantitative score
to each data instance, re ecting its likelihood of being an anomaly. Higher
scores indicate a greater degree of deviation from normal patterns. Anomaly
scoring can be achieved using various approaches, including distance-based
measures, density-based measures, or output layers in neural networks.

Thresholding: The nal stage determines whether a given data instance is
classi ed as normal or anomalous by comparing its anomaly score against a
threshold. Therefore, the outcome of this step is a binary label. In certain
anomaly detection frameworks, such as supervised learning and one-class clas-
si cation, the scoring and thresholding steps are often combined into a single
uni ed decision function, further streamlining the anomaly detection process.

1.2 Intrinsic Challenges of Anomaly Detection

Anomaly detection presents several intrinsic challenges, driven by the diverse nature,
heterogeneity, and rarity of anomalies. Anomalies are typically categorized into three
distinct types as follows:

Point anomalies: These are global anomalies that are considered abnormal
relative to the entire dataset. A point anomaly is an individual data point
that deviates signi cantly from the expected normal pattern. For example,
a recorded temperature of 50C in Istanbul would be classied as a point
anomaly, as it is highly unusual given the general climate of the region.

Contextual (or conditional) anomalies: These are local anomalies in the
sense that they are considered abnormal with respect to their neighbors in some
spatial or temporal context. They are more complex than point anomalies
and arise in context-dependent data, such as time series or spatial data. For
example, a temperature of 30C in Istanbul during the winter season would
be a contextual anomaly, as 30C is expected in summer but highly unusual
in winter. In this case, the context (time) is crucial in identifying the anomaly.

Group (or collective) anomalies: They are a set of data points that collec-
tively exhibit abnormal behavior relative to the rest of the dataset. However,
the individual points within the group may not be anomalous in isolation.
For instance, a prolonged sequence of near-zero values in an electrocardiogram
(ECG) signal may indicate a critical abnormality, even though each individual
value may not be anomalous when considered independently.
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In literature, the majority of studies have predominantly focused on detecting point
anomalies, the simplest and most straightforward anomaly type. However, some
recent studies (e.g., see Mumcuoglu et al. (2024a)) have employed recurrent neural
network architectures to address more complex anomalies that are typically inherent
in sequential data. Despite these e orts, e ectively identifying such complex anoma-
lies remains relatively underexplored, underscoring the need for more advanced and
targeted approaches. For instance, leveraging more advanced sequential architec-
tures, such as attention-based models, holds promise for enhancing both detection
performance and computational e ciency.

Traditionally, anomaly detection has been framed as a supervised binary classi -
cation problem, assuming that normal data belong to one class and anomalies to
another. However, this approach is often impractical in real-world scenarios due to
two fundamental characteristics of anomalies: heterogeneity and rarity. Anomalies
can originate from multiple distinct classes, making it prohibitively costly, if not in-
feasible, to obtain su cient labeled data for each anomaly class. Consequently, the
supervised approach is only viable in cases where the dataset is relatively balanced
and limited to a single class of anomalies.

To address the aforementioned challenges, anomaly detection is frequently framed as
an unsupervised or semi-supervisédearning problem, rather than relying solely on
supervised approaches. These three learning paradigms are illustrated in Fig. 1.2(a).
In the general semi-supervised setting, the training dataset comprises a combina-
tion of unlabeled data along with a limited number of labeled instances representing
normal and/or anomalous data. A specic case of semi-supervised learning is the
well-known one-class learning paradigm, in which the training data exclusively con-
sists of normal instances, as depicted in Fig. 1.2(a). This formulation is particularly

e ective in scenarios where labeled anomalies are scarce or infeasible to obtain.

Fig. 1.2(b) further illustrates the trade-o between complexity and practicability
across the three learning paradigms, with unsupervised learning o ering the highest
practicality but also posing the greatest modeling complexity. Despite addressing
labeling challenges, traditional unsupervised methods struggle to e ectively handle
high-dimensional and complex data such as images, text, and multivariate time
series due to the curse of dimensionality. In contrast, deep learning has proven to
be highly e ective in managing such high-dimensional data, leveraging hierarchical
network layers to extract informative representations. Consequently, deep learn-
ing architectures can be employed for anomaly detection, where anomaly scoring
is applied based on the learned representations. Alternatively, another approach

Lin literature, semi-supervised learning is sometimes called unsupervised learning as well.
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Figure 1.2 Comparison of the learning paradigms

to mitigate the curse of dimensionality involves integrating domain knowledge to
extract key features from unstructured data, thus reducing dimensional complexity
while retaining essential information.

Another signi cant challenge in deep anomaly detection lies in the data type de-
pendency of most deep learning architectures. For instance, multilayer perceptrons
(MLPs) are generally tailored to structured, tabular data; convolutional neural net-
works (CNNs) are typically employed for image data; and recurrent architectures are
more suited to sequential data such as time series and videos. Consequently, devel-
oping a universal deep anomaly detection algorithm capable of e ectively handling
diverse data types remains a complex task.

Additionally, deep anomaly detection approaches particularly those based on un-
supervised learning are often prone to high false alarm rates, where normal in-
stances are incorrectly classi ed as anomalies. One potential solution to mitigate
false alarms involves enhancing the expressiveness of the learned representations,
enabling the model to more accurately capture the underlying patterns in the data.



Lastly, a substantial portion of the anomaly detection literature has been evalu-
ated using benchmark datasets (e.g., MNIST) originally designed for classi cation
tasks rather than anomaly detection. Therefore, there is a clear need for real-world
anomaly detection datasets that accurately re ect the complexities and characteris-
tics of real-world anomaly detection scenarios, enabling more reliable evaluation of
proposed anomaly detection algorithms.

1.3 Anomaly Detection in Industrial Applications

Two important real-world industrial applications of anomaly detection are failure
detection in air pressure systems of heavy-duty vehicles (HDVs) and defect detection
in directed energy deposition, a well-known additive manufacturing process. These
applications require further investigation as each one of them poses distinct and
complex challenges.

1.3.1 Failure Detection in HDVs

Heavy-duty vehicles (HDVs) are an integral part of the logistics and transportation
sectors, where their reliable operation is essential for maintaining industrial e -
ciency. Operating under demanding conditions, HDVs are susceptible to mechanical
failures caused by factors including suboptimal driving practices, inadequate main-
tenance planning, and ine ective anomaly detection. These failures can result in
signi cant repercussions, ranging from unwanted operational disruptions to serious
safety issues. From a manufacturer's perspective, vehicle breakdowns incur con-
siderable costs associated with repairs and warranty claims. For customers, each
instance of vehicle downtime results in extended periods of inactivity and increased
operational costs, compounding the overall economic burden. Such operational dis-
ruptions not only interrupt business processes but also adversely a ect pro tability,
emphasizing the need for minimizing downtime and maximizing vehicle availability.

The air pressure system (APS) is an important subsystem in HDVs, responsible for
maintaining adequate air pressure for the braking and suspension systems. A sub-
stantial number of roadside breakdowns in HDVs can be attributed to APS-related
malfunctions, leading to costly interventions and signi cant customer dissatisfaction.
Mechanical issues, sensor malfunctions, and component failures within the APS can
result in excessive load and fatigue, ultimately compromising the integrity of the

6



Figure 1.3 Overview of APS failures in HDVs. The top image shows a typical HDV,
and the bottom displays three examples of failed E-APUs (images were adapted
from Mumcuoglu et al. (2024b) and Aydemir (2024)).

overall system. Some samples of failed electronic air pressure units (E-APUs) are
shown in Fig. 1.3. However, addressing these challenges requires a comprehensive
approach that includes robust maintenance planning and advanced anomaly detec-
tion systems. By integrating these strategies, businesses can e ectively mitigate the
risks of mechanical failures, thereby leading to a more e cient and resilient trans-
portation ecosystem. Particularly, early detection of APS failures is paramount to
avert vehicle stranding during operation and minimize the need for costly roadside
assistance.

1.3.2 Defect Detection in Additive Manufacturing

Additive manufacturing, also referred to as 3D printing, is a transformative man-
ufacturing technology that fabricates complex structures through a layer-by-layer
deposition process guided by three-dimensional digital models. This approach of-
fers unparalleled design exibility and enables high levels of customization. Ad-



ditive manufacturing encompasses a diverse array of processes, including directed
energy deposition (DED) and powder bed fusion (PBF), among others, each em-
ploying distinct mechanisms for material deposition and consolidation to fabricate
high-precision components. Unlike traditional subtractive manufacturing methods,
which remove material to shape a part, additive manufacturing directly fabricates
components by sequentially adding material, typically in the form of metal powders,
polymers, or composites. This approach enables the production of complex geome-
tries and lightweight structures that would be challenging or impossible to achieve
with conventional techniques. Additive manufacturing has gained signi cant trac-
tion across various industries including aerospace, automotive, and healthcare
owing to its potential to reduce material waste, shorten production times, and enable
on-demand manufacturing. As the eld continues to evolve, research e orts are in-
creasingly focused on enhancing process e ciency, improving material properties,
reducing in-situ defects, and ensuring consistent quality in additively manufactured
parts.

As one of the promising additive manufacturing processes, DED o ers the ability to
fabricate dense metal components with precise functional geometries and enhanced
mechanical properties. Distinguished by its high deposition rates and optimized
material utilization, DED presents a cost-e ective solution particularly for applica-
tions such as prototyping, repairing, and modifying metal parts (Wol et al., 2019).
Moreover, it is known for its ability to process a wide range of materials, including
metals, alloys, and metal matrix composites, with the added capability of multi-
material deposition and large-scale structures manufacturing (Dong et al., 2023).
These compelling characteristics enhance its applicability across a broad range of
industries where precision, durability, and material e ciency are paramount.

The process involves the simultaneous feeding of a feedstock material typically
in the form of powder or wire into a melt pool created by a focused high-energy
heat source such as a laser, electron beam, or plasma arc (refer to Fig. 1.4). As
the feedstock material is continuously fed into the localized melt pool through a
nozzle system, it melts and subsequently solidi es upon subsequent cooling, forming
a strong bond with the underlying substrate or previously deposited layers. The
deposition head typically mounted on a multi-axis robotic manipulator follows

a prede ned toolpath derived from computer-aided design (CAD) data, enabling
the fabrication of complex geometries with high dimensional precision and design
exibility. Achieving consistent build quality relies heavily on the precise tuning of
key process parameters, including the energy source and material feed rate. This
tight control is essential for ensuring melt pool stability, which directly in uences
the microstructural integrity and mechanical properties of the fabricated part.
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