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ABSTRACT

OPTIMIZED BUDGET SELECTION FOR LOCAL DIFFERENTIAL PRIVACY

SEYEDPOUYA SEYEDKAZEMI

Computer Science and Engineering

Ph.D Dissertation, July 2025

Dissertation Supervisor: Prof. Yiicel Saygin

Dissertation Co-Supervisor: Assist. Prof. M. Emre Giirsoy

Keywords: Privacy, local differential privacy, optimization, budget selection, utility

constraints, Capacity planning, Internet of Things, smart home.

In recent years, local differential privacy (LDP) has emerged as a popular privacy
standard and received significant attention from academia and the industry. There
is increasing interest in its deployment in industrial applications, smart homes, and
smart cities. A pivotal problem in LDP is how to select the value of the privacy
budget parameter £, which controls the tradeoff between the strength of privacy
protection and utility loss.

In this dissertation, we propose Optimus, a utility-driven and optimization-based
approach for £ budget selection in LDP. Given a utility constraint, Optimus formu-
lates the problem of budget selection as an optimization problem and contains five
solution methods for finding the minimal ¢ that satisfies the given constraint. We ex-
perimentally evaluate the five solution methods in Optimus using five popular LDP
protocols, two datasets, and varying utility constraints. We find that the € budgets
selected by the different methods are consistent, which is important considering that
LDP is randomized and the optimization process is heuristic. Furthermore, we per-
form comparative analyses regarding the methods’ efficiency and hyperparameters
to assist in their future use. To the best of our knowledge, Optimus is the first
work to provide a quantitative and algorithmic approach to solving the challenge of
¢ budget selection in LDP.

Beside Optimus which is a general approach for utility-driven budget selection in
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LDP, we also consider the capacity planning problem specifically, as a practical
application in smart homes. Since, the main premise of LDP is that data is perturbed
to protect privacy, therefore consumption statistics estimated via LDP are inherently
noisy. When noisy estimates are used for capacity planning, they can lead to false
positives (false claims of capacity exceedance) or false negatives (actual exceedances
are neglected).

To address these concerns, we propose a system called CAPRI for capacity planning
and optimized budget selection in smart city applications under LDP. Based on
a specified set of conditions (e.g., number of clients, possible consumption values,
LDP protocol) and constraints (e.g., false positive probability should be below 0.01),
CAPRI is able to determine the e privacy budget which simultaneously satisfies the
desired constraints and maximizes clients’ privacy. To do so, CAPRI proposes an
optimization-based problem formulation and a search-based solution which relies on
LDP simulations. We experimentally validate and demonstrate the effectiveness of
CAPRI using real-world and synthetic datasets, three popular LDP protocols, and
various constraints and conditions.



OZET

YEREL FARKLILASTIRILMIS GIZLILIK ICIN OPTIMIZE EDILMIS BUTCE
SECIMI

SEYEDPOUYA SEYEDKAZEMI
Bilgisayar Bilimi ve Miihendisligi Doktora Tezi, Temuz 2025

Tez Danigmani: Prof. Dr. Yiicel Saygin
Tez Eg-Danigmani: Assist. Prof. Dr. M. Emre Giirsoy

Anahtar Kelimeler: Gizlilik, yerel farklilagtirilmig gizlilik, optimizasyon, biitge

secimi, fayda kisitlari, kapasite planlamasi, Nesnelerin Interneti, akill ev.

Son yillarda, yerel farkhilagtirilmig gizlilik (LDP), popiiler bir gizlilik standard olarak
one ¢ikmig ve hem akademi hem de endiistri tarafindan 6nemli 6lgiide ilgi gormiigtiir.
Endiistriyel uygulamalar, akilli evler ve akilli gehirlerde LDP’nin kullanimi giderek
artan bir ilgiyle kargilanmaktadir. LDP’deki temel sorunlardan biri, gizlilik koru-
masinin giicl ile fayda kaybi arasindaki dengeyi kontrol eden gizlilik biitgesi parame-
tresi €’in nasil segilecegidir.

Bu tezde, Optimus adimi verdigimiz, fayda odakli ve optimizasyon tabanli bir e
biitge se¢imi yaklagimi Oneriyoruz. Verilen bir fayda kisit1 dogrultusunda, Opti-
mus biitge se¢imi problemini bir optimizasyon problemi olarak formiile eder ve bu
problemi ¢6zmek icin beg farkli ¢oztim yontemi sunar. Optimus’un beg ¢o6ziim yon-
temi; bes popiiler LDP protokolii, iki farkli veri kiimesi ve gesitli fayda kisitlariyla
birlikte deneysel olarak degerlendirilmistir. Elde edilen sonuglar, farkli yontemler
tarafindan segilen e biitgelerinin birbiriyle tutarli oldugunu gostermektedir ki, bu
durum hem LDP’nin rastgelelik icermesi hem de optimizasyon siirecinin sezgisel ol-
mas1 bakimindan 6nemlidir. Ayrica, yontemlerin verimliligi ve hiperparametreleri
iizerine kargilagtirmali analizler gerceklestirerek, gelecekteki kullanim igin rehberlik
sunmaktayiz. Bildigimiz kadariyla, Optimus, LDP’de ¢ biit¢e se¢imi sorununa nicel
ve algoritmik bir ¢oziim sunan ilk ¢alismadir.

Optimus, LDP altinda genel bir fayda odakl biitce se¢imi yaklagimi sunarken, ayni
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zamanda akilli evlerde pratik bir uygulama olarak kapasite planlama problemini de
ozel olarak ele almaktayiz. LDP’nin temel varsayimi, verilerin gizliligini korumak
amaciyla guriiltiilenmesidir; bu nedenle LDP ile tahmin edilen tiiketim istatistikleri
dogas1 geregi gurultiiliidiir. Guriltiili tahminlerin kapasite planlamasinda kullanil-
masi ise, yanlig pozitiflere (kapasite agimi oldugu halde yanhg alarm verme) veya
yanhs negatife (gergek agimin géz ardi edilmesi) yol agabilir.

Bu sorunlari ¢6zmek igin, CAPRI adini verdigimiz bir sistem 6neriyoruz. Bu sistem,
LDP altinda akilli gehir uygulamalarinda kapasite planlamasi ve optimize edilmis
blitge se¢imi sunar. Belirli kogullar (6rnegin, miigteri sayisi, olasi tiikketim degerleri,
kullanilan LDP protokolii) ve kisitlar (6rnegin, yanhs pozitif olasiligi 0.01’den kiigiik
olmahdir) dogrultusunda, CAPRI istenen gizlilik seviyesini en tist diizeye ¢ikarirken
ayni zamanda bu kisitlar saglayan e gizlilik biitgesini belirleyebilmektedir. Bunu
gergeklegtirmek i¢in, CAPRI optimizasyon tabanli bir problem formiilasyonu ve LDP
simtlasyonlarina dayal bir arama tabanh ¢oztim sunmaktadir. CAPRI, gergek ve
sentetik veri kiimeleri, ti¢ poptler LDP protokolii ve cesitli kisit ve kogullarla yapilan
deneylerle dogrulanmig ve etkinligi gosterilmistir.
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1. INTRODUCTION

Local differential privacy (LDP) has emerged as an accepted standard for privacy-
preserving data collection Cormode, Jha, Kulkarni, Li, Srivastava & Wang (2018);
Wang, Blocki, Li & Jha (2017); Yang, Guo, Zhu, Tjuawinata, Zhao & Lam (2023).
It has recently been applied in various contexts and data analysis tasks such as
frequency estimation da Costa Filho & Machado (2023); Wang et al. (2017), heavy
hitter identification Wang, Li & Jha (2021); Zhu, Cao, Xue, Wu & Zhang (2023),
set-valued data analysis Huang, Xue, Zhu, Wei, Sun & Lu (2024); Wang, Li, Zhong,
Chen, Wang, Zhou, Peng, Qian, Du & Yang (2023); Wang, Li & Jha (2018), geospa-
tial data analysis Du, Hu, Zhang, Fang, Chen, Zheng & Gao (2023); Hong, Jung &
Shim (2022); Tire & Gursoy (2024), and deep learning Arachchige, Bertok, Khalil,
Liu, Camtepe & Atiquzzaman (2019); Truex, Liu, Chow, Gursoy & Wei (2020);
Wang, Chen, Jiang & Zhao (2023). It has also been deployed in several industry
products such as Google Chrome, Apple iOS, and Microsoft Windows aggregat-
able privacy-preserving ordinal response (2020); Ding, Kulkarni & Yekhanin (2017);
Erlingsson, Pihur & Korolova (2014). In LDP, each client locally perturbs their
sensitive data on their own device before sending the perturbed output to the data
collector. Since privacy is ensured before the data leaves the client’s device, LDP
enables data collection and sharing in untrusted environments, e.g., when clients do
not trust the data collector or the communication medium between the client and

the data collector.

A fundamental problem in LDP is how to select the value of the privacy budget e.
The € budget directly impacts the strength of privacy protection as well as utility loss
— a lower € provides stronger privacy but also increases utility loss. The problem
of budget selection has been studied in centralized DP from the perspectives of
economic models, utility, and disclosure and identification risks Chen, Yu, Tai, Li,
Tsou, Huang & Lin (2017); Hsu, Gaboardi, Haeberlen, Khanna, Narayan, Pierce
& Roth (2014); John, Denker, Laud, Martiny, Pankova & Pavlovic (2021); Kazan
& Reiter (2023). There also exist works to offer explanations and illustrations of

DP/LDP to end users so that end users may make more informed data sharing



decisions themselves Cummings, Kaptchuk & Redmiles (2021); Karegar, Alaqra
& Fischer-Hiibner (2022); Nanayakkara, Smart, Cummings, Kaptchuk & Redmiles
(2023); Xiong, Wu, Wang, Proctor, Blocki, Li & Jha (2022). However, to the best
of our knowledge, no technical solution or automated method exists for ¢ budget
selection in LDP. The most relevant work in this space are LDPLens Gursoy, Liu,
Chow, Truex & Wei (2022). However, LDPLens focuses on adversarial analysis of
LDP protocols and ¢, and it requires manual human effort to visualize the privacy-
utility tradeoff.

On the other hand, smart homes and smart cities are two emerging paradigms
that leverage popular Internet of Things (IoT), cyber-physical system, and artificial
intelligence techniques to provide value-added services and improve residents’ qual-
ity of life Zhang, Ni, Yang, Liang, Ren & Shen (2017); Zheng, Apthorpe, Chetty
& Feamster (2018). In many smart city and smart home applications, multiple
clients consume a shared resource with limited capacity, e.g., electricity, water, and
drainage systems. In such circumstances, it is important to perform capacity plan-
ning carefully so that the shared resource is utilized effectively and its capacity
is not exceeded. While capacity planning is typically performed by taking into
account clients’ consumption statistics, clients’ consumption records are privacy-
sensitive. For example, an adversary who knows the energy consumption records of
a household can infer which home appliances are running Eibl & Engel (2014), pre-
dict whether a household is occupied or the residents are on holiday Eibl, Burkhart
& Engel (2019); Kleiminger, Beckel & Santini (2015), and determine household
characteristics and socio-economic status Anderson, Lin, Newing, Bahaj & James
(2017); Beckel, Sadamori & Santini (2013); Czétany, Vamos, Horvath, Szalay, Mota-
Babiloni, Deme-Bélafi & Csoknyai (2021). Thus, there is a compelling need to pro-

tect the privacy of clients’ consumption records.

Due to the growing popularity of LDP, there is increasing interest in its deployment
in industrial applications and smart homes Gai, Xue, Zhu, Yang, Liu & He (2022);
Ou, Qin, Liao, Li & Zhang (2020). However, as mentioned before, the main premise
of LDP is that the underlying data are perturbed or randomized to protect privacy.
Therefore, when LDP is applied to consumption records, it causes consumption
statistics to become noisy. When noisy statistics are used for capacity planning,
they can lead to false positives (false claims of capacity exceedance) or false negatives

(actual capacity exceedances are neglected). Considering these risks, the adoption

of LDP can be hindered.

In this dissertation, we propose two software platforms: Optimus and CAPRI. The

general one, Optimus is an optimization-based approach for £ budget selection in



LDP under utility constraints. The second, CAPRI, is a specific version of Optimus
that is used for € budget selection in LDP for capacity planning purposes. Consider
a data collector who wishes to collect users’ emoji usage or webpage visit statistics
using LDP. The data collector would like to maximize clients’ privacy by selecting a
small e, but has a maximum tolerable utility loss amount w for downstream tasks.
Optimus formulates the utility loss amount as a constraint and enables the selection
of an optimized e value under this constraint. More specifically, given a utility
constraint in the form “ULo0ss should be < w with probability > 7", the goal of
Optimus is to find the smallest € that should be used so that clients’ privacy is
maximized while simultaneously the utility constraint is met. We formalize this as
an optimization problem and develop five solution methods. Our solution methods
rely on an intuitive and effective strategy: perform numerous offline LDP simulations
with the given domain, protocol and & within Optimus (no real client involvement),
and determine whether the constraint is satisfied. If the current e satisfies the
constraint, then smaller £ values will be searched to find the smallest € that satisfies
the constraint. If not, then larger £ values will be searched to find an ¢ that satisfies

the constraint.

On the other hand, it is computationally infeasible to search through all possible ¢
values. Therefore, Optimus utilizes customized search and optimization methods:
Binary Search (BS), Relaxed Binary Search (RBS), Dynamic Binary Search (DBS),
Multi-Pass (MPass), and Bayesian Optimization (Bayes). BS relies on the well-
known binary search algorithm but occasionally suffers from eliminating the wrong
half of the search space when the optimal ¢ is too similar to the current €, due to
randomness in LDP simulations. RBS addresses this issue by eliminating a smaller
portion of the search space instead of half. DBS addresses the issue by performing
fewer LDP simulations when the optimal ¢ and current ¢ are distant, but more
simulations when they are similar. A higher number of simulations increases the
correctness of search space elimination. MPass initially starts with a large search
space and large step size, searches through the space in large steps, and identifies
the region to further focus on. Each consecutive pass reduces the search space and
step size by “zooming in" to the search space identified in the previous pass. Finally,
Bayes uses Bayesian optimization Snoek, Larochelle & Adams (2012); Wang, Jin,
Schmitt & Olhofer (2023) executed with a custom-designed objective function for €
budget selection. Our use of five different solution methods with diverse optimization
algorithms enables the verification of whether the £ budgets selected by different
methods are consistent (i.e., in agreement) with one another. Considering that
LDP simulations are randomized and the optimization algorithms are heuristic, it

is valuable to not rely on one algorithm alone, but verify the consistency of the



selected € using multiple methods.

We propose another novel software system called CAPRI for informed capacity
planning under LDP. In CAPRI, the planner specifies a set of conditions (e.g.,
number of clients, possible consumption values, LDP protocol) and a constraint
(e.g., false positive probability should be below a threshold). CAPRI is then able
to select the e privacy budget that should be used in LDP so that the desired
constraints will be satisfied under the given conditions. Here, ¢ is the key “privacy
budget" parameter of LDP, which controls the privacy-utility tradeoff. Lower ¢
causes stronger privacy but higher estimation error (increased likelihood of false
positives and false negatives). Higher ¢ causes weaker privacy but lower error.

Therefore, it is desirable to select the lowest € which satisfies the desired constraint.

CAPRI formulates the € budget selection problem as an optimization problem. A
novel solution is developed for solving this optimization problem, which iteratively
searches for the optimized budget by narrowing the search space in each iteration.
Numerous internal LDP simulations are performed in each iteration to find whether
the desired constraint is satisfied. If the constraint is satisfied, then lower € budgets

will be searched; otherwise, higher ¢ will be searched.

In addition to the solution proposed in CAPRI, we also derive a theoretical up-
per bound using Chebyshev’s inequality. Upon numerically comparing CAPRI’s
solution with the upper bound, we observe that the bound is usually not tight,
e.g., false negative probabilities are substantially overestimated especially in low e
regimes. Thus, using CAPRI’s solution rather than theoretical bounds, the planner
can achieve a more precise selection of the € budget, which improves false positive

(or false negative) probability estimations and clients’ privacy.

We experimentally evaluate the five solution methods in Optimus using five popular
LDP protocols (GRR, RAPPOR, OUE, BLH, OLH), two datasets, and varying util-
ity constraints. We find that the methods are generally consistent, i.e., in agreement
with one another, since the differences between their selected € budgets are small.
BS can be relatively inconsistent due to the LDP randomness problem explained
above. In terms of execution time, we find that MPass and Bayes take substantially
longer compared to other methods, whereas DBS is the fastest. RBS generally gives
a good tradeoff between efficiency and consistency. It has slightly higher execution
times compared to BS and DBS, but not as high as MPass or Bayes. In addition,

its € budget selections are generally consistent with the other methods.

In addition, we experimentally show the effectiveness of CAPRI using a real-world

water consumption dataset and synthetic datasets using various thresholds, capac-



ities, LDP protocols, and parameters. Under more stringent conditions, such as
low FP thresholds or capacities close to true consumption, we observe that CAPRI
selects a higher € budget to reduce error. Under more relaxed conditions, lower ¢ is
selected since the constraints are easier to meet, and therefore clients’ privacy can
be improved by lowering . These validate our expectations and CAPRI’s behav-
ior. Furthermore, the impacts of different LDP protocols (such as GRR, RAPPOR,
OUE) and different numbers of simulations in CAPRI are experimentally demon-
strated. Results show that higher number of simulations cause more reliable and

stable convergence for CAPRI’s optimization.



2. RELATED WORK

In this section, we present and discuss works related to Optimus under three cat-
egories: (i) works offering intuitive explanations of DP/LDP and the role of ¢, (ii)
works measuring the privacy implications of ¢ in LDP, and (iii) works assisting in
e selection in DP and LDP. In addition, we discuss works related to CAPRI in an-
other four categories: (iv) DP and LDP in smart home and smart city applications,
(v) High-dimensional crowdsourced data publication under LDP, (vi) Data stream

collection under LDP, and (vii) Communicating DP/LDP and the impact of ¢.

2.1 Explaining DP/LDP and The Role of ¢ to End Users

Several recent studies have explored the problem of explaining centralized differen-
tial privacy (DP), local DP (LDP), and the impact of € to end users. Cummings
et al. Cummings et al. (2021) investigated users’ expectations from DP and their
willingness to share data using DP systems. They proposed a framework to take
into account the interplay between DP explanations and a user’s privacy concerns.
Xiong et al. Xiong, Wang, Li & Jha (2020) performed four online human subject
experiments investigating the effects of using different approaches to communicate
DP techniques to end users in a health app setting. They found that when users
are shown descriptions that explain the implications instead of the definitions of
DP/LDP, users had higher comprehension and willingness to share information with
LDP. In Xiong et al. (2022), Xiong et al. developed illustrations for communicating
the impact of € in DP, LDP, and Shuffle DP using location data and heatmaps.
Bullek et al. Bullek, Garboski, Mir & Peck (2017) measured users’ comfort, under-
standing, and trust in a randomized response-based privacy protection mechanism.
They found that allowing users to see the perturbation amount increased users’ trust

in the mechanism. Karegar et al. Karegar et al. (2022) studied the use of metaphors

6



to explain the privacy protection of DP and LDP. Franzen et al. Franzen, Nufiez von
Voigt, Sorries, Tschorsch & Miiller-Birn (2022) proposed the adoption of risk com-
munication formats from the medical domain to communicate privacy guarantees
to end users. Nanayakkara et al. Nanayakkara et al. (2023) developed and evalu-
ated three methods that convey the probabilistic guarantees of DP and ¢ via risk

communication and usability.

While these works are beneficial in explaining DP, LDP, and the impacts of € to end
users, they differ from our work in three fundamental ways. First, they are mostly
focused on explaining the privacy impacts of DP/LDP and e, rather than wutility.
Second, several of them aim to understand and influence the users’ trust in the
privacy protection mechanism or change users’ data sharing decisions. In contrast,
we do not consider the scenario where users may opt out of data sharing. Third,
these works do not have the goal of optimizing the selection of the £ budget using a

utility constraint, which is the focus of our work.

2.2 Measuring the Privacy Implications of ¢

There are several works in LDP which propose technical methods for measuring the
privacy implications of e. Murakami et al. Murakami & Takahashi (2020) evaluated
re-identification risks in LDP using obfuscated data collected from users. Gadotti
et al. Gadotti, Houssiau, Annamalai & de Montjoye (2022) proposed pool inference
attacks in which the adversary defines pools of interest and then aims to deter-
mine the user’s pool. The proposed attack is evaluated on the Count Mean Sketch
(CMS) mechanism. Gursoy et al. Gursoy et al. (2022) studied LDP protocols from
the perspective of a Bayesian adversary, and measured the adversary’s inference
ability under varying protocols and e. Arcolezi et al. Arcolezi, Gambs, Couchot
& Palamidessi (2023) studied the risks of multi-dimensional data collection under
LDP. Finally, Gursoy et al. Gursoy (2024) studied longitudinal attacks against LDP
protocols, i.e., attacks stemming from multiple subsequent data collections. While
these works offer mathematical and experimental evaluations of LDP protocols and
e budgets, they all focus on the privacy aspect, whereas Optimus focuses on the

utility aspect.



2.3 Assisting in ¢ Selection

Under centralized DP, Lee and Clifton Lee & Clifton (2011) recommended to deter-
mine the value of € by linking it with the risk of identifying an individual. Hsu et
al. Hsu et al. (2014) proposed an economical method for choosing e by formulating a
benefit (e.g., monetary compensation) versus risk (e.g., sensitive information leakage
or exposure) approach. Chen et al. Chen et al. (2017) proposed a data-driven frame-
work for determining ¢ by jointly considering risk of disclosure and utility. John et
al. John et al. (2021) developed an interactive tool called Differential Privacy Pol-
icy (DPP) for visualizing the impacts of ¢ and helping a data owner decide how
much noise is sufficient before statistical data is shared. Kazan and Reiter Kazan
& Reiter (2023) proposed a framework for selecting e based on its relationship with
the Bayesian posterior probability of disclosure. All of these works are under the

centralized form of DP, therefore they are not suitable for LDP.

Most relevant to our work are LDPLens Gursoy et al. (2022) and CAPRI Seyed-
kazemi, Gursoy & Saygin (2024) which are designed for LDP. LDPLens can assist
in protocol and budget selection in LDP by considering the privacy-utility tradeoff.
However, LDPLens focuses on the adversarial aspect rather than the utility aspect,
and it requires manual human effort to visualize the privacy-utility tradeoff and
analyze the results. On the other hand, CAPRI is focused on capacity planning
in industrial environments, with metrics and algorithms tailored to this specific
purpose. Hence, neither LDPLens nor CAPRI provides a general solution to the
problem considered in this paper, which is to enable automated and optimized e

selection under utility constraints.

In this section, we summarize related works under four categories and describe the

main differences between our paper and those works that fall under each category.

2.4 DP and LDP in smart home and smart city applications.

Over the last decade, differential privacy (DP) has become a popular standard for
privacy protection. While DP has seen adoption in the [oT and smart grid domains,

most of this adoption has used the centralized form of DP Marks, Montano, Chong,



Raavi, Islam, Cerny & Shin (2021). In Razavi, Arefi, Smith, Ledwich, Nourbakhsh
& Minakshi (2022), a DP framework was constructed for energy forecasting using
Bayesian neural networks. In Gough, Santos, AlSkaif, Javadi, Castro & Catalao
(2021), the impact of DP on smart meter data was examined from the perspectives
of electricity bills and power system providers. More recently, local differential
privacy (LDP) has emerged and received significant attention from the industry and
academia Cormode et al. (2018); Ding et al. (2017); Erlingsson et al. (2014); Wang
et al. (2017); Wang, Zhao, Hu, Yang, Ren & Lam (2021). Several LDP protocols
were developed and analyzed under varying conditions Cormode, Maddock & Maple
(2021); Gursoy et al. (2022). In this paper, we use the more recent LDP notion rather
than DP.

Regarding the use of LDP in smart home and smart city applications, a singular
spectrum analysis-based LDP method has been proposed in Ou et al. (2020) to
prevent inference of household appliances. In Gai et al. (2022), a data aggregation
scheme with LDP was developed based on randomized response. In Islam, Badsha,
Sengupta, Khalil & Atiquzzaman (2022), utility-optimized LDP (a variant of LDP)
was used in designing a collaborative network intrusion detection system for elec-
tric vehicle charging stations. However, these works have not studied the capacity

planning and budget selection problems that are the main focus of this paper.

2.5 High-dimensional crowdsourced data publication under LDP.

Several recent works have studied the problem of high-dimensional crowdsourced
data publication (data release) under LDP. Ren et al. Ren, Yu, Yu, Yang, Yang, Mc-
Cann & Philip (2018) proposed LoPub for publishing high-dimensional data under
LDP, which utilizes Expectation-Maximization and Lasso regression for improving
the utility of multi-dimensional joint distribution estimation. Copula functions were
used in Wang, Yang, Ren, Yu & Yang (2019) and a junction tree-based approach
was used in Liu, Tang, Hu, Jin, Guo, Stoyanovich, Teubner, Mamoulis, Pitoura &
Miihlig (2023) for improving utility in high-dimensional data publication. A related
problem concerning high-dimensional data is the release of marginals or marginal
distributions under LDP, which was studied in Zhang, Wang, Li, He & Chen (2018)
and Cormode, Kulkarni & Srivastava (2018). The problem of mean estimation from
multi-dimensional data was studied in Wang, Xiao, Yang, Zhao, Hui, Shin, Shin &
Yu (2019) and frequency estimation was studied in Arcolezi, Couchot, Al Bouna &

9



Xiao (2021) and da Costa Filho & Machado (2023). In Duan, Ye & Hu (2022) and
Duan, Ye, Hu & Sun (2024), enhancements of LDP mechanisms were proposed for

improving utility in high-dimensional space.

There are several ways in which our work differs from these works. First, we treat
clients’ consumption values as singular values rather than high-dimensional records
with multiple attributes. Second, we do not study the problem of data or marginal
publication. Thus, we do not face the challenges of high-dimensionality or multi-
dimensional data publication. In addition, existing works do not study capacity

planning or € budget selection, which are the focus of our paper.

2.6 Data stream collection under LDP.

LDP can also be used in scenarios where clients’ data is not static but streaming.
Wang et al. Wang, Chen, Zhang, Su, Cheng, Li, Li & Jha (Wang et al.) studied the
continuous release of data streams under centralized and local DP. In Bao, Yang,
Xiao & Ding (2021), the Correlated Gaussian Mechanism (CGM) was proposed for
injecting temporally correlated noise into streaming data collection to achieve LDP.
In Ren, Shi, Yu, Yang, Zhao & Xu (2022), w-event LDP was proposed for infinite
data streams, which aims to guarantee LDP for w consecutive timestamps. In Gao &
Zhou (2023), w-event LDP was combined with sampling and post-processing using
Kalman filters to enhance utility. Fuzzy counting from data streams under LDP was
studied in Vatsalan, Bhaskar & Kaafar (2022), and collecting correlation-constrained
sensor streams was studied in Fu, Ye, Du & Hu (2023). Finally, Li et al. Li, Liu,
Lou, Hong, Zhang, Qin & Ren (2024) studied the problem of top-k frequent item
estimation from data streams under LDP and bounded memory. While the capacity
planning and £ budget selection problems in CAPRI are different from these works,
they can be used to extend CAPRI to streaming scenarios. In its current version,
CAPRI takes into account the current consumption of a client rather than modeling
the client’s consumption as a data stream. In the future, client consumptions can
be modeled as data streams, and methods such as w-event LDP can be adapted for

continuous budget selection and capacity planning.

2.7 Communicating DP/LDP and the impact of ¢.
10



Few recent works studied the problem of communicating DP/LDP notions and the
impact of ¢ budget to end users. In Xiong et al. (2020), four online human subject
experiments were performed to investigate the effects of different approaches to
communicate DP techniques. Results showed that end users prefer LDP to DP
when sharing their sensitive information, understanding that LDP offers stronger
privacy than DP. In Xiong et al. (2022), explanatory illustrations were used to help
end users understand how noise protects their sensitive information in DP, LDP, and
Shuffier DP models. In Cummings et al. (2021), users’ expectations from DP were
investigated. In Nanayakkara et al. (2023), a survey was conducted to quantitatively
evaluate different approaches to conveying DP guarantees to end users. While all of
these works are useful towards explaining the privacy guarantees of DP/LDP and
the impacts of £ to end users, they do not provide a quantitative, utility-driven

method for selecting the € budget as done in this paper.
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3. BACKGROUND & PROBLEM FORMULATION

3.1 Local Differential Privacy

Local differential privacy (LDP) is a widely used notion for privacy-preserving data
collection. In a typical LDP setting, there are several clients (users) and a data
collector (server). Let P = {uj,us,us,...} denote the client population with clients
u1, uz, and so forth. Client u;’s true value is denoted by v;. The domain of possible
values is denoted by V, such that for all v;, it holds that: v; € V. In LDP, each
client locally encodes and perturbs their v; using a randomized algorithm ¥ and
then sends the perturbed output to the data collector. To ensure LDP, ¥ must
satisfy the following definition.

[e-LDP] A randomized algorithm W satisfies e-local differential privacy (e-LDP),

where ¢ > 0, if and only if for any two inputs vy, v in the domain V:

Pr[¥(vy) = y]

Pr[\IJ (Uz)

Yy € Range(V) : ”

<ef

where Range(¥) denotes the set of all possible outputs of V.

Here, ¢ is a key parameter of LDP called the privacy budget, controlling the tradeoff
between privacy and utility. A lower € provides stronger privacy but also reduces

utility.

The data collector collects perturbed outputs from the clients in P and then proceeds
to perform estimation in order to recover aggregate statistics. For value v € V, let
f» denote the true observation count of v in the population, and let f, denote
the estimated count. Several LDP protocols were developed in the literature with
different motivations such as reducing the client-side computation cost, client-server

network bandwidth usage, or minimizing the estimation error, i.e., the difference
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between f, and f, under varying conditions.

3.2 LDP Protocols

While our budget selection problem formulation and solutions are generic (not tied
to a specific LDP protocol), we use five popular LDP protocols from the literature
to demonstrate their practicality: GRR, RAPPOR, OUE, BLH, and OLH. Below,

we briefly describe each of these protocols.

Generalized Randomized Response (GRR). The randomized response princi-
ple was first introduced by Warner in Warner (1965). GRR extends this principle
and applies it to LDP in a way that supports arbitrary V' and . For client u; with
true value v;, the perturbation algorithm Wgrr modifies v; and produces y; € V

with the following probabilities:

pz% if y; = v
PriVarr(vi) =yi] = ‘ +|1 -t
9= & vi-1 if y; # v;

The client u; sends the resulting y; to the server. This satisfies e-LDP since 1/q = €°.

The server receives perturbed responses from all clients. To perform estimation for
a value v € V, the server first counts fv which is defined as the total number of

clients u; in P who reported y; = v. Then, the server estimates fp as:

_ £ Pl
fv:fv | ‘ q
pP—q

Randomized Aggregatable Privacy-Preserving Ordinal Response (RAP-
POR) is a system originally developed by Google and implemented in Chrome
Erlingsson et al. (2014). The original version of RAPPOR utilizes Bloom filters to
encode strings and other types of high-dimensional data into bitvectors. In this pa-
per, we utilize a variant of RAPPOR with unary encoding, which is commonly used
in the literature Arcolezi, Couchot, Al Bouna & Xiao (2022); Gursoy et al. (2022);
Gursoy, Tamersoy, Truex, Wei & Liu (2019); Qin, Yang, Yu, Khalil, Xiao & Ren
(2016); Wang et al. (2017). Client u; with true value v; initializes a bitvector B;
with length equal to |V/| full of Os, and sets B;[v;] = 1. The perturbation algorithm
Urap takes B; as input and produces a perturbed bitvector B.. To generate B,

13



WURrAp processes each bit in B; individually, either preserving or flipping it with the

following probabilities:

65/2

. /211 if Zg'Lj] = 1
Vieovi-y: PriBili]=1]=4
g EBilj]=0

The client u; sends the resulting B} to the server.

The server receives perturbed bitvectors from all clients. To perform estimation
for v € V| the server first finds Sup(v), which is defined as the number of received

bitvectors satisfying: Bj[v] = 1. Then, the server estimates fo as:

7 _ Suplv) +|Pl(a=1)
v 20— 1

where « is the bit keeping probability: a = 666/%:

Optimized Unary Encoding (OUE) was proposed in Wang et al. (2017). Tt
employs the same bitvector encoding process as RAPPOR with unary encoding
explained above. However, the bit preservation and bit flipping probabilities in
OUE are different so that estimation accuracy can be increased. Client u; initializes
bitvector B; such that B;[v;] =1 and all remaining positions are 0s. The perturbation

algorithm Woug takes B; as input and produces a perturbed bitvector B; where:

: if B;[j]=1

= i Bj]=0

Vieo,vi-1: Pr[Bili]=1] =

The client u; sends the resulting B} to the server.

The server receives perturbed bitvectors from all clients. To perform estimation for
v € V, the server again finds Sup(v), which is defined as the number of received

bitvectors satisfying: B/[v] = 1. Then, the server estimates f, as:

P 2- ((e€+ 1)- Sup(v) — |P|)

(o=
e —1

Binary Local Hashing (BLH) is a hash-based adaptation of the succinct his-
tograms idea from Bassily & Smith (2015) used in several works Arcolezi & Gambs
(2024); Gursoy et al. (2022); Wang et al. (2017). Let H be a universal hash func-
tion family where each hash function H € H maps a value from V to a single bit,
ie, H:V — {0,1}. Each client u; randomly draws a hash function from H, i.e.,
H; <—g H. Then, the client computes bit b; as: b; < H;(v;). The result of the
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encoding is (H;,b;). Then, the perturbation algorithm Wppy perturbs b; to b:

S ifhi=1
Prp, =1] =< ! '
= ifbi=0

The client u; sends (H;,b;) to the server.

The server receives tuples of the form (H;,b;) from all clients u; € P. To perform
estimation for some value v € V| the server computes Sup(v) as the total number
of clients whose reported tuples satisfy the constraint: b, = H;(v). Then, the server

estimates f, as:

(e +1)- (2 Sup(v) —|P|)
ef—1

fv:

Optimized Local Hashing (OLH) was proposed in Wang et al. (2017). It differs
from BLH by extending the output space of the hash functions in family H to non-
binary. In OLH, it is assumed that hash functions in H output integers between
[0,k — 1], where k > 2 is a parameter of the protocol. Using larger k is beneficial
when € and V' are large since it addresses BLH’s utility loss when binary encoding
is suboptimal, e.g., due to hash collisions. The recommended value of k was derived
as k =e“+1 in Wang et al. (2017,1); we use this k value by default.

Let H be a universal hash function family where each H € H maps a value from V
to an integer in the range [0,k —1], i.e., H : V — [0,k — 1]. Each client u; randomly
draws a hash function from H, i.e., H; <—¢ H. Then, the client computes integer x;
as: x; < H;(v;). The result of the encoding is (H;,x;). The perturbation algorithm
Uorn perturbs z; to z}:

eE
I R
Viepo-1: Prlzj=7]=1° +1 ' ,
i fwi A

ifx; =7

The client u; sends (H;,x}) to the server.

The server receives tuples of the form (H;,z}) from all clients u; € P. To perform
estimation for some value v € V', the server computes Sup(v) as the total number
of clients whose reported tuples satisfy the constraint: z; = H;(v). Then, the server

estimates f, as:

(ef+k—1)-(k-Sup(v)—|PJ)

Jo= (ee—1)-(k—1)
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3.3 Utility Metrics and Constraints

The estimators used in LDP protocols are typically unbiased, i.e., in expectation:
[f,] = f». However, since the protocols are randomized, we generally obtain f, # f,
in actual LDP executions. The difference between f, and f, causes utility loss.
The data collector would like to reduce utility loss so that downstream tasks can be

performed accurately.

In this paper, we consider the case where the data collector has a wtility constraint,
i.e., the utility loss should be no larger than a threshold w. This constraint can be
imposed by the accuracy requirements or the tolerable error amount in the down-
stream task. In order to mathematically and experimentally quantify the amount
of utility loss, well-defined utility metrics must be used. While our problem formu-
lation and solution are general (i.e., different metrics and constraints can be used),
below we exemplify some potential utility metrics that are used in our experiments
and in other LDP works.

{1 and /5 error. The average difference between f, and f, can be measured across

v €V using {1 or {5 norms:

(5 15-7)
v

where § = 1 or 2 depending on the norm used.

Kendall-tau coefficient. Preservation of relative item popularities (i.e., for two
items vy, v2 € V, is fy, higher or lower than f,,) is an important aspect for correct
discovery of frequent items and heavy hitters. The Kendall-tau coefficient can be
used to measure how well relative item popularities are preserved. Two items vy,

vy € V are said to be concordant if one of the following is true:

fvl > fvg and ]Fvl > fvg
f’Ul S f’UQ and fvl S ]?1)2

In other words, they are concordant if their relative popularities agree with and
without LDP. If neither is true, i.e., their relative popularities disagree, then v; and

vy are said to be discordant. Given the number of concordant and discordant pairs
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in V x V', the Kendall-tau coefficient 7 is calculated as:

(# of concordant pairs) - (# of discordant pairs)

(# of concordant pairs) + (# of discordant pairs)

This metric takes values between -1 and +1, where -1 implies complete disagreement,

+1 implies complete agreement, and 0 implies lack of correlation.

3.4 Problem Formulation

Consider that the data collector has a utility constraint: with probability 7, the
utility loss (e.g., measured using one of the metrics from Section 3.3) should be no
larger than a threshold w. The problem of budget selection under utility constraints
can be formulated as follows: Given the utility constraint, what value of € should
be used so that clients’ privacy will be maximized while the given utility constraint

is met? This problem is challenging due to multiple reasons:

e Since LDP is randomized, it is not possible to guarantee the satisfaction of a
utility constraint with perfect certainty. Hence, we must incorporate a confi-
dence threshold 7 to indicate that the constraint will be satisfied with proba-
bility > 7. The value of 7 can be large (such as 7 = 0.9 or 0.95) to confidently

claim that the utility constraint will be met in practice.

o If the € budget is small, then the utility loss will be high and the utility
constraint is less likely to be satisfied. If the ¢ budget is large, then the
utility loss will be low and the utility constraint is more likely to be satisfied.
However, large ¢ is detrimental to clients’ privacy. Therefore, it is desirable to
select the € budget that satisfies the utility constraint but remains as small as

possible.

o The selection of the ¢ budget depends on the LDP protocol. Since all protocols
have different client-side perturbation and server-side estimation procedures,
their utility losses are also different (e.g., different protocols have different
variances Wang et al. (2017)). Hence, the LDP protocol in use must be taken

into account when selecting ¢.

With the above considerations in mind, we formulate the budget selection problem as

an optimization problem. Let PROT denote the LDP protocol being used, including
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Input
Parameters

| LDP Simulation

Figure 3.1 Problem setting and architecture

but not limited to GRR, RAPPOR, OUE, BLH, and OLH. Let ULOSS denote the
utility loss metric including but not limited to those given in Section 3.3. Let w
denote the utility threshold and 7 denote the probability threshold. We aim to find:

minimize €
subject to ULoss < w with probability > 7

given Prot, V

In other words, we aim to find the smallest £ (to maximize clients’ privacy) that
satisfies the utility constraint (i.e., ULOSS < w with probability > 7). The protocol
PROT and the domain V' are also taken into consideration since different protocols
can give more accurate or less accurate results depending on V'; hence, the selected

€ must be protocol-dependent.

3.5 Capacity Planing Problem Setting and Notation

Consider a setting in which there are N clients (households), collectively denoted by
population P = {uj,us,...,un}. Each client seeks to consume a shared resource with
limited total capacity. In the real world, this could correspond to water consumption,
power consumption, usage of sewer systems, etc. Let cap denote the total capacity

of the shared resource and let v; denote the consumption amount of client u;. The
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True Total Consumption (TTC) amount for the whole population is: T77C =YY | v;.
From a capacity planning perspective, if TTC < cap, then all clients can be served
successfully. However, if TT'C' > cap, then service capacity is exceeded and problems
such as power outages may occur. Therefore, it is important to forecast capacity

exceedances accurately.

We exemplify this setting with the help of Figure 3.1. There exist N = 4 clients who
consume power and request to charge their batteries. For the 4 clients presented in
the figure, v1 = 10, v = 0, v3 = 15, and vy = 10. Therefore, TTC = 35. Since
the capacity of the system is given as cap = 32 in Figure 3.1, TTC > cap holds,

therefore all clients should not be served simultaneously.

When all clients’ consumption amounts v; can be collected in plaintext, computing
TTC and checking whether it exceeds cap is straightforward as exemplified above.
On the other hand, several studies have shown that observing fine-grained consump-
tion amounts can cause adversarial inferences Anderson et al. (2017); Beckel et al.
(2013); Czétany et al. (2021); Eibl et al. (2019); Eibl & Engel (2014); Kleiminger
et al. (2015); Radovanovic, Unterweger, Eibl, Engel & Reichl (2022). To prevent
inferences, there is growing interest in applying privacy-preserving techniques to
consumption values. In this paper, we study the application of local differential
privacy (LDP). For example, in Figure 3.1, each client uses a bitvector-based LDP
protocol to encode and perturb their v;. Then, the server needs to perform capacity

planning using the perturbed bitvectors received from clients.

3.6 Capacity Planning Problem Statement

Since data is collected using LDP, the server observes the Estimated Total Con-
sumption (ETC) amount rather than TTC based on LDP protocol outputs. ETC

is computed as:

ETC =Y v-X(v)
veV

ETC is typically different from TTC because of estimation error. This difference
may cause incorrect capacity exceedance flags to be raised (i.e., ETC exceeds cap
but TTC is lower than cap) or actual capacity exceedances to be neglected (i.e.,

ETC is lower than cap but TTC exceeds cap). The four possible circumstances are
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Estimated
ETC > Cap | ETC < Cap

TTC>Cap | TP FN
Tic<cap| FP TN

Actual

Figure 3.2 Illustration of TP, TN, FP, FN in our context

defined as:
o True Positive (TP): TTC > cap and ETC > cap
« False Positive (FP): TTC < cap and ETC > cap
« True Negative (TN): TTC < cap and ETC < cap
 False Negative (FN): TTC > cap and ETC < cap
These four circumstances are also illustrated in Figure 3.2.

For the capacity planner, it is important to determine the value of € so that FP and
FN probabilities are low, whereas TP and TN probabilities are high. Notice that
under a fixed cap, increasing ¢ is expected to decrease estimation error, thereby
reducing the FP and FN probabilities. Yet, increasing ¢ also has the negative
impact of reducing clients’ privacy. Therefore, the problem of budget selection is
to find a minimal € value such that clients’ privacy is maximized while FP and FN
probabilities are kept below an acceptable threshold (resp. TP and TN probabilities
are kept above a threshold).

3.7 Capacity Planning Problem Optimization-Based Formulation

In the context of CAPRI, V' denotes the domain of possible consumption values,
X (v) denotes the number of clients whose consumption is equal to v, and cap denotes
the total system capacity. We denote by PROT the LDP protocol being used — it can
be one of GRR, RAPPOR, OUE (see Section 3.2 for their descriptions) but CAPRI
is not necessarily limited to these three protocols, i.e., other LDP protocols can also

be used in the future. Then, given a maximum acceptable FN threshold denoted by
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7, CAPRI formulates the following optimization problem for budget selection:

minimize €
subject to Pr[FN} <T

given V, {X(v) | veV}, cap, PROT

This optimization aims to find the minimum e budget (strongest privacy level)
which satisfies the constraint that the FN probability should be below the acceptable
threshold 7. Note that while the above optimization places the constraint on FNs,
it is possible to modify this optimization problem so that the constraint is placed
in terms of TPs, FPs or TNs. For example, if a FP threshold 7’ is desired, then
line 4.2.3 should be written as: Pr [FP} < 7/. Instead, if a TP or TN threshold 7* is
desired, then line 4.2.3 should be written as: Pr [TP} > 7% or Pr [TN} > 7*. Indeed,
CAPRI’s solution approach works for all four types of constraints (TP, TN, FP,
FN).
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4. SOLUTION METHODS

4.1 OPTIMUS Methodology

Having formulated the budget selection problem as an optimization problem in Sec-
tion 3.4, we now present the five solution methods in Optimus, which are named
according to their underlying principles: Binary Search (BS), Relaxed Binary Search
(RBS), Dynamic Binary Search (DBS), Multi-Pass Search (MPass), and Bayesian
Optimization (Bayes).

4.1.1 Binary Search (BS)

The first method is inspired by the well-known Binary Search (BS) algorithm. It
is a simulation-based approach with the following intuition. Say that e, is the
current budget value. Optimus simulates LDP data collection many times with €.,
using synthetic client populations. We emphasize that these data collections are
simulations with synthetic clients; therefore, there is no privacy loss for actual clients
in P. The amount of utility loss is measured in each collection. If utility loss is < w
with probability > 7, then e, satisfies the given utility constraint. If ., satisfies
the utility constraint, considering that the goal of our optimization problem is to find
the smallest € that satisfies the constraint, Optimus checks whether budgets smaller
than ey, can satisfy the constraint. On the other hand, if €., does not satisfy the
utility constraint, then budget values that are larger than ., are explored in the

next iterations.

In BS, this iterative search process is guided by an algorithm inspired by binary
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Algorithm 1: Binary Search (BS) Based Solution
Input :V, PrROT, w, w
Parameters: c,,in, €maz, N, ©
Output : Selected budget £*

1 while €00 — €min > ¢ do

2 Ecur < (5min + 5max>/2

3 satis fied <0

4 sum_ uloss <0

5 fori=1to N do

6 Simulate LDP data collection using PROT, V' and &,y to obtain

estimations f, for ve V
7 uloss < Compute utility loss using f,,
8 sum_uloss < sum_uloss +uloss
if uloss < w then

10 ‘ satis fied < satis fied+ 1
11 pr__satis fied < satis fied /N
12 avg_uloss < sum_ uloss /N
13 if avg_uloss <w and pr_satisfied > m then
14 ‘ Emazx < Ecur
15 else

16 ‘ Emin < Ecur

17 return £,

search. That is, given a range of budget values to select from (i.e., €pin and €paz
denoting the boundaries of the initial search space), the BS algorithm initially de-
termines ecyr = (Emin +Emax) /2. If €cur satisfies the utility constraint, the right half
of the current search space (i.e., values between e,y and €p,4,) are eliminated so
that the search continues towards smaller budgets. However, if €., does not satisfy
the constraint, then the left half of the current search space (i.e., values between
Emin and gy ) are eliminated so that the search continues towards larger budgets
and a budget that satisfies the constraint can be found. This way, in each iteration
of the algorithm, half of the current search space is eliminated and the middle value
in the remaining search space is used as the next .. The BS algorithm proceeds
in this manner until the search space becomes too small (smaller than ¢, where ¢

is a parameter).

In Algorithm 1, we provide an algorithmic overview of our BS method. The al-
gorithm takes V', PROT, w, and 7 as inputs, which are the same as the inputs to
our optimization problem. In addition, the algorithm has four parameters: &,,in,
Emaz, N and ¢. Among them, €,,;, and &4, denote the minimum and maximum
values allowed for the € budget, corresponding to the boundaries of the initial search

space. In order to ensure the search space is large enough so that a suitable € can
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be found, £, can be set arbitrarily small and &,,4, can be set arbitrarily large.
N is a parameter controlling how many LDP simulations will take place in each
iteration of the algorithm (i.e., each different value of e.,,). Higher A is beneficial
to reduce the randomness caused by LDP, but it also increases the execution time
of Algorithm 1. Finally, the ¢ parameter is used as the termination condition, i.e.,
it ensures that the algorithm will terminate when the search space becomes smaller
than . Given the inputs and parameters, the output of Algorithm 1 is the selected

budget value £*.

The main while loop of Algorithm 1 iterates as long as the difference between &,q
and €,,;, is larger than . In each iteration, the current budget value €., is deter-
mined as the average of &, and &4, (line 2). Between lines 5-10, Algorithm 1
simulates LDP data collection using the protocol PROT, domain V', and e.,,-. This
simulation is done by: (i) generating a synthetic client population, (ii) having all
clients in this synthetic population perturb and report their data to the server using
the client-side perturbation procedures of PROT, and finally, (iii) the server per-
forms estimation using the estimation procedures of PROT. As described in Section
3.2, the results of this estimation is f, for the items in V. The amount of utility loss
for this particular simulation is computed on line 7 using f, and the desired utility
metric. Considering that N simulations are performed with ey, the total utility
loss across all simulations is tracked using the sum_ uloss variable in Algorithm 1.
The algorithm also keeps track of how many times the constraint was satisfied, using
the satis fied variable which is updated on lines 9-10. After N simulations with &gy,
are complete, the average utility loss and the probability of satisfying the utility con-
straint across N simulations are computed (lines 11-12). If the average utility loss is
< w and the probability of satisfaction is > 7, then smaller £ should be searched by
Algorithm 1 in the next iterations, which is ensured by setting €42 < €cur. Other-
wise, larger ¢ values are searched in the next iterations, which is ensured by setting
Emin < Ecur- The algorithm continues in the next iteration using the updated e,

Or Emaz-

4.1.2 Relaxed Binary Search (RBS)

The second solution method in Optimus is Relaxed Binary Search (RBS), which
is similar to BS but incorporates the following intuition. We observed that in BS,
when the optimal (best choice) ¢ is slightly different than the current e¢,,, due to

the randomness in LDP, it is possible that the BS algorithm eliminates the wrong
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Algorithm 2: RBS Solution

Input :V, PrROT, w, m
Parameters: c,in, €maz, N, ©, g
Output : Selected budget *

1 while €00 — €min > ¢ do

2 step < (Emaz — Emin) /9

3 Same as lines 2-12 of Algorithm 1

4 if avg uloss <w and pr__satisfied > m then
5 ‘ Emaz < Ecur + Step

6 else

7 ‘ Emin < Ecur — Step

8

return .4z

half of the search space. For example, consider €., = 0.5 and the optimal ¢ is 0.48.
Then, it is possible, due to the randomness in LDP, that BS finds €.,,, = 0.5 does not
satisfy the utility constraint, and therefore budgets smaller than 0.5 are eliminated
from the search space. Even if this happens, the BS solution will eventually converge
to a selected £* close to 0.5 (e.g., 0.52 or 0.53) but these £* values are nevertheless
larger than the best choice of 0.48, which indicates that the selected * is suboptimal

(redundant privacy loss for clients).

To address this issue, RBS modifies BS by introducing a step size whose value is
controlled by parameter g. We provide the algorithmic overview of RBS in Algorithm
2. Its inputs and outputs are identical to Algorithm 1 with the addition of the g
parameter. The step size is determined according to the g parameter and the current
Emin aNd Epar as: step < (Emaz — Emin)/g. Then, when updating €,,45 Or iy for
the next iterations of binary search, instead of assigning €.y, t0 €maz OF Emin directly,
a relaxation of step is added (lines 4-7 of Algorithm 2). This ensures that slightly
lower and higher values remain in the search space for the next iterations, therefore
RBS does not suffer from the issue explained in the previous paragraph. On the
other hand, since the size of the search space does not shrink as quickly in RBS as
in BS, RBS is generally slower than BS.

4.1.3 Dynamic Binary Search (DBS)

The third solution method in Optimus is Dynamic Binary Search (DBS), which
is motivated by the following observation. In BS, the elimination of the wrong

half of the search space occurs because of the randomness in LDP, which can be
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Algorithm 3: DBS Solution
Input :V, PrROT, w, m
Parameters: cin, €maz, Nmin, Nmaz, @, C
Output : Selected budget *

1 while €00 — €min > ¢ do

2 Same as lines 2-12 of Algorithm 1 using N, in place of N/
3 Ndesired < MIN ( {WSSS_UJJ >Nmax>

4 Nadd — Ndesired _Nmin

for i =1 to Ny do
6 Simulate LDP data collection using PROT, V' and &,y to obtain
estimations f, for ve V
7 uloss < Compute utility loss using f,,
sum_ uloss <+ sum_ uloss +uloss

9 if uloss < w then

10 ‘ satis fied < satis fied+ 1
11 pr__satis fied < satisfied/Ngesired
12 avg_uloss < sum_ uloss/Nyesired
13 if avg_uloss <w and pr__satisfied > m then

14 ‘ Emazx < Ecur

15 else

16 ‘ Emin < Ecur

17 return £,

circumvented by enforcing a sufficiently large N'. However, using a large value of N/
in cases where €, is too different from the optimal ¢ is counterproductive, since
the utility loss caused by €.y remains substantially far from w, and large N causes
the algorithm to terminate slower since more number of simulations need to be
performed. In such cases, large N incurs the cost of increased execution time but
does not provide much benefit in terms of finding the optimal budget. Hence, it is
desirable to: (i) use large N when &y, is similar to optimal ¢, i.e., when the utility
loss is similar to w, and (ii) use small N when &, is far from optimal ¢, i.e., when

the utility loss is far from w.

To achieve this, DBS proposes to use variable values of N. That is, for each egy,
we dynamically determine the value of A'. The algorithmic description of DBS is
given in Algorithm 3. As shown in Algorithm 3, we first perform N,,;, simulations
using €cyr (Where Ny, is a parameter of DBS) and calculate the average utility loss
avg_uloss for these simulations. Then, we determine the desired N value for ey,

denoted by Nyesired, as:
C

lavg_uloss — w|

Niesired ¢ MIN Q J >Nma:v>
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Because of the avg wuloss —w term in the denominator, when the average utility
loss is similar to w, larger Nyqgireq is obtained. This achieves the goal of determining
Nyesirea according to the similarity between avg wuloss and w. The parameter C
in the numerator acts as a constant multiplier to reduce or amplify the difference
between avg uloss and w when determining Ny.gireq. Values of C' can range from
1075 to 105 (we experiment with varying C' in Section 5). Finally, to ensure that
the execution times remain feasible, Nyegireq Should not be extremely large. Hence,

an upper bound of NV, is enforced in Equation 17.

In Algorithm 3, after N, initial simulations are performed (line 2) and Nyegireq
is determined (line 3), the additional number of simulations that are needed to
reach Nyegireq 18 computed as: Nygq < Nesired — Nmin (line 4). Afterward, Nygq
simulations are performed (lines 5-10), and the overall pr_ satisfied and avg_uloss
values across Nyesired = Nmin +/Nyqq number of simulations are found on lines 11-12.
Finally, half of the search space is eliminated depending on whether pr_ satisfied

and avg_uloss satisfy the given utility constraint (lines 13-16).

4.1.4 Multi-Pass Search (MPass)

The fourth solution in Optimus is the Multi-Pass (MPass) algorithm, which is a
new search algorithm we propose for our problem. The rationale behind MPass is to
initially start with a large search space, search through it in large steps (increments),
and identify the region of the space to further focus on. Then, in each consecutive
pass, the region identified in the previous pass is searched with a smaller step size.
This causes both the size of the search space as well as the step size to be reduced
in each pass. Consequently, each consecutive pass narrows down the search space
and “zooms in" to the useful ¢ values identified in the previous passes. Hence, the
search has increasingly higher precision in each pass. After sufficiently many passes,
a precise € value can be determined. In practice, we observed that the number of

passes does not need to be large, e.g., 4 or 5 passes are sufficient.

For example, say that the initial search space is [1,10] and the initial step size is 1.
Then, in the first pass, € values 1, 2, 3, ..., 10 are tested in increments of 1. Among
them, € values that satisfy the given utility constraint will be stored in a list. Say
that the minimum e value that satisfies the given constraint is 3. Then, in the
next pass, the range [3 — step, 3+ step] will be searched using smaller increments.
For example, the range [2,4] can be searched using increments of 0.1. Again, the
smallest € satisfying the utility constraint will be found, and in the next pass, the
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Algorithm 4: MPass Solution
Input :V, PrROT, w, m
Parameters: c,in, maz, N, S, g
Output : Selected budget *

1 sat__eps < Initialize as empty list

2 step<+1

3 for pass=1 to S do

4 Ecur < Emin

5 while . < €ppae do

6 satis fied <0

7 sum_uloss <0

8 fori=1to N do

9 Simulate LDP data collection using PROT, V' and £, to obtain

estimations f, for v eV

10 uloss < Compute utility loss using f,
11 sum_uloss < sum_uloss+uloss

12 if uloss < w then

13 ‘ satisfied < satisfied+ 1

14 pr__satisfied < satisfied /N

15 avg_uloss < sum_ uloss/ N

16 if avg_wuloss <w and pr__satisfied > 7 then
17 ‘ Add e.yp to sat__eps

18 Eeur < Ecur + Step
19 Emin < MIN(sat__eps) — step
20 Emaz < MIN(sat__eps) + step
21 step < step/g

22 return MIN(sat__eps)

search space will be further reduced. For example, if the minimum ¢ in the previous
pass was 2.8, then the range in the next pass will be [2.7,2.9], which can be searched
in increments of 0.01. After performing a total number of S passes in this fashion
(where S is a parameter of MPass), MPass finds the smallest ¢ that satisfies the

given constraint and returns it.

An important advantage of MPass in comparison to previous solutions is that it
does not eliminate a half of the search space in each pass. For example, recall
that in BS, if the algorithm finds that the current e, satisfies the given utility
constraint, then values higher than e.,, are eliminated. As explained earlier, due to
the randomness in LDP, it is possible for this decision to be erroneous. In contrast,
MPass enables values that are close to €., in both halves of the search space to be
kept (i.e., values that fall within [eqy, — step, eqyr + step] are kept) whereas values
substantially different from e.,, are eliminated. Hence, MPass does not suffer from

the problem in BS, and therefore it remains more robust to LDP randomness.
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Algorithm 5: Objective function formulation in Bayes
Input : V, PROT, w, ey N
1 sum_uloss <+ 0
2 fori=1 to N do
3 Simulate LDP data collection using PROT, V' and €., to obtain

estimations f, for v eV
4 uloss < Compute utility loss using f,
5 sum_uloss < sum_uloss+uloss

6 avg_uloss < sum_uloss/ N
7 return ABS(avg_uloss —w)

The MPass algorithm is given in Algorithm 4. The e values satisfying the utility
constraint are kept in a list called sat_eps which is initially empty (line 1), and
the step size is initialized (line 2). The loop between lines 3-21 performs each pass,
where S denotes the total number of passes. Within each pass, €.y, is varied between
Emin (line 4) and £p,4, (line 5) in increments of step. For each gy, similar to the
previous solutions, N/ LDP simulations are performed and the average utility loss
and probability of satisfying the utility constraint are computed (lines 6-15). If
the utility constraint is satisfied, ey is added to sat_eps (line 17). By the end
of the current pass (lines 19-21), the ¢ values satisfying the utility constraint have
been found and stored in sat eps. Using the minimum among them, the search
space for the next pass is determined by updating the values of €5, and e;,40 (lines
19-20). The step size for the next pass is reduced on line 21. After all passes are
complete, the algorithm returns the minimum ¢ that satisfies the utility constraint
as the selected budget (line 22).

4.1.5 Bayesian Optimization (Bayes)

The fifth solution in Optimus is based on Bayesian optimization, a prominent ap-
proach to black-box function optimization which is particularly useful when the
function has no known analytical form and function evaluations are costly in terms
of resources Snoek et al. (2012); Wang et al. (2023). These properties make Bayesian
optimization a suitable solution in our context since: (i) In our context, utility loss
is computed through LDP simulations, which are randomized. It is not possible to
derive a closed-form analytical function for measuring utility loss in general. (ii)
Function evaluations are done by repeating N’ LDP simulations and calculating the

average utility loss. These simulations are indeed costly in terms of execution time.
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Algorithm 6: Bayes Solution
Input :V, PrROT, w, m
Parameters: c,,in, €maz, N, init__points, iter _num
Output : Selected budget *

history <— Initialize as empty list
for i =1 to init_points do
Sample €., randomly between ,,,i, and €42
res < Evaluate Alg. 5 using V, PROT, w, €cyr, N
Store the pair (ecyr,7es) in history
Train surrogate model M using history
for i =1 to iter _num do
Select e¢y from M using the acquisition function
res < Evaluate Alg. 5 using V, PROT, w, ey, N
Store the pair (ecyr,res) in history
Update M using (gcyr,7€8)
(e*,res) < Find the pair in history which has minimum res
return &*

© 00 N OO oA W N
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In order to use Bayesian optimization, first the objective function, which will be
minimized by the optimizer, needs to be formulated. A custom objective function
formulation is provided in Algorithm 5. This formulation calculates the average
utility loss using e., and N LDP simulations, similar to the earlier approaches.
Then, the absolute value difference between avg wuloss and w is measured and re-
turned. Intuitively, this ensures that Bayesian optimization attempts to obtain the
budget that achieves avg_uloss closest to w. The larger the difference, the higher

the return value of Algorithm 5, therefore a higher penalty is incurred.

After formulating the objective function, Bayesian optimization is applied as shown
in Algorithm 6. In the first phase (lines 2-6 of Algorithm 6), a Gaussian Process is
initialized as the surrogate model using init_points number of initial data points
from the search space. These data points are randomly selected e, values within
the range €cur € [Emin,Emaz] and their corresponding objective function evaluations
using Algorithm 5. They are used to train the initial surrogate model and provide
a probabilistic estimate across the entire search space. Then, in the second phase
(lines 7-11), iter__nwm number of iterations are performed. In each iteration, the
acquisition function is used to determine the next ., to sample based on the sur-
rogate model. Here, we use Expected Improvement (EI) as the acquisition function
Mockus (1974); Wang et al. (2023). The objective function is evaluated using the
selected e.yr, and the surrogate model is updated according to the evaluation re-
sult. After iter_num iterations, the € value which yielded avg wuloss closest to w

is returned.
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4.1.6 Time Complexity of solutions

In this section, we analyze the time complexity of each proposed solution. Let
N denote the number of LDP (Local Differential Privacy) simulations performed.
Suppose emin and epax represent the minimum and maximum values of the pri-
vacy budget €, respectively. Additionally, let ¢ be the parameter that controls the

precision granularity when searching for the optimal ¢ value.

The time complexity of the Binary Search (BS) algorithm is formulated as:

£ X Emi
Tps €O <10g2 <m¢mm> -N - (Tpror +TULOSS)>

This expression captures three main components:

o The logarithmic factor logs (%) reflects the number of iterations required

by the binary search to converge within the desired ¢ precision.
o N accounts for the number of times the protocol and utility loss are evaluated.

e Tprot and Tyross represent the time complexities of the LDP protocol ex-
ecution and the utility loss computation, respectively. These depend on the

specific protocol and utility function being used.

Let |V| and | P| denote the domain size and the number of participating clients,
respectively. If the BS method is applied using the GRR (Generalized Ran-
domized Response) protocol and the Kendall-Tau distance as the utility func-

tion, the overall time complexity becomes:

€max — €min
Tos € O <1og2 (gp) N - ((VI+ 1P|+ P+ [VI[P|+[V]) + W))

Simplifying the redundant terms yields:

€max — €min
Ths € 0 (logy (2220 )y (P14 V)

When using either the RAPPOR or OUE protocols, along with the same

Kendall-Tau utility function, the operations involve slightly more overhead:
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€max — €min
T <0 1ogy (725 ) v (V] 1 VP V121V V)

Here, the extra |V|] and |V||P| terms reflect additional bit-wise encoding or
decoding operations typically required by RAPPOR and OUE protocols. Upon

simplification:

€max — €min
Tps € O (log2 <<,0> N - (’VHP’ + ‘V‘2>>

Next, we analyze the time complexities of other proposed search algorithms,
including RBS, DBS, MPass, and Bayes. Each has its unique cost structure

depending on the search mechanism used.

For the RBS method, assuming the convergence rate depends on the geometric

factor ;ng, the complexity becomes:

E€max — €min
Tgps € O <10g22+g (a 5 ) N - (TproT +TULOSS)>
g

Here, the logarithmic base reflects the randomized convergence behavior, with
g controlling the step size of extra interval that is supposed to be added to the

left or right intervals.

The DBS method, initially has a similar expression:

Tpps € O <10g2 (magpmm> N - (Tprot ‘|‘TULOSS)>

However, its cost can be reformulated based on two distinct components: Npin,
the minimum number of LDP simulation runs and utility evaluation, and N,q4,

the number of adaptive number of runs added during the search:

TDBS €O (10g2 (5max - 8rnin) : (Nmin + Nadd) ’ (TPROT + TULOSS))
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In the MPass algorithm, the time complexity is linear with respect to the total
number of passes over the ¢ range. Let S be the number of steps, and g again

be the precision controller, the expression is:

TMPass €0 ([(&nax - 5min) + (S - 1) . 29] N - (TPROT + TULOSS))

Finally, the Bayesian Optimization approach has the most complex struc-
ture. This formulation incorporates the full Bayesian optimization pipeline,
including model initialization, acquisition-based decision making, and iterative

updates, which makes it computationally more expensive.

TBayes €0 (initpoints -N- (TPROT + TULOSS) + TTrainModel

+iternum - TAcquisition "N - (TPROT + TULOSS) ) TUpdateModel

+ initpoints + itemum)

4.2 CAPRI Methodology

For budget selection in capacity planning problem, we use Binary Search (BS)
method that is presented for Optimus. It is evident that all other methods

proposed in the Optimus can also be used.

4.2.1 CAPRI Solution Method

The main algorithm behind CAPRI’s solution is given in Algorithm 7. The
inputs of Algorithm 7 follow from the optimization problem presented in the

previous section. Additionally, Algorithm 7 contains four parameters:

— num_ runs is a parameter that controls how many LDP simulations will

take place in each iteration of CAPRI. Higher num_ runs is better to
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Algorithm 7: CAPRI’s Main Algorithm

Input :V, {X(v)|veV}, cap, PROT,

metric (one of: TP, TN, FP, FN), threshold 7
Params: num_ runs, emin, Emaz, ¢
Output: Selected budget £*

1 TTC Y ey v-X(v)
2 while ¢, < €mar — @ do
3 €< <5mm+5mam)/2
4 Initialize num_ TP, num_FP, num_TN, num_FN as 0
5 for k=0 to num_runs do
6 ETC < SIMULATELDP(V,{X (v) },PROT,¢)
7 if TTC > cap and ETC > cap then
8 ‘ num_ TP+ num TP+1
9 else if TTC < cap and ETC < cap then
10 ‘ num_ TN < num TN-4+1
11 else if TTC < cap and ETC > cap then
12 ‘ num_ FP <+ num FP+1
13 else if TT'C > cap and ETC < cap then
14 ‘ num_ FN +—num FN+1
15 pr < num__ metric/num__runs
16 if CHECK__CONSTRAINT(metric,pr,7) then
17 ‘ Emaz < €
18 else
19 ‘ Emin < €

20 return £,

remove the impact of randomness and achieve more stable convergence.

However, it also causes the algorithm to take longer time.

— Emin and €4, are the minimum and maximum values that the € budget
is allowed to take. They are used as boundaries of the search space for €.
It is possible to guarantee that the selected ¢ will remain acceptably low

by setting the upper limit €,,4; appropriately.

— ( is a parameter that controls the degree of precision for €. If ¢ is high,
such as 0.5, then the search for the optimized budget will conclude faster;
however, the selected budget will be less precise. If ¢ is low such as 0.001,
then the search will take longer time but the selected budget will have

higher precision.

Given the inputs and parameters, the output of Algorithm 7 is the selected
budget *.

First, Algorithm 7 computes TT'C' on line 1. Then, the main loop of the al-

gorithm executes between lines 2-19, as long as the difference between current
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Algorithm 8: Check Constraint Function

© 0o N O oA W N

10

Input : metric, pr, 7
Output: Boolean result (True or False)

if metric = FP or metric = FN then

if pr <7 then
‘ return True
else
‘ return False
Ise if metric = TP or metric = TN then
if pr > 7 then
‘ return True
else

‘ return False

Emin and current €,,q, is higher than the precision parameter . In each it-
eration of the loop, the current ¢ is found as the mean of current &,,;, and
Emaz- For the current e, the number of TPs, TNs, FPs and FNs observed
are all set to 0 (lines 3-4). Afterwards, between lines 5-14, num_ runs many
LDP simulations are performed, and in each simulation, ET'C' is computed.
By comparing TT'C' and ETC against the capacity cap, Algorithm 7 decides
whether the current simulation results in a TP, FP, TN or FN. Accordingly,
the number of TPs, TNs, FPs and FNs are updated between lines 7-14. Then,
according to the metric of the constraint (one of TP, TN, FP, FN), line 15
computes the empirical probability of that metric, e.g., if metric = FN, then
line 15 computes Pr {FN} Note that this is the empirical probability (like-
lihood) based on num_ runs internal simulations. Finally, on line 16, the
algorithm checks whether the empirical probability satisfies the 7 threshold.
If so, then a smaller € value can be searched in the next iteration, which is
done by updating £,,4» to become equal to the € in the current iteration. If
the constraint is not satisfied, i.e., because the current ¢ is too strict, then a
larger € should be searched in the next iteration. To do so, €,,i, is updated
to become equal to the ¢ used in the current iteration. As €, and €4, are
updated in each iteration, they become closer. The loop terminates when the

difference between them becomes smaller than or equal to ¢ (line 2).

The CHECK__CONSTRAINT function, which is used on line 16 of Algorithm
7, is given in Algorithm 8. It takes as input the metric (one of TP, TN,
FP, FN), the empirical probability of that metric pr (e.g., if metric = FN,
then pr is equal to the empirical Pr [FN} ), and the threshold 7. If metric is
FP or FN, then lower pr is better, and pr < 7 is desired as the constraint.
Consequently, when metric is FP or FN, Algorithm 8 returns True if pr <7
and False otherwise. On the other hand, if metric is TP or TN, then higher pr
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Algorithm 9: SimulateLDP Function

N =

© o N o ok~ W

10

Input :V, {X(v) | veV}, PROT, ¢
Output: ETC

N« ZUGV X<U)
Generate client population P = {uy,us,...,un} such that Vv, X (v) clients

have value equal to v

R+ {}
foreach u; € P do

y; < PERTURBpRroT(vi,€)
R+ RUy;

foreach v €V do

| X(v) < ESTIMATEpRrOT(R,€)

ETC + ey v- X (v)
return FTC

is better, and pr > 7 is desired as the constraint. Consequently, when metric
is TP or TN, Algorithm 8 returns True if pr > 7 and False otherwise. The
usage rationale of the CHECK__CONSTRAINT function in CAPRI is to guide
the search for ¢, i.e., if the constraint is being satisfied by the current € then
lower values of € will be explored; if the constraint is not being satisfied since

the current ¢ is too strict then higher ¢ will be explored.

Finally, the SIMULATELDP function, which is used on line 6 of Algorithm
7, is given in Algorithm 9. On lines 1-2, the function first simulates the
existence of a client population P which satisfies the given X (v). Then, R
is initialized as an empty set on line 3; it is later used to store perturbed
responses from clients. The loop between lines 4-6 ensures that we simulate
LDP data perturbation and collection for each client u; € P using the client-
side perturbation algorithms of the corresponding LDP protocol PROT. For
example, if PROT = GRR then Equation 3.2 is used for perturbation, if PROT
= RAPPOR then Equation 3.2 is used for perturbation, etc. Afterwards, the
loop between lines 7-8 ensures that we perform LDP estimation for each v € V',
and consequently, we recover X (v) for all v. Here, the server-side estimation
algorithms of the corresponding LDP protocol PROT are used, e.g., Equation
3.2 for GRR, Equation 3.2 for RAPPOR, etc. Finally, on lines 9-10, ETC is
computed using the recovered X (v) values and returned as the output of the

simulation.

4.2.2 Comparison to Theoretical Bound
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CAPRI’s solution is practical by nature, i.e., it relies on LDP simulations for
measuring the TP, TN, FP and FN probabilities. On the other hand, it is also
possible to derive theoretical bounds for TP, TN, FP and FN probabilities. In
this section, to demonstrate the added value of CAPRI and justify its practical
solution rather than relying on a straightforward application of theoretical

bounds, we provide a comparison between CAPRI and theoretical bounds.

Consider the following scenario: We have a binary domain V' = {0,1} and the

66

GRR protocol is used. Since [V'| =2, it follows from Equation 3.2 that p = &

and ¢ = 6511. The number of clients is N = X(0)+ X (1). Furthermore, it

follows from the definitions of TT'C' and ETC that: TTC = X(1) and ETC =

X(1). According to Chebyshev’s inequality, we derive that the following holds:

p-q N
(p—q)?-(TTC — cap)?

Pr|FN| <

Due to maintain the readability, we give the full derivation of Equation 4.2.3

in next section.

Equation 4.2.3 gives a theoretical bound on the FN probability according to
Chebyshev’s inequality. However, we found that this is not a tight bound
in our setting. We demonstrate this with multiple examples in Figure 4.1.
We create scenarios with different N, cap, TTC and e values, and for each
scenario, we compute Pr[FN] in two ways: using Equation 4.2.3 (denoted by
“Chebyshev" in Figure 4.1) and using LDP simulations as done in CAPRI
(denoted by “CAPRI" in Figure 4.1).

In Figure 4.1a, we create five scenarios with N = 1000 and different cap, TTC
and € values. In all cases with cap > TT'C', CAPRI’s method correctly finds
that Pr[FN] = 0. On the other hand, non-zero probabilities are found by
the Chebyshev bound. In cases with cap < TTC, non-zero probabilities are
found by both Chebyshev and CAPRI. Yet, Chebyshev’s findings are typically
much higher than CAPRI, e.g., 0.588 for Chebyshev whereas 0.108 for CAPRI.
This shows that Equation 4.2.3 is typically a loose bound which overestimates
Pr[FN]. In Figures 4.1b, 4.1c and 4.1d, we fix cap and TTC and compute
Pr[FN] according to Chebyshev and CAPRI. We once again observe that under
each ¢, Pr[FN] with Chebyshev is an overestimation of CAPRI. Their difference

is usually higher when ¢ is low, but they converge as € becomes higher.

We emphasize that the empirical results found by CAPRI do not violate or
contradict the Chebyshev bound. According to the Chebyshev inequality,
Equation 4.2.3 states that Pr[FN] must be lower than or equal to the bound.
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Figure 4.1 Comparing theoretical Chebyshev bound versus empirical results

(CAPRI) in terms of Pr[FN]. It can be observed that the Chebyshev bound is indeed

not tight when compared against empirical results.
In all empirical results of CAPRI, Pr[FN] is indeed lower than or equal to
this bound. However, since the empirical results are much lower than the
Chebyshev bound, the bound is not tight. If a loose bound is used in practice,
as Figure 4.1 shows, unnecessarily high € budgets may be selected for a given
Pr[FN] constraint. This would unnecessarily reduce clients’ privacy. Instead,
using the empirical methodology of CAPRI, a tighter computation of Pr[FN]
enables selecting a lower and more precise £ budget, which improves clients’

privacy.

4.2.3 Proof of Chebyshev Bound

In the previous section, we stated that the following holds according to the

Chebyshev inequality:

p-q-N
(p—q)?-(TTC — cap)?

Pr[FN] <

Below, we give the full derivation for this bound.
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First recall that FN occurs when:

ETC <cap<TTC

By rearranging this inequality, we get:

ETC-TTC>TTC —cap

This implies that the estimation error satisfies:

Estimation Error > TTC' — cap

According to the inequalities above, the FN probability, denoted by Pr[FN],

is equal to:

Pr[FN] =Pr[TTC — ETC > TTC — cap]

Recall from the main paper that the domain is binary V' = {0,1}, and therefore
ETC is equal to the estimated number of 1s, i.e., ETC = X(1). From the

estimation procedure of GRR, we know that:
ETC=X(1)=

where X (1) is equal to the total number of clients in the population P who
report 1. There are two ways in which a client can report 1: (i) the client’s
true value is v; = 1 and after the GRR protocol is applied, the client reports
1 with probability p, (ii) the client’s true value is v; = 0 and after the GRR
protocol is applied, the client reports 1 with probability ¢. X (1) is the sum of

these two cases. That is, we can write:
X(1)=A+B

where A and B are two random variables denoting the first and second cases,

respectively.

Random variable A: There are TTC many clients whose true value is 1. For

each client, he/she reports 1 with probability p. Therefore, A can be repre-
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sented using a Binomial distribution with T7T'C' trials and p success probability:
A=Bin(TTC,p)
By properties of Binomial distribution, the variance of A is:

Var[A] =TTC -p-(1—p)
—TTC -p-q

Random variable B: There are N —T7T'C' many clients whose true value is 0.

For each client, he/she reports 1 with probability g. Therefore, B can be
represented using a Binomial distribution with N —TTC trials and ¢ success

probability:
B =Bin(N -TTC,q)
By properties of Binomial distribution, the variance of B is:

Var[B]| = (N -TTC)-q-(1—q)
=(N=TTC)-p-q

Properties of Estimation: Since GRR estimation is unbiased, Equation 4.2.3

satisfies:

E[A]+E[B]— N -q
p—q

E[ETC) = =TTC

Following from Equation 4.2.3, we have:

Pr[FN] = Pt[TTC — ETC > TTC — cap)
=Pr[|ETC—-TTC|>TTC — cap|

Application of Chebyshev inequality: To compute the probability stated in

Equation 4.2.3, we can use the Chebyshev inequality. According to the Cheby-
shev inequality, if Z is a random variable with finite expected value E[Z] and

finite non-zero variance Var[Z], for any real number a > 0:

Var|Z]

a2

Pr(|Z -E[Z]| = o] <

Applying Equation 4.2.3 to Equation 4.2.3, and recalling from Equation 4.2.3
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that E[FTC]| =TTC, we obtain:

Var[ETC]|

Pr[|[ETC —TTC|>TTC —cap] £ ————
(TTC — cap)

Now we need to compute Var[ETC]:

‘A+B-N.
Var[ETC] = Var Jrq]
L p—q

= Var A+ B——2

= Var A+ 'B}

— (]fq)2 : (Var[A] —l—Var[B])

= (L) (TTC g+ (V- TTC) )

Since A and B are independent random variables, Cov[A, B] = 0. Therefore,

we arrive at:

Var[ETC) = (piq)2 “(N-p-q)

Substituting Equation 4.2.3 into Equation 4.2.3:
Pr[|[ETC —-TTC|>TTC—cap

(;2)* (N -p-q)
<
(TTC — cap)®

Therefore, recalling from Equation 4.2.3 that Pr[FN] = Pr[|ETC —-TTC| >
TTC — cap|, we arrive at what we want to prove:

p-q-N

PrEN) < (p—q)? - (TTC — cap)*
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5. EXPERIMENTAL EVALUATION

5.1 Experiments on OPTIMUS

5.1.1 Experiment Setup for Optimus

We implemented all components of Optimus in Python, including all LDP
protocols, utility metrics, and solution methods. In this section, we perform
experiments to evaluate the consistency and execution times of the different
methods, as well as the impacts of their hyperparameters. We conduct ex-
periments with five LDP protocols (GRR, RAPPOR, OUE, BLH, OLH), the
five solution methods proposed in Section 4 (BS, RBS, DBS, MPass, Bayes),
and two datasets: Emojis and MSNBC. By default, we used the Kendall-tau
coefficient as our utility metric with varying 7. In all solution methods, we
used the default range of €,,,;, = 0.001 and &, = 20 to cover a large range
of possibilities. We used ¢ = 0.01 as it typically offers sufficient precision for
¢ in BS, RBS, and DBS, g = 4 in RBS, C =1 in DBS, and § = 5 in MPass as
the default hyperparameter values. More details about the datasets are given

below.

Emoji dataset is based on the emoji usage statistics found on emojistats.org.
Since there exist too many unique emojis, to limit the size of V', we included
only those emojis that were sent at least 500.000 times. For each emoji, we
retrieved their frequency f, from emojistats.org and normalized them using

the frequencies of the remaining emojis in V.

MSNBC' dataset contains logs from msnbc.com for September 28, 1999. We
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retrieved it from the UCI ML Repository!. Each row in the dataset represents
a user’s sequence of page visits during that 24-hour period. The visits are
recorded by page categories, such as news, tech, weather, and sports. There
are |V| = 17 categories. Many users either visit only one category of pages, or
if they visit multiple categories, their visits are concentrated in one dominant
category. Therefore, for each user, we identified their most frequently visited
category and used this category as the user’s true value. We calculated f, of

each category after this pre-processing.

5.1.2 Consistency of Solution Methods

We first compare BS, RBS, DBS, MPass, and Bayes in terms of the consistency
of their results, i.e., whether their selected ¢ budgets are in agreement. Re-
sults with the MSNBC dataset are presented in Figure 5.1 and results with the
Emoji dataset are presented in Figure 5.2. The experiments are performed sep-
arately for each different LDP protocol. In Figure 5.2d, results with only BS,
RBS and DBS solutions are given since MPass and Bayes have prohibitively
long execution times (their total execution time on this dataset exceeded 2
days). In the remaining plots, all five solution methods are included. In all
plots, we observe that as the value of the correlation coefficient increases, the
selected € budget also increases. For example, ¢ is selected to be below 2 in
Figure 5.2a when 7 is 0.3; however, it becomes close to 6 when 7 is 0.9. This
is because a higher correlation coefficient requires the relative item popular-
ity rankings with and without LDP to have increasingly higher resemblance,
which means the utility constraint gets stricter. As a result, to decrease util-
ity loss in LDP, all solution methods in Optimus increase the € value. This
validates our intuition that stricter wutility constraints cause the optimized e

budget to become larger.

Next, we consider the following question: Are the results of the solution meth-
ods consistent, i.e., in agreement? This is an important question due to two
main reasons: (i) The solution methods are heuristic, therefore they are not
guaranteed to always find the optimal . Hence, it is valuable to not rely on
a single method alone, and use multiple of them to validate each other. (ii) If

a method outputs substantially different results compared to the others, this

1http ://archive.ics.uci.edu/ml/datasets/msnbc.com+tanonymous+web+data
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dataset with varying Kendall-tau coefficients between 0.1 and 0.5 are used.
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dataset with varying Kendall-tau coefficients between 0.3 and 0.9 are used.

may indicate that this method did not converge properly. Overall, based on
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the results reported in Figures 5.1 and 5.2, we observe that the resulting e
values of all methods are similar to each other. The results in Figure 5.2 are
particularly similar. In general, the difference between any two methods is at
most 0.1, which indicates that the methods are in agreement. We also ob-
serve from Figure 5.1 that BS can sometimes yield lower or higher ¢ compared
to other methods, which supports our motivation for proposing alternative
solutions such as RBS, DBS, and MPass.

A final observation we make from Figures 5.1 and 5.2 is that the selected e
is dependent on the protocol and dataset. For example, the € values found
for GRR are different from RAPPOR, OUE, BLH, and OLH. Also, the ¢
values for the MSNBC dataset are typically less than 0.4, whereas the € values
for the Emoji dataset are much larger, e.g., 2, 4, or 6. These trends are
because different protocols have different utility losses, and the domains V'
are different from dataset to dataset. Collectively, these results demonstrate
that incorporating V' and PROT into the optimization problem formulated in

Section 3.4 is indeed necessary when selecting the ¢ budgets.

5.1.3 Execution Time Analysis

In addition to accuracy and consistency, an important aspect in optimized e
selection is speed. It is desirable to use a method that finds the optimized ¢ as
quickly as possible. Hence, in this section, we compare BS, RBS, DBS, MPass,
and Bayes in terms of execution time. In Figures 5.3 and 5.4, we present their
execution times on the MSNBC and Emoji datasets, respectively. Execution
times are internally dependent on the speed of the underlying LDP protocol;
therefore, results with each different protocol are drawn in a separate plot. For
example, among the four protocols (GRR, RAPPOR, OUE, BLH), GRR is the
fastest since it does not perform encoding on the clients’ data. Since RAPPOR
and OUE both use bitvectors of length |V| for encoding and perturbation, they
have similar execution times, which are higher than GRR. Finally, BLH has

the highest execution time.

Comparing BS, RBS, DBS, MPass, and Bayes across all LDP protocols, we
observe that Bayes and MPass consistently have the highest execution times.
We note that although Bayes has the highest execution time, its execution
time can be reduced by using lower iter num and init points. However,

lower iter _num and init__points can also reduce the accuracy of Bayesian
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optimization. Hence, this approach should be used carefully (more analysis
of the accuracy-efficiency tradeoff in Bayes is given in Figure 5.6). On the
other hand, MPass performs multiple passes and evaluates multiple €.y in
each pass by design. Furthermore, the number of ., can be low in the first
passes, but it needs to be increased in subsequent passes to achieve higher
precision. Hence, in total, MPass typically performs a larger number of LDP
simulations compared to BS, RBS, and DBS; therefore, it has higher execution

time.

Comparing BS, RBS, and DBS, we observe that DBS has the lowest execution
time. This shows that DBS’s strategy of using a smaller A in clear-cut sce-
narios but larger A in challenging scenarios is effective in reducing the overall
execution time, even compared to BS. In contrast, RBS has a higher execution
time compared to BS and DBS. This is caused by RBS’s strategy of adding
or subtracting a step size each time the search space is narrowed down. Since
the search space narrows down slower in RBS compared to BS and DBS, the

overall execution time of RBS is higher.

5.1.4 Impacts of the 7 Parameter

A key component of the optimization problem formulated in Section 3.4 is the
probability threshold parameter m. This parameter requires that the utility
constraint be satisfied with at least m probability. In Figure 5.5, we vary =
between 0.5 and 0.9 and plot the resulting ¢ budgets that are selected by the

BS solution under four different protocols.

As 7 is increased from 0.5 to 0.9, the utility constraint becomes more chal-
lenging to satisfy. We observe from Figure 5.5 that this causes the resulting
budgets to increase. For example, consider the OUE protocol and the Kendall-
tau coefficient = 0.3. The selected ¢ budgets are approximately 3.6 and 3.7
when 7 = 0.5 and 0.6. In contrast, when 7 = 0.9, the selected £ budget is
4. Similar changes in ¢ budgets can be observed in other protocols as well.
In many cases, while the increase in ¢ is noticeable, it is not extremely large
(i.e., within 0.5 or 1), which is beneficial for stability. An exception to this
observation is the OLH protocol (Figure 5.5d) especially when the Kendall-
tau coefficient is small (such as 0.3). In this case, the selected € budget can

increase several folds as 7 is increased from 0.5 to 0.9.
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Figure 5.5 Impact of varying the 7 parameter on BS (Emoji dataset).

5.1.5 Hyperparameter Analysis

Some solution methods in Optimus have internal parameters which affect their
convergence and execution times. In this section, we individually analyze the
impacts of these parameters using the Emoji dataset, GRR protocol, and

Kendall-tau coefficient 7 = 0.7. The results are shown in Figure 5.6.

Impact of g in RBS: In RBS, the g parameter is used to determine the
step size. Smaller g implies larger step size, therefore the search space remains
larger. Hence, we would expect the execution time to increase. The results
in Figure 5.6a confirm this intuition. Execution times are high when ¢ = 3
and 4, they decrease as g increases to 5 and 6, and remain similar when g is
further increased from 7 to 10. On the other hand, large g implies smaller step
size, therefore the search space is reduced quickly. This can cause inaccuracy
or instability in the convergence of RBS. We indeed observe an example of
this when g = 8. Usually, the selected ¢ budget is close to 4; however, it
deviates slightly when g = 8. As a result, we obtain a tradeoff in the use
of g: Small g is good for stability but incurs high execution time, whereas
large g may bring instability but execution time is lowered. Overall, based
on our experiments, we recommend a value of ¢ = 5 or 6 to achieve both
stable convergence and low execution time. We also note that the differences

between execution times with varying ¢g are not too large, e.g., the execution
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time difference between ¢ = 4 and g = 10 is less than 3 minutes. Hence, if
execution time and computation power are not of concern, smaller g values

such as g = 2, 3, or 4 can be preferred.

Impact of C' in DBS: In DBS, the C' parameter is used to determine the
desired number of simulations, Nyegireq- Smaller C' yields fewer simulations,
which reduces execution time but can also hurt stability. In Figure 5.6b, we
experiment with a large range of C' values between 1076 and 10°. We observe
from Figure 5.6b that the execution times are low when C' < 1072, they increase
as C'is increased from 1072 to 102, and they remain high after C' exceeds 10.
This is an intuitive result since small C' yields fewer simulations (hence the
execution times are low) whereas high C' yields many simulations (hence the
execution times increase as C' is increased). The reason why execution times
remain stable between 1076 < €' <1072 and 10%2 < C < 109 is due to the way
Niesirea is computed (Equation 17). When 107 < €' < 1072, the resulting
Niesirea values become lower than Ny, therefore no new simulations need
to be performed. When 10% < C < 109, the resulting Nyesireq values become
upper bounded by N;,q: per Equation 17. Hence, the total simulation numbers
do not change in these ranges, resulting in stable execution times. Another
observation from Figure 5.6b is that the resulting £ budgets remain close to 4
despite a large range of C' values. Nevertheless, small variations in € between
107° < C < 1072 should be noted. Overall, the stability of DBS is not too
much affected by C, which is beneficial since it shows that DBS is not overly

sensitive to its internal parameters.
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Impact of iter__num and init__points in Bayes: Finally, we study the im-
pacts of the iter num and init_points parameters in Bayes in Figures 5.6¢
and 5.6d. In Bayes, init_ points determines the number of initial data points
used in training the initial surrogate model. High init_points is beneficial
to increase the accuracy of the initial surrogate model, but it also increases
the execution time since init_points number of function evaluations need to
be performed (each function evaluation requires multiple LDP simulations).
We observe from Figure 5.6d that the execution times steadily increase as
1nit__points is increased from 1 to 50. In addition, when nit_points is less
than 15, we observe that the selected € budgets may deviate from 4 substan-
tially. This shows that too few init_points can be detrimental because it
causes the initial surrogate model to be too inaccurate. Hence, we recommend

to use init__points > 20 in practice.

On the other hand, iter_num determines the number of iterations of Bayesian
optimization. More iterations are beneficial from an accuracy perspective since
the search space is further explored, the surrogate model is updated, and the
history is enhanced with more samples in each iteration. Yet, more iterations
cause higher execution time for the Bayes algorithm. We indeed observe this
increase in execution time in Figure 5.6c. We also observe that low iter num
such as 1 or 5 can cause inaccuracies, e.g., ¢ is significantly different from 4.
Yet, € values converge to 4 as iter_num > 15. Hence, we recommend to use

iter_num > 15 or 20 in practice.

5.2 Experiments on CAPRI

5.2.1 Experiment Setup for CAPRI

We implemented CAPRI in Python. In this section, we perform experiments
with CAPRI on real-world and synthetic datasets using three LDP protocols,
varying constraints, thresholds, TT'C' amounts, and capacities. The following
default parameters are used throughout the experiments: ¢y, = 0.001, €0z
= 10, and ¢ = 0.01.
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We used AguaH obtained from Kaggle? as our real-world dataset. This dataset
contains monthly water consumption per client (in cubic meters) from 2009
to 2016 in a city. From the original dataset, we removed those clients whose
data contained missing values. In addition, we observed that there were very
few instances in which the consumption was above 40 m®. To alleviate the
impact of such anomalous readings, we limited the max consumption to 40 m?3.
After all pre-processing, the final dataset used in our experiments contains N
= 98,511 clients and TTC' = 1,598,489.

5.2.2 Impact of Thresholds and Capacities

In Figure 5.7, we show the relationship between the optimized (selected) e
budgets versus the TP and FP thresholds 7 under varying cap. First, we
study the TP scenarios (Figures 5.7a and 5.7c). As the TP threshold increases
from 0.4 to 0.99, the selected € budget also increases. This is an intuitive
result since increasing threshold implies that Pr[TP] > 7 for an increasing 7.
Considering that TT'C' > cap, there is an increasing need for ETC > cap to
also hold. Hence, the risk of underestimating ET'C should be lowered as the
threshold increases. This can be achieved by increasing the selected ¢ budget
since higher budgets yield lower estimation error. As a result, we observe that
e is allowed to be low (such as below 0.2 in Figure 5.7a) when the threshold
is 0.6; however, it must be increased several folds (as high as 1) when the
threshold is strict such as 0.9 or 0.99.

Next, we study the FP scenarios (Figures 5.7b and 5.7d). In these scenarios,
as the threshold increases, the goal becomes less strict (more relaxed), e.g.,
it is easier to achieve Pr[FP] < 0.4 rather than Pr[FP] < 0.01. Consequently,
we observe a decrease in the selected € budget as thresholds increase. For
example, according to Figure 5.7b, when cap = 1.8 million, € = 1.2 should be
selected as the optimized budget when 7 is as strict as 0.01. However, as 7
becomes less strict such as 0.3 and 0.4, the optimized budget can drop to 0.4

and 0.2, because higher estimation error and more FPs can be tolerated.

Finally, we study the impact of varying cap. We observe that the impact of
cap is different with respect to TPs and FPs. In Figures 5.7a and 5.7c, when

cap increases, the selected € budget also increases, meaning that estimation

https://www.kaggle.com/datasets/marcomolina/water-consumption-in-a-median-size-city
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varying cap. Real = real-world AguaH dataset, Syn = synthetic dataset. GRR

protocol is used in all figures.
error is less tolerated. The reason for this can be explained as follows. Assume
that all parameters and TT'C' are the same. Since Figures 5.7a and 5.7c are
considering TPs, we know that TT'C' > cap. When cap is increased, it becomes
more difficult to satisty ETC > cap since ETC must be closer to TTC, i.e.,
there is less room for ET'C' to decrease due to negative estimation error. Thus,
in Figures 5.7a and 5.7c, there is a positive correlation between cap and €. On
the other hand, in Figures 5.7b and 5.7d, since we consider FPs, there is a
negative correlation between cap and €. To explain, let us again assume that
all parameters and TT'C' are the same. Since we are considering FPs, we know
that TTC < cap, but ETC > cap. If cap is increased, ET'C' needs to exceed an
even higher cap than before. This means that estimation error shall increase,
and estimation error increases when ¢ decreases. Thus, in FP scenarios, there

is a negative correlation between cap and ¢.

5.2.2.1 Impact of Number of Runs

In Figure 5.8, we examine the impact of the num_runs parameter on the
convergence behavior of CAPRI by re-executing the same optimization process
with varying num__runs values: 500, 1000, 5000, 15000, 30000 and 50000. We
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repeat the experiment with each num_ runs value 100 times and record the
final outputs of CAPRI (the selected £ budgets) in each case. Each e value
that was selected by CAPRI at least once and its count (how many times it

was selected out of 100) are reported in Figure 5.8.
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Figure 5.8 Impact of num__runs parameter on the convergence behavior of CAPRI.

When num_ runs = 500, we observe that 13 different ¢ values varying from
0.587 to 0.714 were selected by CAPRI. There is a fairly even distribution
of counts among e values within the range [0.616, 0.675]. As we increase
num_ runs to 1000, 5000 and 15000, we observe that the uniformity of the
distribution drops quickly. Instead, the most dominant € value (which is ¢ =
0.636) becomes more and more heavily selected. For high values of num_ runs
such as 30000 and 50000, the most dominant e value is selected in 92% and
99% of the cases, respectively. Even if the most dominant ¢ is not selected, it is
highly likely that adjacent ¢ values will be selected. Overall, these results show
that when num_ runs is low, there is higher variance in terms of selected ¢:
different e values may be selected and they can originate from a larger range.
As num_ runs increases, the probability of the most dominant ¢ being selected
increases; in addition, even when the most dominant € is not selected, a close
value will be selected. Therefore, we can conclude that when num_runs is
low such as 500, 1000 or 5000, CAPRI’s convergence is not always stable. On
the other hand, when num_ runs is higher such as 30000 or 50000, CAPRI is
very likely to converge to the same ¢ and therefore its convergence is stable.
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Hence, higher num__ runs is indeed better to remove the impact of randomness

in CAPRI and enable more stable convergence.

5.2.2.2 Impact of LDP Protocols

We analyze the impacts of the LDP protocols in Figure 5.9. To improve
efficiency and show higher variability, 10% of the real dataset is used in this
set of experiments, such that TT'C' = 15620. In Figure 5.9a, we fix cap =
13000 in order to have true capacity exceedances. In Figure 5.9b, we fix cap
= 18000 in order to not have any capacity exceedances (hence, all predicted
exceedances will be false positives). In Figures 5.9¢ and 5.9d, we fix the TP
and FP thresholds respectively, and vary the cap values. Note that TT'C > cap
for all choices of cap in Figure 5.9¢ (between 7000 - 15000) and TT'C' < cap for
all choices of cap in Figure 5.9d (between 18000 - 26000).
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Figure 5.9 Comparison of GRR, RAPPOR, OUE protocols in terms of the selected
¢ budgets under varying cap and varying TP or FP thresholds.

In general, the results show that the selected £ budgets under different LDP

protocols can be different. For example, the ¢ selected for the RAPPOR pro-

tocol is usually higher than GRR and OUE. This is because of the different

expected estimation errors of the different protocols. For example, OUE typi-
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cally provides lower estimation error than RAPPOR Wang et al. (2017). Under
the same e budget, OUE may satisfy a TP requirement but RAPPOR may
not. Thus, keeping the TP /FP requirement constant, € that must be selected
for RAPPOR should be higher than OUE so that RAPPOR’s estimation error

can be similar to OUE’s estimation error.

The results in Figure 5.9 can also be used to guide LDP protocol selection
for practitioners. For example, consider the requirement: Pr[TP] > 0.8. Ac-
cording to Figure 5.9, GRR is the protocol that enables the usage of lowest
e; the € budgets that must be used for RAPPOR and OUE are comparatively
higher. Hence, from the perspective of maximizing clients’ privacy by enforc-
ing the lowest € possible, the GRR protocol seems to be the best choice. Here,
it should be noted that the best choice protocol can change under different
settings. For example, OUE is the best choice when TP threshold is 0.6, but
GRR is the best choice when TP threshold is 0.8.
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6. DISCUSSION

6.1 Discussion and Possible Extensions on CAPRI

6.1.1 Static vs Dynamic Use of CAPRI

As shown in Algorithm 7, CAPRI does not require clients’ individual true
values but rather population-level aggregate statistics, i.e., it takes as input
X(v) for ve V. To learn X (v), CAPRI can make use of publicly available
resources or historical aggregate statistics for the client population. If such
data is not available, then a small ¢ budget can be dedicated to performing
frequency estimation with LDP so that X (v) can be learned while satisfying
e-LDP. Afterward, the learned X (v) can be fed into Algorithm 7.

Our current implementation of CAPRI assumes the availability of X (v), which
makes it a planning tool to determine the optimized €* budget for the X (v)
available in hand. However, CAPRI can be extended and used in dynamic
scenarios as well. For example, say that the data collector (i.e., capacity
planner) wishes to perform planning at consecutive timestamps ¢, t+1, t + 2,
and so forth. Let X;(v) denote the aggregate statistics collected via LDP at
timestamp ¢. Then, the planner can use X;(v) as input to CAPRI for selecting
the budget at time ¢+ 1. Similarly, the planner can use the resulting X;;1(v)
as input to CAPRI for selecting the budget at time ¢+ 2. This way, CAPRI
can be used dynamically and longitudinally, such that the privacy budget that
will be used in each future timestamp is determined using aggregate statistics

from the previous collection.
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6.1.2 Privacy Impact of num_ runs Parameter

We would like to highlight that once the aggregate statistics X (v) are available,
the rest of CAPRI is performed offline on the server side. In other words,
CAPRI does not determine €* by interacting with clients or collecting their
data multiple times. On the contrary, it performs simulations on the server
side using X (v) to simulate the result of “hypothetical" data collections with
different €. Hence, the value of the num_ runs parameter does not impact the

privacy loss of the clients.

6.1.3 Privacy Impacts of Selected ¢

Considering that the selected £ can have different impacts on privacy in dif-
ferent contexts, it is important to evaluate the impacts of varying ¢ in our
context. Towards this end, inspired by recent works on the privacy evaluation
of LDP protocols Arcolezi et al. (2023); Gadotti et al. (2022); Gursoy et al.
(2022), we propose two concrete privacy evaluation metrics for our setting.
In both metrics, similar to the assumptions in Gadotti et al. (2022); Gursoy
et al. (2022), the adversary is assumed to observe the output of the LDP pro-
tocol, and aims to make predictions regarding the client’s true value v; using
Bayesian inference. For the implementation of Bayesian inference, we use the
techniques from Gursoy et al. (2022). Let A denote the adversary, v; denote
the client’s true consumption value, and o; denote the LDP protocol output
sent from the client to the server. The Bayesian adversary A predicts the
client’s true value as:

p__

; =argmax Pr{v|o;]

veV

(Y

Our first metric is the Attack Success Rate (ASR), which measures the ratio

of clients whose true consumptions are correctly predicted by A:

# of clients u; € P such that v; = o?

ASR =
P

o7
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Figure 6.1 ASR and MSE results of various ¢ values.

Our second metric is Mean Squared Error (MSE), which is measured as:

> (vi—1})?

u; €P

MSE = P

We experimentally find ASR and MSE using the same real-world dataset and
experiment setup as in Section 5.2. Figure 6.1 shows the ASR and MSE
of different ¢ values. As expected, as ¢ increases, privacy is more relaxed
and therefore the adversary can make more accurate inferences. Thus, as ¢
increases, ASR increases and MSE decreases. We also observe that typically,
GRR’s ASR is higher and MSE is lower compared to other protocols. In
contrast, RAPPOR typically has the lowest ASR and highest MSE. Overall,
these experiments demonstrate that the privacy impacts of different € can
be measured under various protocols and metrics using the aforementioned

Bayesian inference strategy.

We also perform experiments with a third metric (F-score). The goal of this
approach is to measure whether the adversary A can correctly predict if the
client’s consumption is above (or below) a threshold 1. For example, n can be
selected as a small value in practice, such that v; < n implies the household
has not consumed much water in a given month; therefore, it is likely that the
residents are on vacation. We define this attack’s true positives, true negatives,
false positives, and false negatives as follows. (We use the notation ATP, ATN,
AFP, AFN here to differentiate between these notions and the TP, TN, FP,

FN notations used in previous sections.)
— ATP: v; <nand v <n
— ATN: v; >n and ! >
— AFP: v; >nand of <p

— AFN: v; <nand of >
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Then, precision, recall and F-score metrics are defined as:

ATP ATP

ATP+ AFP ATP+ AFN
2 x Precision * Recall

Precision = Recall =

F-score =
Precision + Recall

We experimentally measure the precision, recall, and F-scores using the same
dataset and experiment setup as those used before. We repeat the experiments
for different n values: n = 0, 5, 10, 20. The results are given in Figures 6.2,
6.3, 6.4 and 6.5, respectively. We observe that the values of all three metrics
increase as € values increase. The reason why precision, recall and F-score
are low in case of low ¢ is because inferring v is more difficult, hence ATPs
tend to be low. Low ATPs negatively affect both precision and recall. Another
interesting remark is that as n increases; precision, recall and F-scores increase,
especially in case of lower ¢ values. This is because when 7 is small (such as 7
= 0), not only are there fewer predictions that satisfy vf <, but also there are
fewer true values that satisfy v; <7. Hence, by nature, we have fewer ATPs
and higher AFPs and AFNs when 7 is small. Finally, the comparison between
protocols (GRR vs RAPPOR vs OUE) in Figures 6.2-6.5 generally agree with
the ASR and MSE results in Figure 6.1. Precision, recall and F-scores of GRR
are generally highest, followed by OUE, and finally by RAPPOR.
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Figure 6.2 Precision, recall and F-score results of various ¢ values (n = 0).
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Figure 6.3 Precision, recall and F-score results of various ¢ values (n = 5).

6.1.4 Frequency Estimation vs Mean Estimation
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Figure 6.4 Precision, recall and F-score results of various ¢ values (n = 10).
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Figure 6.5 Precision, recall and F-score results of various € values (n = 20).

As shown in Section 3.6 and Algorithm 9, to compute ETC, we first find

frequency estimates X (v) for all v € V and then calculate: ETC < ¥ ,cyv-

X (v). Instead of this frequency estimation-based approach, it is also possible

to use a mean estimation-based approach. For this, an LDP mean estimation
protocol can be integrated into CAPRI (such as Wang et al. (2019)), in which

the server first estimates the mean consumption of the population under LDP

and then multiplies the mean by |P| to obtain ETC.

The frequency estimation-based (FE) and mean estimation-based (ME) ap-

proaches have advantages and disadvantages. FE has the following advantages.

First, although we used capacity constraints based on TP, FP, TN and FN in

this thesis, there can also be other constraints, such as: “large v values should

occur fewer than a certain number of times". FE enables such constraints to be

enforced since it estimates the frequency of each v. However, such a constraint

cannot be used under ME since frequencies are not estimated. Thus, FE has

the advantage of accommodating a wider selection of constraint types. Second,

there are a larger number of FE protocols compared to ME protocols in the

LDP literature. Since CAPRI’s implementation supports arbitrary FE pro-

tocols, new FE protocols can easily be integrated into CAPRI. We note that

ME protocols can also be integrated into CAPRI by modifying Algorithm 3 in

future work. Third, the use of FE enables the server to learn values’ frequency

distribution under LDP protection. This can be used as a side benefit by the

server in downstream tasks and applications.

On the other hand, ME also has some advantages. First, FE requires the server

to estimate the frequency of each v € V| so there is an O(v) cost. When V is

large, this cost may become significant. Since ME does not incur this cost, it

can be more time-efficient and scalable especially when V' is large. Second, if
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frequencies are not needed (e.g., they are not going to be used in downstream
tasks or applications), ME saves time and memory by not computing and stor-
ing them. Overall, considering the advantages and disadvantages of FE and
ME, we chose to implement an FE-based approach in CAPRI since our com-

putational resources were sufficient to handle our datasets and V' comfortably.

6.1.5 Impact of Outliers

As mentioned before, after obtaining the AguaH dataset from Kaggle, we pre-
processed it to limit the max consumption by 40. This is because we observed
that although consumption values higher than 300 exist when outliers are not
removed, 95% of the consumptions are between 0-40. Consumptions > 40 are
rare and consumptions > 80 are exceedingly rare (e.g., between 0-2 clients in

a population of tens of thousands).

Including outlier consumption values in the computation increases the domain
size V', which has two main impacts on CAPRI. First, it causes LDP pro-
tocols’ client-side perturbation and server-side estimation procedures to have
higher execution times, as well as CAPRI’s remaining computations to also
have higher execution times. Second, due to the noise added by LDP, rare
consumption values would be estimated as having non-zero frequencies (i.e.,
erroneous X (v) estimations) which would increase the total amount of error.
The increased error may potentially have a negative impact on utility and the

search for €.

In short, outlier removal provides advantages in terms of improved efficiency
and utility. We note that if outliers are not removed, CAPRI would still
execute properly, and it would be expected to provide correct results since
LDP protocols are unbiased. However, its execution times would have been
longer and its convergence stability during the search for € could have been

lower.

The next question is how outliers can be compensated in CAPRI. To com-
pensate for the efficiency aspect (increased execution times), we note that
CAPRI’s execution time is directly dependent on the execution time of the
underlying LDP protocol in use. Some LDP protocols’ execution times are in-
herently negatively affected by large V', e.g., RAPPOR and OUE’s client-side

perturbations rely on bitvectors with lengths equal to |V|. In contrast, other
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LDP protocols, such as GRR, are less dependent on V', and therefore they can
remain fast despite larger V. Thus, to compensate for the efficiency aspect,
we recommend the use of protocols that are faster and do not have execution
times dependent on the size of V. To compensate for the utility aspect, we
note that CAPRI’s main algorithm (Algorithm 1) utilizes a strict decision rule
when determining the search space in each iteration (lines 16-19), i.e., if the
constraint is satisfied then search for smaller ¢; if the constraint is not satis-
fied then search for larger . Since increased utility loss may cause potentially
erroneous decisions to be made at this point, this decision rule may be relaxed
(weakened) to compensate for the increased error. For example, line 17 can be
revised as: €42 < €+ 0 and line 19 can be revised as: &, < € — 9, where ¢ is
a relaxation parameter. This change would make the optimization algorithm
more error-tolerant by eliminating a smaller portion of the search space in each

iteration.

6.1.6 CAPRI vs Other Optimization Approaches

We experimentally compared CAPRI with other optimization approaches to
confirm its benefits. To do so, we designed the following experiment. We en-
larged our synthetic dataset to contain 100.000 clients by repeating the values
in the dataset (this enlargement was done so that efficiency comparison be-
tween CAPRI and other optimization approaches yields meaningful results).
We experimentally compared CAPRI with CAPRI-R and Bayesian optimiza-

tion:

— CAPRI-R is a relaxed variant of CAPRI, in which Algorithm 1 is modified
by revising line 17 as: €4z < €+ 0 and line 19 as: ey, < € —9. This is

the relaxation we described at the end of the previous section.

— Bayesian optimization is a prominent approach to black-box function
optimization. We used Bayesian optimization to solve the optimization

problem given in Section 3.7.

Comparisons between CAPRI, CAPRI-R and Bayesian optimization were done
to analyze: (i) the consistency of selecting the optimized ¢, (ii) execution times.
Results regarding ¢ are given in Figure 6.6 and results regarding execution

times are given in Figure 6.7.

It can be observed from Figure 6.6 that the selected £ budgets are similar in all
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three approaches, i.e., they are consistent with one another. Yet, the execution
time of CAPRI is lower than CAPRI-R and much lower than Bayesian opti-
mization according to Figure 6.7. Hence, we conclude that CAPRI succeeds
in selecting the optimized budget value faster than the other optimization ap-
proaches. Producing a consistent result in a faster manner compared to other

optimization approaches confirms the benefit of CAPRI.
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7. CONCLUSION

In this dissertation, we present two software systems: one designed for general
e budget selection in local differential privacy (LDP) under utility constraints,
and another specifically developed for optimized budget selection and capacity
planning within the LDP framework. At first, we proposed and developed
Optimus, an optimization-based approach for € budget selection in LDP under
utility constraints. Given a utility constraint, we formulated the problem
of budget selection as an optimization problem and proposed five solution
methods: BS, RBS, DBS, MPass, and Bayes. We experimentally compared
these methods using multiple LDP protocols, datasets, and utility constraints.
We found that the budgets selected by the different methods are generally
consistent and in agreement. DBS is the fastest whereas MPass and Bayes
have substantially longer execution times. Overall, RBS offers a good tradeoft
between efficiency and consistency, in addition to addressing BS’s occasional

incorrect search space eliminations caused by LDP randomness.

Secondly, we proposed a novel software system called CAPRI for optimized
budget selection and capacity planning under LDP. To the best of our knowl-
edge, CAPRI is the first system to enable optimized budget selection for ca-
pacity planning under LDP. CAPRI aims to maximize clients’ privacy while a
desired utility constraint (e.g., TP, FP, TN, FN constraint) is met. Towards
this end, CAPRI utilizes an optimization-based problem formulation and a
novel solution that relies on LDP simulations. CAPRI’s solution is validated
both theoretically by comparing with upper bounds derived from Chebyshev’s
inequality, as well as experimentally using multiple datasets, capacities, con-
straints, and LDP protocols. Furthermore, multiple adversarial approaches are
proposed for evaluating the impacts of the chosen € values on clients’ privacy in
practice. In future, these systems can be implemented as a web-based graph-
ical user interface (GUI) in order to make them extensible and easy-to-use

interfaces for non-experts.
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