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Abstract

DEFENSE AGAINST MICROARCHITECTURE SIDE-CHANNEL ATTACKS
THROUGH RUNTIME DETECTION, ISOLATION AND PREVENTION

ARSALAN JAVEED
Computer Science and Engineering, PhD Dissertation, July 2022

Thesis Advisors: Assoc. Prof. Cemal Yilmaz, Prof. Erkay Savas

Keywords: side-channel, microarchitecture, timing, attacks, systematic-mapping,
defense, countermeasures

Over the course of recent years, microarchitectural side-channel attacks emerged as
one of the most novel and thought-provoking attacks to exfiltrate information from a
computing hardware. They leverage the unintended artefacts produced as side-effects
to computation, under certain architectural design choices and they prove difficult to
be effectively mitigated without incurring significant performance penalties. Moreover,
such attacks could operate across isolated processes, containers and virtual machines.

In this thesis, we focus on countermeasuring microarchitectural side-channel attacks on
computing systems. We investigate the origins of such attacks, effectiveness of existing
countermeasure approaches, and lessons that can be learned to build secure systems of
future against these attacks. To this end, we perform a systematic mapping of existing
literature from recent years under a classification scheme that we developed for this
purpose, and provide sought-after answers from the curated set of primary studies
through systematic mapping.

Furthermore, we present a novel approach called Detector™ to detect, isolate and pre-
vent microarchitecture timing-attacks at runtime. We observe that time measurement
behavior of timing attacks differ from benign processes, as these attacks need to mea-
sure the execution times of typically quite short-running operations. Upon presence of
suspicious time measurements, noise is introduced into the returned measurements
to prevent the attacker from extracting meaningful information. Subsequently, the
timing measurements are analyzed at runtime to pinpoint malicious processes. We
demonstrate the effectiveness of our approach and its incurred negligible performance
overhead both in the standalone server environment as well as virtualized cloud envi-
ronment. Lastly, we discuss some potential avenues for future research in this area of
computer and cybersecurity.
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Ozet

MIKROMIMARI YAN KANAL SALDIRILARINA KARSI DINAMIK TESPIT,
[ZOLASYON VE ONLEME TABANLI SAVUNMA

ARSALAN JAVEED
Bilgisayar Bilimi ve Miihendisligi, Doktora Tezi, Temmuz 2022

Tez Danmismanlari: Dog. Prof. Cemal Yilmaz, Prof. Erkay Savas

Anahtar kelimeler: yan kanal, mikromimari, zamanlama, saldirilar, sistematik
haritalama, savunma, karsi 6nlemler

Son yillarda, mikromimari yan kanal saldirilari, bir bilgi islem donanimindan bilgi
sizdirmak i¢in en yeni ve merak uyandiran saldirilardan biri olarak ortaya gikmustir.
Bu saldirilar, belirli mimari tasarimlar altinda, hesaplamalarin yan etkileri olarak
tiretilen istenmeyen yapay olgulardan yararlanirlar ve ciddi performans ek yiiklerine
maruz kalmadan etkin bir sekilde engellenmeleri genellikle zordur. Ayrica, bu tiir
saldirilar birbirlerinden yalitilmis islemler, sanal kaplar ve sanal makineler arasinda da
calisabilirler.

Bu tez bilgisayar sistemlerine yonelik mikromimari yan kanal saldirilarina kars: alin-
abilecek dnlemler tizerine yogunlagmaktadir. Bu tiir saldirilarin kokenleri, mevcut kars:
onlem yaklasimlarinin etkinligi ve bu saldirilara karsi gelecegin giivenli sistemlerini
olusturmak i¢in 0grenilebilecek dersler arastirilmaktadir. Bu amag igin tez ¢calismalar:
kapsaminda gelistirilen bir smiflandirma semasi kullanilarak son yillardaki literatiirtin
sistematik bir haritasi ¢ikarilmakta ve bu haritalama kullanilarak yine tez ¢alismalar:
kapsaminda belirlenen arastirma sorulari igin elde edilen cevaplar sunulmaktadr.

Biitiin bu ¢alismalarin yaninda mikromimari zamanlama saldirilarimni, sistemlerin
calismalari ile es zamanl olarak tespit eden, izole eden ve dnleyen Detector+ adli
yeni bir yaklasim sunulmaktadir. Sunulan yaklagimin temeli, bahse konu saldirilarin
genellikle ¢ok kisa siiren islemlerin ¢alisma stirelerini dlgtiikten dolay1 zararsiz yazilim-
lara gore daha farkli bir zaman 6l¢tim karakteristigi gosterdigi gozlemine dayanmak-
tadir. Stipheli zaman 6l¢iimlerinin varligi durumunda saldirganin anlaml bilgiler
elde etmesini dnlemek i¢in dondiiriilen dl¢iimlere giiriiltii eklenir. Ayrica, siipheli
zamanlama Ol¢timleri kotiiciil islemlerin sistemlerin ¢calismalariyla es zamanl olarak

vii



saptanmasi i¢in analiz edilir. Sunulan yaklasimin etkinligi ve sistemler {izerine ge-
tirdigi ihmal edilebilir diizeydeki ek ¢alisma yiikii maliyeti hem bagimsiz sunucu
ortamlarinda hem de sanallastirilmis bulut ortamlarinda yapilan deneysel ¢alismalarla
gosterilmistir. Bu tez ¢alismasi kapsaminda siber giivenlik alaninda gelecekteki arastir-
malara 151k tutabilecek nitelikte potansiyel arastirma konular1 da tartisiimaktadar.
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CHAPTER

Introduction

Since the mid-nineties, side-channel based crypt-analysis emerged as a new research
area and gained increasing interest over the years, as a means to either potentially break
or compromise the strength of a cryptographic primitive to decipher secret information.
Since the inception of modern cryptographic standards and protocols, although rigor-
ous mathematical analysis ensured their promised strength which rendered classical
brute-force based approaches almost worthless. However, the adversaries discovered
new ways to undermine the strength of aforementioned cryptographic primitives, by
leveraging weaknesses originated from their physical implementation on a computa-
tional hardware.

In a typical setting, an adversary aims to recover the secret parameters in use during
cryptographic computation, through leveraging some form of implementation-specific
characteristics, attributed to the underlying hardware by carrying out a physical attack.
Depending upon adversary’s abilities such attacks can be invasive or non-invasive in
nature. Invasive attacks would involve efforts to directly-access critical components of
the target hardware, through means such as unpackaging a chip, sniffing traffic on a
data bus and so on. On the contrary, non-invasive attacks would leverage some form
of externally available information, which would had been unintentionally emitted.
Kocher [Koc96] describes the act of deriving secret values undergoing in a computation,
through leveraging unintentionally emitted influences on the surrounding environment
as side-channel attacks. Kocher performed a side-channel attack involving timing
differences in execution among different parts of a victim algorithm, such attacks
are now known as timing side-channel attacks. Over the following years, researchers
demonstrated various types of side-channel attacks targeting sensitive computations;
through leveraging a wide-range of artefacts unintentionally emanated as by-product
of a computation. Such artefacts span across power consumption [RD20], electro-

magnetic emissions [SLKS19], acoustic emissions [CBRY20], and many more.
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1. INTRODUCTION

A distinct to side-channel but relevant class of attacks is referred as fault attacks. In
contrast, an adversary tries to manipulate or derail flow of computation on a device to
either weaken its security mechanisms or to reveal the secrets. The attack dynamics
involve manipulating the sanity of environment through inducing a fault. Such faults
could involve voltage glitching [KGT18], clock perturbations [ADNT10], temperature
changes [HS13] and so on. The underlying notion in such attack attempts is to push
the hardware to operate on the boundaries of operating specifications, in efforts which
would lead to weaken its security posture.

Modern computer architecture is deeply rooted into its target microarchitecture and
instruction set architecture(ISA). Microarchitecture refers to the number of viable ways
in which a given ISA could be implemented at microelectronics level for a specific
microprocessor. Similarly, a specific ISA can also be implemented in a variety of
microarchitectures. Such design variations are driven by factors as design cost, op-
timizations and target usecase. These aforementioned entanglements when in play
although could meet design goals, however inadvertently on occasion lead up to secu-
rity vulnerabilities when discovered, could be leveraged by an adversary. Furthermore,
practical security attacks from recent years revealed that, exploitable information leak-
age is not attributed to its algorithmic level, but in many cases is caused as a side-effect
to microarchitecture optimization. Such optimizations are performed in lieu to the
nature of data being processed, locality and how frequently it is accessed. The end
effect of aforementioned optimizations through a side-channel can help a motivated
adversary to infer the content of data, to which it has no access rights. Based upon the

partial knowledge developed from such inferred data can uncover the secret values of
interest [AGYS20].

A specific class of side-channel attacks which are rooted into exploitation of vulnera-
bilities arisen from microarchitectural optimizations are referred as microarchitecture
side-channel attacks. Over the past years, this class of attacks emerged as some of the
most notorious and potent side-channel attacks. Some of the notable examples among
these attacks are: Meltdown [LSG 18], Flush+Reload [YF14], Prime+Probe [LYG 15|
and many more. One of the challenges faced when combating these attacks revolve
around developing countermeasure approaches which can effectively mitigate these
attacks and would impose least amount of impact on system’s performance. Often se-
curity and performance are orthogonal to each other and a solution that could provide
security but affects system’s performance is least desirable from practical standpoint.

In this dissertation, we focus on the subject of defending computer systems against mi-
croarchitecture side-channel attacks by demonstrating two countermeasure approaches
we developed, as well as we investigate into the research arena of these attacks. Specifi-

cally, we carried out a systematic mapping study of existing literature and researched
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1.1. Main Contributions

answers into aspects spanning across: the origins of microarchitectural leakage; ways
through which attack corridors can be created; existing countermeasure approaches;
and lastly what steps could be taken to architect computing systems resilient to these

attacks.

During our investigation to develop generic countermeasures to combat, we observed
that all these attacks share a common trait, that their attack dynamics rely heavily
on very fine-grained time measurement behavior (of the order of hundred of clock
cycles). We leverage this behavioral trait and utilize it to detect, isolate and prevent
ongoing timing based microarchitectural side-channel attacks. Furthermore, doing
so our proposed countermeasure approaches demonstrated low-enough overhead
on-average < 1.5%, whereas detected and prevented ongoing attacks upto ~ 99%
accuracy as soon as the attack was initiated. Furthermore, not only we developed
the presented countermeasures for stand-alone operating systems, we also targeted
virtualized environments, which are an essential part of cloud based services, as
multiple concurrent operating systems are executed side-by-side over shared hardware.

In the following sections, we will outline our main contributions in this dissertation as

well as present an outline of the organization for the remainder of this dissertation.

1.1 Main Contributions

Since we are interested in protecting and strengthening security posture of computing
systems against microarchitecture side-channel attacks, we put forward four core
research questions. The research questions were aimed to investigate and find answers
from existing state-of-art literature into aspects: such as, origins of microarchitectural
information leakage; ways through which attack corridors can be created; existing
countermeasure approaches; and lastly what steps could be taken during the system
design phase to cater for microarchitectural security of future. To scientifically answer
the proposed research questions we performed a systematic mapping study of existing
literature. In this regard, we searched across three main scientific databases, using
tailored keyword searches in the context of aforementioned research questions and
retrieved more than 350 published peer-reviewed articles, dated until Sep 2021. Next we
went through article screening and selection process, where we followed the guidelines
of a systematic mapping protocol and elected 84 articles to serve as primary studies
under a classification criteria. This work was carried out in collaboration with Cemal
Yilmaz and Erkay Savas and detailed in Chapter 3 of this thesis. This work is due to be

submitted as a journal article.

Next we continued and studied the behavior of microarchitecture side-channel attacks

and focused on their time measurement behavior. We observed, in essence they rely
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1. INTRODUCTION

on very fine-grained time reading behavior during their attack cycles. They do so
to measure the elapsed time between two microarchitectural operations of interest,
such as if some data resides in cache memory or not and so on. We instrumented
our experiment platform and analyzed the time reading behavior of five such attacks,
in contrast to a suite of benign applications. We found the observed behavior be
significantly different among attacks and benign processes and leveraged this towards
developing a generic countermeasure approach, we named Detectort, which turned
into a journal publication [JYS21]. This work had been carried out in collaboration with
Cemal Yilmaz and Erkay Savas. This work in included as Chapter 4 of this thesis.

1.2 Outline

This dissertation is organized as follows: Chapter 2 provides relevant background
information to equip reader with necessary information for the succeeding chapters.
Chapter 3 presents our work with regards to systematic mapping study, which serves
to provide both the state-of-art existing literature, as well as provides directions in
microarchitecture security research. Chapter 4 presents our work with regards to a
generic countermeasure approach Detector™ to detect, prevent and isolate timing at-

tacks. Chapter 5 lastly, discusses the directions for future work and draws conclusions.



CHAPTER

Background

This chapter will present the necessary background to understand and discuss mi-
croarchitectural side-channel attacks. These attacks target microarchitectural elements,

therefore we will discuss how microprocessors are organized.

2.1 Basics of Side-channel Attacks

In a side-channel attack, an adversary is a party with a malicious intention, whose aim
to penetrate the defenses of an otherwise secure system by leveraging and exploiting
unintentional information leakage from the system as a side-effect to computations
being carried out. Such leakage could be in any number of forms: such as, power con-
sumption [RD20], electro-magnetic emissions [SLKS19], acoustic emissions [CBRY20],
and many more. The end goal of an adversary is to steal private information, to whom

he has no access rights to do.

In microarchitecture side-channel attack, the adversary steals secret information by
exploiting observable information leakage from microarchitectural elements. The attack
activity unfolds as follows: a certain target application, processes secret information
on the processor. The secret information could be a cryptographic key being used
to encrypt data. Due to the nature of computation (in this case cryptography, being
performed by the target application) certain runtime behavior is being repeatedly
demonstrated, such as frequent memory accesses to fetch data. This behavior in turn
manifests into reveal some recurring characteristic, such as first the data is being looked
into the cache, if it is not found then memory access is made and vice-versa. By
identifying the interaction between inputs, runtime behavior and characteristics of

computation; the adversary can learn about the nature and structure of secrets [LZ]Z21].

Applications can implicitly reveal important details to an adversary, about internal

processing of secret input by its coded logic in a number of ways. Among these ways,
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2. BACKGROUND

secret dependent control-, and data-flow are attributed to its software implementation,
which could be remedied by revised implementation. However, among other afore-
mentioned ways, an adversary can deduce important information about the internals
of the application through observing the state changes in shared hardware components,
which are directly being affected by the execution of application. As hardware com-
ponent sharing leads often to contention and manifests itself into timings. Notable
statistical differences in timings, in relation to application activity, can reveals important
details about how certain application processes data. Timing based microarchitectural

side-channel attacks thus, remain quite relevant and widespread.

2.2 Differentiating Side and Covert Channels

A covert channel is a communication channel used to transfer secret information be-
tween a sending and receiving party, such as two processes on a system. Covert channel
often established intentionally among malicious parties involved, as a consequence to
a security exploitation. These channels conceal themselves by avoiding usage of legit
data transfer mechanisms provided on a system, as a result they succeed at bypassing
access control policies and remain undetected by conventional monitoring mechanisms
in place. In contrast, a side-channel resembles a covert channel but the sender does not
intentionally communicates information to receiver, rather information is leaked as
a side-effect to the way hardware is utilized, or leverages some flaw of the software

implementation [Sze].

Broadly speaking, side- and covert-channels can generally leverage either timing-
based or access-based dynamics to infer secret information. Timing-based channels
generally measure timings of short running operations (e.g. time taken to read data
from memory vs cache) and subsequently derive secret information. In contrast, access-
based channels rely on some directly accessible information to infer secret information
(e.g. observing the frequency of cache miss/hit to derive sparsity of data accesses for a

process).

2.3 Primer on Microprocessor Organization and

Architecture

Since the dawn of early microprocessors in the early 70s, each subsequent generation
went through innovative architectural changes and delivered enhanced execution per-
formance. Partly these performance enhancements are attributed to refinements in
semiconductor process technology and the revolutionary enhancements in the microar-

chitecture itself.



2.3. Primer on Microprocessor Organization and Architecture

The instruction set architecture (ISA) of processor refers to its instruction set semantics,
registers and programming interface visible to the programmer. The ISA is generally
well maintained and often enhanced from one generation to the next. However, the
microarchitecture refers to the actual realization of processor’s ISA in the silicon down
towards the microelectronics level. The microarchitecture could change from one gener-
ation to the next while keeping the same ISA. In a similar regard, one microarchitecture
could support multiple different ISA.

Modern microprocessors have enjoyed increasing clock speeds to deliver increased
execution performance year after year, until the last decade, when designers realized
further increase in clock speed was not viable due to limitations of semiconductor
process technology. However, the designers came up with a myriad of alternative ways
and microarchitecture optimizations to deliver even further performance despite the
staled clock speeds. Among notable enhancements, designers leveraged sophisticated

pipelining, instruction stream optimization, and multi-core architecture.

Instruction pipelining is used to achieve enhanced execution performance of a micro-
processor. Instructions are split into multiple stages in a pipeline, broadly speaking the
instructions in a pipeline go through fetch, decode and execute stage. Modern micropro-
cessors can process multiple instructions concurrently by providing multiple identical
stages of pipeline to increase throughput, where multiple streams of instructions exe-
cute concurrently. Such pipelined designs are although quite sophisticated in nature
and do require a lot of book keeping by the internal logic of processor nonetheless, they

vastly increase overall throughput.

Multicore processors are a new trend in modern microprocessors. A single processor
contains multiple execution cores in a single package. Each core shares some core
private resources, such as cache and pipeline stages, as well as shared resources with
other cores. Multicore processors deliver significant performance improvements as
parallelizable workloads are distributed among available cores to be executed concur-
rently. However, if the workload is not parallelizable then multicore design would be
of little use.

Out-of-order and speculative execution in contrast, are other performance enhance-
ment mechanisms leveraged to optimize execution of instruction stream on modern
processors. Out-of-order execution refers to executing instructions independently from
each other in their order of execution to increase overall throughput. Those instruc-
tions that do not have pending data dependencies are executed immediately whereas,
instructions with pending dependencies are scheduled for a later time when those
dependencies are met. However, out-of-order execution remains hidden from the
application point of view and everything appears as it has been executed sequentially.

In a distinct regard, speculative execution refers to executing branches speculatively

7



2. BACKGROUND

ahead of time, by guessing most probable branch. If the guesswork is correct then
results are already available from executed branch, however, if not the executed branch

is discarded and correct branch is taken in time.

2.4 Cache

The mismatch between the rate of improvement in processor clock speed against the
latency of main memory manifested into a performance bottleneck. A performant CPU
had to waste precious clockcycles while the data being fetched from the slower main

memory.

Processor caches were introduced as remedy to this issue. Caches are small-sized fast
buffers employed to conceal the latency between a fast processor and slow memory.
In modern processors multiple cache hierarchies with each having multiple levels are
provided for performance among other specialized purposes. A typical cache size is of
the order of tens of KiB.

Cache being intermediary serves as gateway to all memory accesses. To serve a memory
access its first looked into the cache, if found it is served from cache and referred as

cache hit and vice versa a cache miss.

As a matter of course, caches being small in size are subject to constantly out of room
for new data fetch requests. Room for new data requests is created through continual
eviction of existing data to be subsequently replaced by newly fetched data from
memory. This aforementioned eviction and replacement operation are performed
under a replacement policy, which is usually vendor specific and whose details are

often undocumented.

On modern systems, typically there exist multiple cache levels (L1, L2, often L3)
arranged in cache-hierarchy comprising the cache-subsystem. L1 cache is split as
instruction and data cache, followed by large shared L2 cache. On some systems L3
cache, also called last-level cache (LLC) is shared between all CPU cores. On modern
Intel microarchitectures, LLC is inclusive in nature which contains all data within L1
and L2 caches.

2.5 Memory

Dynamic RAM (DRAM) serves as the main memory of a computer system, providing
temporary data storage capacity of the order tens of GiB. However, a typical DRAM
operates at a much slower clock speed than main processor and thus projects signifi-

cantly higher latency. The underlying DRAM storage cells require periodic refreshing

8



2.5. Memory

to maintain data integrity, which also contributes a fair share in overall latency. Inter-
mediate caches and increasing the bandwidth of DRAM are some of the ways through

which the latency is overcome and performance improved.

The integrated memory controller on the processor serves as intermediary to handle
memory accesses to DRAM. When a data request is not found in the cache it is passed
on to memory controller which first translates the presented virtual address to actual
physical address and then passes on to DRAM. The DRAM internally is organized
into channels, banks, rows and columns; whose information is kept into an internally

maintained DRAM map.

A given physical address is translated into internal DRAM address through physical-
to-DRAM addressing function, which utilizes the DRAM map. The request is served
according to the bank and channel it corresponds. Often multiple requests are reordered

and served concurrently for better performance in conjunction to the memory controller.

A given data request goes through the following steps to be served. First it is stored
into a corresponding bank buffer for the request, where a scheduling algorithm will
prioritize and subsequently arbitrates its bank access. From there it is passed on to
channel scheduler for further arbitration and subsequent access to target channel,
row and column. Once the data is located it is placed into row buffer to be served
to memory controller. In this whole sequence of steps involving serving a data re-
quest, several sources of contention and timing variations exist which are exploited for

microarchitectural side-channel attacks.






CHAPTER

Systematic Mapping Study

The manifestation of computer architecture roots into microarchitecture (abbrv. uarch)
and instruction set architecture (ISA). Microarchitecture refers to the ways in which
an ISA is implemented for a specific microprocessor. For reasons such as design, cost,
optimizations and target application; a given ISA can be implemented through different
uarchs. Microarchitecture for a given ISA, may differ in the ways through which
constitutent components of a processor are interconnected and interoperated. With all
these aforementioned complex entaglements in play; exploitable security vulnerabilities
may arise which can be abused by a malicious adversary to affect the confidentiality
and integrity of a computing system and may result in serious loss. In recent years,
Meltdown[LSG 18], Spectre[KHF19] been few of notable examples. Nonetheless,
the security researchers have been involved in discovering newer expoitable flaws,
developing countermeasures against existing flaws and researching the ways in which

more secure systems can be built.

The literature on microarchitecture security research is although available and growing.
However, efforts that overarch the individual works, to systematically gather and
assemble in a broader context on various aspects of microarchitecture, are limited,
somewhat outdated, yet still desired. The purpose of our presented work as a system-
atic mapping study is a step in this direction. A systematic mapping study provides an
overview of a existing research through systematic classification of published literature
on the topic, guided by the posed research questions under the constraints of mapping
protocol. A prime finding from such studies are the underlying research trends which
are emerging; and research spots which have gained considerable attention and vicev-
ersa. These trends can launch newer investigations and guide the direction of further
research. In contrast, a literature survey aims to comprehensively index and thus,
report the existing state of affairs on a said topic. Thus, both of these aforementioned

types of studies differ in terms of their end-goals and their followed research process.
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3. SYSTEMATIC MAPPING STUDY

To guide our investigation, we’ve raised four research questions (RQs)(Section 3.2.1)
to address security concerns about microarchitectures; such as, aspects leading up to
leakage; the ways in which exploitable corridors being created; effectiveness of existing
countermeasures and their applicability for zeroday attacks; and lessons which can be

learnt to build more secure systems.

The main contributions of this mapping study are: i) broad overview of research efforts
in the area of microarchitecture security; ii) a classification scheme that can be used to
classify newer research in this area; iii) decent coverage of published research in this
area, particularly in the last five years; iv) identification of research spots where most

research emphasis had been and viceversa.

The target audience of this work are researchers and practioners who want to establish

better overarching understanding of research efforts being carried out in this area.

The rest of this paper is structred as follows: Section 3.1 presents related work; Sec-
tion 3.2/ presents methodology that we have followed for this mapping study detailing
search strings, inclusion and exclusion criteria, study selection process; Section 3.3
presents classification scheme that we employed and subsequently, the mapping results.
Section 3.4 details the answer to research questions outlined in this study; Section 3.5
presents potential threats to validity to this study and possible directions for future
work; and Section 3.6 concludes this paper.

3.1 Related Work

During our search of literature, we didn’t find (to the best of our knowledge) any
systematic mapping study in the area of microarchitecture security. However, we did
come across a few surveys [KKOA12, Sze, GYCH18]; and individual works [ODK20,
EPS10], addressing one specific aspect. Albeit, these works had either been somewhat
dated, or lacked wider scope. Moreover, some of such works may either partly overlap

with our presented work or provide additional supplementary material.

Kanuparthi et al. present a survey[KKOA12|] dating till 2012. The survey scope was
bound for embedded microprocessor security only. As the the proliferation of embed-
ded systems was on the rise, so as emerging challanages to secure their vulnerable
nature caused by limited resources. The authors reported some of the prominent at-
tacks plaguing that arena during those times. Furthermore, the authors compared the
tradeoffs among sought after countermeasure approaches levering integrity checks,

data encryption and microarchitecture revisions.

Szefer et al. present a survey[Sze] on microarchitectural side and covert channels with

existing defense proposals until 2017. Moreover, the prime emphasis of their survey
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been on timing based exploitations and to some degree access-based exploitations.
In a similar regard, the authors did foresee role of prefetchers in microarchitectural
exploitations and did theoretically presented a setting for such an attack, yet did not

cited a published source, as the research was still in its infancy at that time.

In another survey[GYCHI18], Ge et al. authored around the same year of 2018, has
exclusive focus on timing based microarchitecture attacks and their countermeasure.
The main motivation behind this survey had been to taxonomize aforementioned efforts.
These attacks established their reputation as prime vectors for remote exploitation in
cloud computing. Furthermore, the authors emphasize the need to secure cloud systems
against this class of attacks, as our ever-increasing adoption and growing reliance on
cloud computing will stay.

A fact to mention, a direct comparison with these works wouldn’t be straightforward
because of different research objectives and the methodology being employed. Last but
not least, we believe the contituent studies employed in our work are fairly recent in

the sense, half of them have been published in the last five years (since 2018).

3.2 Methodology

In this section, we will describe our methodology employed for this study and followed

workflow.

We followed the guidelines for systematic mapping laid out by the authors of
these [PVK15, KT07] and also adopted by relevant mapping studies such as
[SF13, MTE™21, [ZSG16]. The mapping process in a nutshell is comprised of these
sequential steps [PVK15]: Defining research questions, conducting the search, screening
of papers, keywording of abstracts — aka classification and data extraction and mapping.
Although the aforementioned steps are sequential in nature, however often times the
individual steps are iterative in nature, aimed to refine the end result of mapping

process.

At the start of this work, our team carried out a planning phase, primarily to lay out
the research questions; method to locate and appraise primary studies; craft a search

strategy; and carry out curation of primary studies for this work.

3.2.1 Defining the research questions

We put together the following research questions, as a basis for this study.
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Title, Abstract, Author defined, All metadata

"micro[ -]?architecture", "attack", "vulnerability",
"side[ -]?channel", "origin[s]?", "defen[c|s]e",
"counter| -]?measure[s]?", [0|zero]?[ -]?day,
"detect[ion]?","prevent[ion]?",

"leakage", "predict", "secure", "system"

Table 3.1: Keywords used to form search strings. To avoid redundancy, we’re adopting
regex format to specify potential variations of a keyword.

* What are the aspects of microarchitectural artefacts which contributes to sensitive

information leakage to compromise security and privacy?

e How some of the recent microarchitectural surfaces were crafted and turned into

feasible attack corridors?

* How effective are the proposed countermeasures of microarchitectural sidechan-
nel attacks and whether these countermeasures are generalizable? Can these

generalized countermeasures can predict/prevent zero-day attacks?

¢ Given the published countermeasures, how secure a system we can build against
micro-architectural sidechannel attacks and what lessons can we incorporate in
this architectural process?

3.2.2 Conducting the search

Guided by our research questions, we defined an initial set of keywords as seed to
search in Google Scholar to locate top relevant papers. We read these papers and
utilized snowballing technique [Woh14] to find additional papers that we find relevant
to our RQs. Snowballing refers to locating additional papers based on reference list,
or citations of a given paper [MTE™21]. We also employed an online tool connected
papers [con] to aid snowballing process. We came up with 11 core papers as a result
of initial search, these papers were used to put together a set of keywords (listed in
Table 3.1), which were then used as a basis for defining search strings. The validity
of these keywords were tested by rediscovering the core papers they were driven
from. We also eliminated some keywords that we found to be redundant, superflous or

increased frequency of irrelevant search results.

To carry out actual search, we’ve utilized these standard databases as sources: IEEEx-
plore, ACM Digital Library and Springer Link. This decision was primarily influenced

by the availability of database subscription that our campus had, the manpower of our
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team, and the fact that these sources are de-facto prime venues of scientific literature
in computer science. Furthermore, we leveraged the advance search feature of these
databases, whenever possible, to perform search queries. Advance search features
enabled us to limit or expand the scope of queries in lieu to frequency of retreived
results that were irrelevant. Based on keywords from Table 3.1 the search string was
iteratively experimented with. Moreover, the internal mechanics of these databases
were found to be different, given the fact that a query suitable for one database didn’t
find to be equally effective in another database. For example, we found out that search-
ing for keywords in the abstract portion for IEEExplore was effective in contrast to
ACM. Nonetheless, we used the same set of keywords, the specifics of advance search
features (such as boolean operators) and filters to tailor the relevance of search results.
For search results, whenever possible we sorted them in-order of relevance and picked
top 100 results. Such was the case with ACM and SpringerLink. For IEEExplore we

utilized to stop at 5 irrelevant papers in a row, as stopping criteria.

3.2.3 Screening and classification process

To aid the screening and study selection process, we tailored the following inclusion
and exclusion criteria adopted by [K™07,ZSG16, MTE"21] described as:

Inclusion criteria

¢ astudy must atleast answer one of the proposed RQs.
¢ astudy must be dated until end of September 2021.

* during selection priority must be given to evaluation and validation research

studies.

¢ astudy must be peer-reviewed and published in English.

Exclusion criteria

* astudy shouldn’t be in one of these forms: patents, whitepapers, reports, thesis,

tutorials and webpages.
¢ duplicate studies found by different search engine.
¢ inaccessible, irretreivable or irrelevant to the theme of our work.
* any article whose subject matter is around quantum computing.
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The aforementioned criterion aided us to perform initial screening and sanitization of

the search results that we retreived from databases searches.

Our initial search effort resulted in 379 articles from the three databases as: 171 from
IEEExplore, 100 from ACM, and 108 from SpringerLink. However, after the title
and abstract screening, we performed content scanning for articles, where we felt
the abstracts were either short to be properly meaningful or lacked enough clarity,
that was unable to zero-in on the investigated problem; and actual contribution being
made. Furthermore, we also performed content scanning of sections from the text body,
where we felt that individual clauses of inclusion and exclusion criteria was difficult
to apply. Moreover, where deemed necessary the authors of this study discussed and
compared their concensus on the studies to be included. For classification we settled
for 84 articles to serve as our primary studies, the list of which is available in Table A.1.
The classification scheme is described in Section 3.3 which guided us towards final data
extraction and mapping of results. Ultimately, the primary studies also served as the

basis for answering our RQs which was the main goal of this mapping study.

3.3 Results

Systematic mapping studies aim to provide an overview of a research arena through
classification of published literature on the subject topic. In order to aid discussion and
present results of our study, we first describe the classification scheme, which we used
to categorize the primary studies, and then present the mapping results in the light of
aforementioned scheme.

3.3.1 Classification Scheme

The classification scheme that we employed broadly classifies the studies in to seven
categories: research type, main contribution, hardware platform, instruction set architecture
(ISA), leakage vector, and leakage component. In the following, we describe each of these
categories and subcategories.

Research Type

This category describes different research approaches as outlined by Wieringa et
al. [WMMRO06]. As earlier mapping studies [ZSG16, MTE™21, RRB18] used Wieringa's
classification scheme, we chose to follow the same footsteps. We associated each of our
primary studies with one of these research approaches: evaluation, validation, and solu-
tion proposal. Based on a typical exclusion criteria of mapping studies [RRB18, MTE21],
we disregarded philosophical, opinion, and personal experience papers; and focused on
opting primarily for evaluation and validation research. Aformentioned research ap-

16



3.3. Results

proaches aim for demonstrating the practical usage of a technique backed by real data,

relevant experiments, and empirical-evaluation.

Main Contribution

Categorization based on contribution type in mapping studies, has been employed
previously by Zein et al. [Z5G16] and Shahrokhni et al. [SF13]; which classifies each of
the primary studies to one of the following specific type of contribution: framework, tool,
metric, approach, and criterion. A framework is a detailed method which has a broad scope
and tend to focus on more than one research questions or areas. Whereas, an approach
has a narrower scope and tend to have a more specific goal addressing a single research
question. Similarly, a tool is an implementation realization of at least one approach,
aimed to demonstrate the applicability to the practitioners. Primary studies, where core
emphasis was on tool demonstration, are classified in this category. Whereas, a metric
is an empirical measure to quantitatively describe a variable of interest. In contrast, a
criterion outlines a strict method by which a certain quantitative or qualitative attribute

of an observatory aspect can be judged upon.

Hardware Platform

This category represents the nature of physical hardware considered by a primary
study upon which either the main subject matter was presented and/or evaluated
upon. We opted for the following subcategories: commodity, mobile, embedded/IoT, cloud,
and any; based upon explicit mentioning of the platform-type discussed by a particular
primary study. Commodity hardware refers to general purpose computing platforms
such as workstations for daily usage. Whereas, mobile hardware refers to typically
handheld portable devices, which are primarily meant for communication and serve
limited computing needs of user. Smartphones are prime example of this category.
Similarly, embedded/IoT devices refer to small microprocessor equipped hardware, with
optional networking ability and occasionally connected to internet; designed to perform
a dedicated function. The software stack running on such devices usually has a small
memory-footprint and optimized to consume electric power efficiently. Biomedical
health monitoring devices, and infotainment systems are some of common examples
in this category. Similarly, cloud platform refers to group of server machines that
are networked together and connected to internet, located typically in a data-center
environment. The users are given remote access over the internet to utilize these
machines for their application usecases. In contrast, virtualization refers to the use
of the hardware functionality through software emulation of underlying hardware-
subsystems. Last but not least, any refers to either an unspecified platform, or the

specification of platform does not matter. Those primary studies, which present a
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generic approach, criteria, or empirical metric; fall under this category; as their subject-
matter is agnostic to a specific hardware type.

Evaluation Methodology

This category refers to the methods adapted in the primary studies to conduct their
experimental evaluation of their presented approach. In this regard, we have observed,
following five types of approaches: pure software implementation; employment of
simulation tools; evaluation performed on real hardware; evaluation performed on
FPGA synthesized hardware; and other refers, where the aforementioned categories
do not matter. For instance, studies presenting criteria or an empirical metric belong
under other. It is to be noted here, primary studies often do not exclusively base their
evaluations on one categorization and occasionally fall under more than one such
categorization. For instance, a study carrying out its evaluation through simulation,
and followed by hardware implementation.

Instruction Set Architecture

Instruction set architecture (ISA) refers to the syntactic and semantic realization em-
ployed at machine level; to which the compiled software is assembled for execution.
In this regard, we found the following different types of ISAs, subject-mattered in our
primary studies: Intel(x86,x86_64), ARM, RISC, Nvidia-Cuda, MIPS; and other — refers
when the subject-matter of a study covers more-than-one ISA; not-any-particular ISA;
or a lesser known ISA(such as Texas Instruments MSP430).

Leakage Vector

Leakage Vector refers to the side-channel means through which the sensitive infor-
mation leaks or emanates. In this regard, we consider the following main leakage
vectors: access patterns, contention, sharing, dependence, duplication, EM, execution, fault,
interruption, power, speculation, state, and timing. ~ Access patterns refer to the re-
current pattern of a hardware resource access, through which high level behavior
of the requesting entity can be inferred. This can later be used as a ladder step to
either assist or rely for further malicious exploitation. In contrast, contention refers
to at least two entities contending to get access to a shared resource, in lieu to their
functional demands. Similarly, sharing refers to serving, a provided functionality by
a non-dedicated resource, fulfilling needs of requesting entities. Whereas, dependence
refers to an essential provision of a resource as a prerequisite to an operation being
successfully carried out. In contrast, duplication refers to creating a duplicated copy
of some requested resource for a requesting entity to fulfil its need. Moreover, EM

refers to electromagnetic emanations which can be observed at a distance without
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physical proximity. These emanations can be utilized to infer the underlying state
and ongoing activities of the system radiating them. Similarly power refers to the
electrical power being consumed in relation to hardware demand. Whereas, execution
refers to the act of instruction execution on a processor. Fault refers to means through,
which the sanity of internal state required for correct computation is disturbed, hence
leading to discarding of intermediate computation . In contrast, interruption refers to
an event, which needs to be served immediately and cause temporary suspension of
lower-priority execution happening at time of interruption. Speculation refers to an
act of out-of-order execution of instruction stream ahead-of-time based on predictable
path which could either be utilized or discarded later on, dictated by the actual path
computation demands. Similarly, state refers to an existing internal state of a resource
which would lead into one of the possible future states. Lastly, timing refers to the
elapsing of time interval between two microarchitectural events of interest.

Leaking Component

This refers to the microarchitectural functional unit or subsystem which is the source
of side-channel leakage using one or more leak vectors. The constituents for this sub-
category, that we relied to organize the primary studies are: buffers, caches, instructions,
interconnects, memory, microprocessing elements, tee(trusted execution environment) and
timers. Essential among these subcategories have been described in Section 3.4.1

3.3.2 Mapping Results

In the following subsections, we will present the quantitative and qualitative results of
our systematic mapping study with respect to the classification scheme described in
Section 3.3.1.

Publications Timeline

We curated a total of 84 primary studies(Table |A.1), Figure 3.1 illustrate their publi-
cation timeline over the years from 2006-2021. The figure shows that research in the
subject area of this mapping study becomes visible in year 2006 and gained gradual
attention over the years until 2017. From 2017 onward, this research area gained more
and increasing attention to date, as evident from sharp increase in the number of
publications. Moreover, Figure 3.1 also illustrates that the pool of primary studies we
assembled is fairly recent, as 76% (i.e. 64 out of 84) were published in the last 5 years
(i.e. 2017-2021). It is to be noted regarding year 2021, the studies were included until
the end of September, so we do not have a complete number for this year. However,
based on linear regression estimates, 19 more publications were anticipated for the year
2021.
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Figure 3.1: publication timeline of primary studies. The timeline spans from 2006 to
Sep-2021. The predicted number for 2021 is marked by the red circle

Research Spots

Figure 3.2 highlights the research spots as matrix of bubbles, addressed by our set of
primary studies. The size of the bubble is proportional to the volume of studies at

the intersection of each pair of leakage vector and leaking component being involved.
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Figure 3.2: Research spots for leakage vector vs leaking components
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Figure 3.3: percent-wise contribution of primary studies wrt to (a) research facet, and
(b) contribution made. The bar length in the plots indicate the percentage, and the
integer value on each bar indicate the actual count.

Moreover, the figure also reveals the hot and cold spots, where research has focused and
vice versa. The cold spots, maybe due to the fact that perhaps actionable exploitations
and their remediations have not been observed yet. Nonetheless, it is to be kept in
mind that the set of primary studies are primarily assembled based on a strict criteria
designed to address research questions. If a study violates any of the contraint of the
selection criteria, it is simply dropped. In this regard, the areas which are underlooked,
perhaps had been affected by contraints of selection criteria. Nonetheless, we tried
to carefully select and vet the primary studies which ultimately comprised the final
pool. Moreover, it is out of the scope of systematic mapping to exhaustively assemble
all published literature on the subject, because this matter is goal of a research survey.
Nonetheless, the figure illustrates the research characteristics of the primary studies.
Among notable patterns in Figure 3.2, we observe contention and timing as leakage
vectors have been involved across almost all(7 out of 8) leaking components. In a
similar manner, cache and trusted exe. env as leaking components have been involved
across most(10- and 9- out of 14) of the leakage vectors.

Research Facet and Contribution Type

We classify the primary studies(Table A.1) along axes of research facet, main contribu-
tion, among other subcategories of study classification scheme (Section 3.3.1). Figure 3.3

illustrates both of these classifications percent-wise and the actual number of studies in
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that category. We see that most of the primary studies belong to validation research (50
out of 84), followed by evaluation research (26 out of 84) and lastly, solution proposal (8
out of 84). It is to be noted that, solution proposal are customarily [MTE™21], excluded
as part of study selection criteria, because by nature they lack considerable evaluation.
. However, we opted to flex on this practice and in the final iteration of our study
selection process, we included a small number of 8 solution proposal studies. Since, we
found their presented ideas to be interesting and relevant in the scope of our research
questions.

Along the same lines, we observe from Figure 3.3(b) that 69% of primary studies are
actually contributing a proposed approach backed by their evaluations. However,
remaining 31% may or may not exclusively contribute tool (4 out of 84), metric (6 out
of 84), framework (8 out of 84) and criterion (1 out of 84). It is to be noted that not
necessarily a study exclusively contribute to one particular categorization, but rather

on occasion contribute to more than one categorization at the same time.

Target Platform and Instruction Set Architecture

In terms of target platform hardware(Figure 3.4(a)) and instruction set architecture
of cpu(Figure 3.4(b)), we see that all of our primary studies have considered them
all, albeit to various degrees as shown through percent-wise proportion in Figure 3.4.
However, we do observe that commodity hardware platform and Intel x86* ISA has the
largest share overall, which is to be expected because of their proliferation worldwide.
Nonetheless, we see contribution from other ISAs and platforms too, which reveals
an important fact that microarchitectural exploitations and vulnerabilities are not
characteristic to one specific platform and ISA, but rather are being applicable to the
whole spectrum of computing hardware.

Evaluation Methodology

The percent-wise distribution of types of evaluation methodology employed in the
primary studies is shown in Figure 3.4(c). It can be seen that 52% and 25% of primary
studies opted to evaluate on real hardware and FPGA respectively. In contrast, 21%
and 15% opted for simulation, software implementation based evaluations. Lastly, a
meager 3% are categorized under other, where aforementioned categories do not apply
(for instance, studies which propose criterion).

3.4 Discussion

In this section, we discuss our results with respect to the research questions. Further-

more, we compare our findings with previous works to contrast similarities and discuss
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Figure 3.4: percent-wise contribution of primary studies wrt to (a) target hardware
platform and (b) instruction set architecture. The bar length in the plots indicate the
percentage, and the integer value on each bar indicate the actual count.

the limitations of study and directions for future research.

3.4.1 What are the aspects of microarchitectural artefacts which
contributes to sensitive information leakage to compromise

security and privacy?

Undesired information leakage from microarchitecture often originates due to spatio-
physical implementation of the cpu, the design optimizations, employed trade-offs,
and temporal resource allocation among various functional units, as program execution
happens. Effective resource allocation and optimal scheduling of functional units can
deliver desired performance but may not deliver perfect security. From the existing
security research, diverse aspects of microarchitecture had been explored to discover

security vulnerabilities; often involving one or more components being engineered into
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an information leakage state meant to be exploited for sensitive information exfiltration.

The data extraction from the primary studies(Table A.1) in this mapping study, iden-
tified the following artefacts compromising security. We will provide a high-level
overview of each in the following paragraphs. Whereas, more focused and techni-
cally inclined, security specific account will be covered in Section 3.4.2. The presented

content in this RQ should serve as primer for a starter audience.

Caches are small memories, meant to bridge the data-access latency between slow
but large physical memory and fast CPU(s), by buffering frequently accessed data.
On modern systems, typically there exist multiple cache levels (L1, L2, often L3)
arranged in cache-hierarchy comprising the cache-subsystem. L1 cache is split as
instruction and data cache, followed by large shared L2 cache. On some systems L3
cache, also called last-level cache (LLC) is shared between all CPU cores. On modern
Intel microarchitectures, LLC is inclusive in nature[S18] which contains all data within
L1 and L2 caches.

Concurrent execution of multiple processes has an influence on the contents of shared
and private caches in a multicore environment. Moreover, hardware scheduling and
resource allocation policy determines the assignment of cores to executing processes
concurrently. Processes executing on the same core can access the core private caches
as well as shared caches. However processes even executing on different cores can also
influence content of private caches, belonging to other cores, through the propagation
of side-effects from shared LLC cache to all cores[S13]],[S18]. Thus, code execution and
data access, ripple through the cache hierarchy in ways, to which an adversary can

exploit.

The memory controller handles memory accesses to DRAM when data requested by
CPU is not available in cache. Memory controller serves a data request, by translat-
ing the given physical-address into an internally maintained DRAM map of channel,
bank, row and column information. Furthermore, the memory controller arbitrates
internally among concurrent memory accesses through scheduling and buffering poli-
cies. Depending upon the choice of these internal policies, they exhibit an effect on
timing variations and frequency of conflicts during bank- and row- address resolutions.
Certain combinations of these policies result in exploitable timing differences, which

an adversary can leverage [S21].

Memory deduplication is a mechanism to save physical memory space by keeping one
copy of duplicate memory pages as long as the pages are unmodified, if so, the modified
page(s) is isolated and kept as a separate independent page. Memory deduplication
is often deployed as a cost-saving measure in the context of several virtual machines
hosted on a single machine. However, studies revealed that memory deduplication can

be feasibly exploited in a cross-vm covert-channel attack [S33].
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Generally any microarchitecture essentially comprise on specialized processing ele-
ments generally referred as functional units; and intemediate temporary storage ele-
ments, referred as registers and buffers. Instructions of a program execute in a pipeline
and typically go through instruction- fetch, decode, execute, memory and writeback steps.
During each stage of this pipelined execution, the intermediate results are stored into
pipeline-buffers and arguments and configuration is provided through intermediate
registers. The contents within buffers and order of register allocation have significant
impact on the internal state of the cpu core and could be exploited to engineer an
internal state such as, intervals of transient execution could be prolonged to increase
effectiveness of attacks reliant on transient execution [S58]. Furthermore, under favor-
able internal states, nefarable power and electromagnetic side-channel attacks [S54]

could be carried out.

In recent years, a paradigm in secure computing has emerged themed around its
reliance upon hardware based Trusted Execution Environment (TEE), realized in soft-
ware through enclave programming [SYG']. CPU vendors provided TEE envi-
ronments through microarchitectural extensions for instance; ARM provided ARM-
TrustZone [NMB™16] and similarly, Intel prior to 2015 provided TPM+TXT [WR09]
and later Software Guard Extensions (SGX) [MAA™16].

Intel SGX creates an isolated execution environment called as enclave; which provides
a protected, secure and isolated sandbox to code segments in a user process. In such
aforementioned code segments, sensitive computations are carried out, which rely on
some secret information such as cryptographic attestation. The notion here being to
protect this user process from supervisory software such as OS or hypervisor, which is
considered untrusted. However, in recent years various microarchitectural attacks have
been demonstrated to break the security provided by SGX, despite strong isolation
guarantees of this mechanism [S78], [S77].

Modern microarchitectures provide an enhanced type of program execution, termed as
Speculative Execution. In a nutshell, processors can speculatively fetch and execute a
stream of instructions, ahead of time and precompute the outcome. If program actually
proceedes along this aforementioned path the precomputed results are already avail-
able, thus, improving overall throughput. However if not, aforementioned outcomes
are discarded, and the stream of instructions is simply retired an execution state is
rolled-back. Regardless, of the sanity and integrity of execution state, speculative
execution leaves behind trails of temporary microarchitectural state changes, such
as entries in the cache and/or usage of execution units. Existing research revealed a
number of side-channel attacks exploiting aforementioned state changes to exfiltrate

sensitive information, which otherwise was not possible [S71], [S8].

Prefetching is among few of the employed methods besides speculative execution and
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branch prediction; to enhance performance, in modern CPUs. Hardware prefetchers
are those microarchitectural units that perform the task of prefetching and handle
associated aspects. In a nutshell, prefetchers increase the cache hit rate through spec-
ulatively prefetching data that would potentially be requested in future. For this
task, patterns of memory access requests from CPU are observed and speculative data
fetches are issued. Prefetchers exist in a hierarchy among all levels of cache-to-memory,
such as L3-L2, L2-L1. Details of inner workings of prefetchers are usually proprietary
and vendor specific that are subject to change as microarchitecture evolves. Broadly
speaking prefetchers are categorized into next line prefetchers and stride prefetchers; the
former simply prefetches the next line for a current cache-line in use, while the latter
learns patterns of memory access to establish if there happens to be stride between
data accesses. Recent research revealed that prefetchers can be exploited to establish a
high-bandwidth covert-channel across processes, without relying on cache memory
(whose role is typically essential in the attack dynamics), which makes such channels
much more stealtheir and possess the ability to transmit information in the order of
several tens of KBps [S38].

PCle (Peripheral Component Interconnect express) is the de-facto protocol through
which CPU and high-speed peripheral devices(GPU, NIC, etc.) are connected. In server
and data-center settings, ever increasing number of peripheral devices are needed
to be connected on a single machine. However, Intel CPUs offer fixed and limited
number of PCle interfaces, which is inadequate to connect many devices to available
interfaces. However, this inadequacy is resolved through employing PCle switches
thus, allowing desired number of devices to be connected. However as a side effect at
times congestion and contention do happen when multiple devices are contending for
bandwidth. Although, such contentions do affect performance of connected devices,
nonetheless, they also threaten the security and privacy of data transfers. If suitably
equipped, an adversary can leverage PCI contention to his advantage and exfiltrate or
infer sensitive information through this channel. In a recent study [S53], an adversary
has been demonstrated to be able to directly access contents of victim’s memory in a

cloud based environment through aforementioned channel.

Modern CPUs are equipped with a range of onboard electronic modules to ensure
operational reliability despite changing conditions in the surrounding environment.
These modules are meant to manage power, regulate voltages, protect against excessive
temperature, sense current draw and so on. However, these modules are not devoid
of leakage, through which an adversary can snoop onto the inner workings of a CPU
core. Typically in adversarial settings, power and electromagnetic emanations are

leveraged [S39] to either infer or affect the inner state of CPU core.

In the preceding account, we observe that artefacts leading up to compromised se-
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curity and privacy are not limited solely to one specific aspect of microarchitecture.
However, they span across physical components such as cache, memory, registers and
interconnects; to name a few. Nonetheless, they also span across executional mechanics
of speculation, prefetching and so on. We also observe that, aforementioned artefacts
spread across contention, timing and access behaviors; last but not least, interestingly,
the onboard electronics contributes to artefact emanations in the power consumptions

and electromagnetic emissions.

3.4.2 How some of the recent microarchitectural surfaces were

crafted and turned into feasible attack corridors?

In the preceding RQ (Section 3.4.1), we presented a highlevel overview of the artefacts
emanating from microarchitectural intricacies which ultimately are leveraged by adver-
saries to compromise security and privacy of computing system. In this RQ, we intend
to cover the ways through which aforementioned artefacts are utilized to feasibly craft
attack corridors. Based on the reportings and systematic classification from our primary
studies(Table A.1), we subgrouped the studies on leaking component basis and will
briefly summarize to highlight, how attack corridors had been crafted. Towards the
end of this RQ, we will present notable mentions from our primary studies, which
in our subjective opinion stand out from other works and present a notable research

contribution.

Cache subsystem

From our curated set of primary studies, microarchitectural cache-attacks appear as a
frequent theme. In the following, we will briefly summarize and highlight the aspects

through which this involvement was observed.

Fernando et al. [S70] audits strength of cache mapping functions through their pro-
posed framework and thus, reveal several vulnerabilities. The study emphasizes
that sophisticated mapping functions, obfuscating address mapping to cache sets are
needed. The authors, pointed out a malicious process can significantly infer portion
of encryption key, utilized by a victim process, through indirect observation of cache
sets being accessed. However, this approach requires, in-advance knowledge about
how addresses are mapped onto cache sets by the hardware. This cache set map-
ping is performed through specific cache mapping functions, the details of which are
often proprietary[YGL"15]. Weak cache mapping functions reveal a subset of the
address bits that can be inferred by malicious processes. In this regard, one-to-one
mapping functions were found to be weakest, which can reveal all n bits of set-index.
Moreover, larger memory footprint also leaks a significant portion of cache tag. Thus,

information-theoretic security of mapping function is absolutely essential.
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In contrast, caches are found to be leaking, on-going data accesses of concurrently
executing processes, through fine-grained timing observations. In such a setting, a
malicious process manipulates the cache intentionally to either transmit information to
a co-collaborating process, or to infer secret data being accessed by a victim process. In
such settings, cache access patterns of the spy process happen to conflict with in-cache
data being processed by a victim process. Such conflicts lead to data evictions from
cache lines, followed by data loads for affected process. These events of evictions fol-
lowed by loads, are observable in varying access latency which can be captured through
fine-grained time measurements, made by a different process executing concurrently.
To serve malicious intentions, such time measurements can be leveraged to pinpoint
the cache lines being in current use by a victim process, which may be processing
sensitive data. This information leakage through timing channels is a prevalent threat
as caches expose a large attack surface and they are difficult to mitigate, since malicious
processes merely modulate the timing behavior and do not leave any other malicious
traces. This aspect has been of particular focus in some of the primary studies such
as [S67], [S15] discussed in Section 3.4.3| of this work.

Memory subsystem

Semal et al. [S21] present two novel microarchitectural covert channel attacks demon-
strating a vulnerability surrounding scheduler of memory controller. These attacks
are particularly potent in the context of cloud based virtualization environment. The
underpinnings of the attack dynamics involve a malicious pair of sender and receiver
processes sharing regions of DRAM banks. The sender process continuously create
intentional memory-bank conflicts to encode a covert message; this as a side-effect
making the channel scheduler in memory controller to modulate latency, intended for
receiving process. The receiver retrieves covert message by continuously performing

uncached memory accesses in a pre-determined memory bank.

Lindemann et al. [S33] revealed that memory deduplication mechanism can be ex-
ploited, and demonstrated that a malicious virtual machine can identify software
configurations of co-located virtual machines sharing physical memory of host. The
attacker first establishes the knowledge about the exact subset of memory pages that
would uniquely identify, broadly an application and specifically its version. This subset
of memory pages is referred as application signature. The attacker overwrites the
signature pages believed to be present in victim VM. The attacker silently waits for
deduplication to take place, and afterwards rewrites the signature pages and measures
the time needed. The time measurements serve as an indicator about the pages that've
been overwritten during deduplication and infers from this information, if that specific

application and its corresponding version is present on the victim machine. Similarly,
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Gulmezoglu et al. [S44] have relied on deduplication mechanism as a pre-step to carry
out their proposed cross-VM attack on AES implementation.

Semal et al. [S64] cited a memory order buffer attack resulted as a side-effect of write-
after-read hazards, also known as 4k-aliasing. The said hazard causes load/store
bandwidth to drop, which can be leveraged to create a covert channel between two
hyperthreads of a CPU core. In essence, the sender either fills or empties a 4k long
buffer, meanwhile the receiver continuously probes load addresses on page-aligned
boundaries. The probing operations reveal pattern of fills manifested by the sender.

Shi et al. [S7] have assessed the implications of unencrypted memory addresses while
fetching data, in the context of secure processors. While the actual data may be
encrypted but not necessarily the actual address being presented on the system bus,
connecting secure processor and memory. The data stays in encrypted state within the
memory, but once it is being processed, its decrypted on-the-fly. However, speculative
execution poses a challenge; as it can potentially enables an adversary to snoop on this
otherwise encrypted data. During speculative execution, this encrypted data is fetched
ahead of the time and being decrypted for subsequent processing. An adversary can
issue, a plain memory address of choice, and thus infer about the contents of encrypted
data, cashing-in upon this speculative decryption. Thus, the ability of unencrypted
data being snooped, in relation to knowledge of its memory address, defeats the main
purpose of a secure processor. The authors propose remedies to this issue by proposing
anumber of alternate designs of a speculative pipeline for secure processors, integrating
secure decryption with integrity verification. Furthermore, the authors evaluate the
performance and security trade-offs of each of those designs.

Microarchitectural Buffers

Barenghi et al. [S59] have investigated the extent of microarchitectural information
leakage attributed to execution pipeline buffers, and found out that significant infor-
mation leakage was observed in the power traces, obtained during compute-intensive
program execution. The observed leakage was uncorrelated to data-dependencies
among instructions but rather the order of register allocation for program loads/stores.
Moreover, minor changes in the order of register allocation potentially lead to ex-
ploitable vulnerabilities. In particular, Issue and Execution state (IS/EX); Execution
and Writeback (EX/WB) ; ALU output buffers and Memory Data Register were main
contributors of leakage which tended to get highly influenced from the order of register
allocation. In [S54] the authors also found the role of pipeline buffers and associated

functional units to cause power-based information leakage of various degrees.

Schluter et al. [S71] have also focused on the role of buffers in information leakage.

The study investigates role of line-fill buffers (LFBs) in harboring microarchitectural
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data sampling attacks. Such attacks exfiltrate in-flight data of concurrent processes
executing on logical cores during speculative execution in the event of page faults.
Moreover, the study cites the role of store buffers, fill buffers and bus configuration

registers as culprits of leakage.

Kim et al. [S58] have exploited return stack buffer (RSB) to lengthen the window of tran-
sient execution and leverage this to create a more potent variant of Meltdown [LSG 18]
attack. Their proposed exploitation technique enables establishment of covert chan-
nel without requiring a context switch and provides a better tolerance to noise based

countermeasures.

Trusted Execution Environments (TEE)

In our curated set of primary studies TEE exploitations were another prominent theme.

In the following we will briefly summarize those studies.

Gysenlik et al. [S82] show, in a novel attack, that legacy features for backward com-
patibility of x86 instruction set can be leveraged to compromise security of 32-bit SGX
enclave. The attack abuses x86 segmentation unit to reveal enclaved memory accesses
at granularity of page-level and in more favorable conditions to even byte-level. In
essence, their presented attack loads the segmentation unit registers with an engineered
configuration, which will ultimately lead to either a general protection fault or an
ordinary page fault. The pattern of page faults reveals secret-information dependent
memory accesses inside the enclave. From this information structure of sensitive code
doing secret processing is inferred and control-flow can be spied upon. This study is
notable in this regard to be first, exposing avenues for newer attacks exploiting legacy
x86 features, which will remain part of Intel CPUs for backward compatibility in the

foreseeable future.

Moghimi et al. [S78] demonstrate, secret information retrieval from a SGX enclave.
Their attack exploits false dependence of memory read-after-write to serialize access
to specific 4-byte memory blocks of a victim process, performing data retrieval from
enclave-memory while executing inside an enclave. This serialization results in an
observable latency of, otherwise a constant-time code implementation. Analysis of
these patterns of latency, reveals the sequences of table lookup, which serves as crucial
step to exfiltrate the secret cryptographic key.

Schwarz et al. [S77] present a practical SGX enclave based malware. Their work
details an attack from a compromised malicious SGX enclave targeting co-located
enclaves. In their work, the malicious code exploits SGX enclave protection features to
conceal itself from operating system and thus thwarting discovery while remaining
stealthy. The malicious enclave can either attack other co-located enclaves, or can

launch attack on secure docker containers on the machine. The underpinnings of
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this attack utilize Prime+Probe [LYG™15] technique to determine cache-access patterns
through observing latency and consequently leveraging them to retreive an RSA private

key from a victim.

Skarlatos et al. [S32] target privacy of SGX enclaves, through microarchitecture replay
attacks. Such attacks rely on the hardware support to rollback and re-execute instruc-
tions under certain preconditions in a quasi-transient state. The attack details an SGX
adversary, which exfiltrates secret information from enclave-private memory of a vic-
tim through making it, repeatedly replay on page-faults. The repeated replays enable
the adversary to break the privacy of the enclave and learn about secret enclave data
to the maximal extent possible. Their approach positions itself as a potent technique,
which can function effectively, even in the presence of considerable noise, utilized, as a

means to countermeasure.

Lang et al. [S72] point out tactics of a malicious adversary having a complete control
over OS, through which traffic to-and-from the outside world to a secure enclave can be
influenced. One potential way is being the ability to frequently interrupt and preempt
execution inside enclaves from outside. Such repeated interruptions could potentially
land an enclave into such meta states, through which information can be exfiltrated.
Moreover, in such a setting the adversary being untrusted OS can block, delay, replay,
and modify all communications issued from outside towards an enclave that would

assist establishment of a weakened inner state feasible for carrying out attack.

Prefetchers

Up until recent past [Sze]], microarchitectural attacks targeting prefetchers, in a prac-
tical setting, were non-existent, however recently researchers have finally exploited
prefetchers after empirical investigation of their inner workings and leveraged this
knowledge to craft successful attacks.

Patrick et al. [S38] present a microarchitectural covert channel attack targeting hardware
prefetcher on modern Intel CPUs. The presented attack establishes a bi-directional,
high-bandwidth covert channel, which is stealthier and can avoid detection. The
attack employs stride prefetcher to differentiate between accesses to data blocks: when
they had to be retrieved from memory versus if already been prefetched into the
cache. Timing differences serve to make this distinction. While running concurrently,
spy process intentionally engineer sequences of prime and evict operations from L3
cache to perturb the thus-so-far learnt sequences by stride prefetchers. The degree of
perturbation is used to encode bits of covert message while consequently is decoded
by receiver process, through monitoring prefetch behavior.

Prefetcher had been used to build a covert channel in the aforementioned study. How-

ever, in the case of cache side channel attacks, prefetching unintentionally serves to
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hinder attack’s effectiveness. Prefetching speculatively brings data into cache line,
which weakens the attacker’s ability to distinguish whether cache line had been fetched
on demand by the victim or had been speculatively brought for victim by prefetcher.
Wang et al. [S46] pointed out this shortcoming and presented a work-around solution
in order to enhance effectiveness of cache side channel attacks, thus making them more
potent. The main challenge they addressed is to understand and reliably model the
uncertainty in prefetching patterns, which originates due to undisclosed proprietary
details of the inner-workings of prefetchers by CPU vendors. In their presented work,
the authors reverse engineered these inner-workings for Intel CPUs and developed a
statistical description of their behavior. This description is later leveraged to strategi-
cally craft and place probes to build enhanced versions of cache side channel attacks.
In their work, they have show cased Flush+Reload [YF14] attack, which is more potent
and equipped with ability to effectively minimize the disruptive behavior caused by
prefetcher.

PCle

Tan et al. [S53] uncovered this issue and presented attacks, through which adversary
can learn sensitive information spanning from keystroke timings, visited webpages
to machine learning models being used on a GPU; inferred from patterns of PCle
contention. Such attacks are particularly relevant in the settings of cloud computing
and data-centers where co-resident virtual machines can snoop on each other. The un-
derpinnings of their presented attack assume a pair of peripheral devices connected to
same PCle switch, one serves the adversary process while another serves the victim pro-
cess. The adversary is interested to learn distinguishable patterns in IO latency routed
through PCle switch, and these patterns are post-processed through a supervised
learning approach to infer victim’s state. The adversary can intentionally choke PCle
switch to a degree that causes these patterns to emerge, as a side-effect to intermediate
buffering of data transfers for reliability.

Performance Counters & GPUs

Graphical Processing Units (GPUs) became one of the must-have component of mod-
ern computer systems, meant to provide enhanced capabilities and performance for
graphical workloads. However, unlike originally intended their sole purpose did not
remain to process graphics, but they were leveraged to aid processing of data-intensive
workloads. The GPU vendors aided this ability through providing access to multitude
of inner APIs and on-board registers which aid development and profiling. However,
under specific scenarios GPU, as a resource, when shared between multiple concurrent

workloads, enables a spy application to snoop on the behavior of a victim.
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Naghibijouybari et al. [S35] have presented a number of attacks focused on GPUs to
showcase exfiltration of keystroke timings, website fingerprinting; and inferral of inner
parameters of neural network. All these aforementioned attacks have been achieved
through misusing low-level GPU APIs for malicious purposes; monitoring and thus
pattern-mining the graphical memory allocation statistics; and monitoring values inside

performance counters to infer upon state of GPU activity.

Performance counter are special onboard registers, which can be accessed for profiling
the current state of a GPU or CPU. Naghibijouybari et al. [S35] have demonstrated
the information leakage through GPU performance counters to a spy process, to infer
the graphics workload being rendered for a victim process. This information was
enough to fingerprint websites. In such setting, a victim process such as web browser
renders the web graphics through GPU; the workload being rendered leaves a trail
of deviated values in the performance counters. The spy process employs machine
learning to classity these trails and can identify with perfect accuracy which websites
are being visited by victim. Moreover, in a similar setting, the interleavings between spy,
victim, and other processes due to GPU scheduling influence the values in performance
counter, which enables spy process to infer scheduling order of workloads as well as

infer keystroke timings of a victim process during its IO sessions.

Dutta et al. [S13] describe the opportunities for microarchitectural attacks among GPU
to CPU and viceversa. The authors argue that such GPU-CPU cross-component attacks
are novel and could enable an attacker with new capabilities. Moreover, any counter-
measuring research will face unique challanges in these contexts. The authors describe
two ways to exploit contention arising from shared components among GPU-CPU.
To this end, they demonstrate attacks aimed to establish covert channels exploiting,
shared LLC among Intel CPU and integrated GPU; and the ring-bus interconnect
among GPU-CPU. In the first attack scenario, the malicious processes run on CPU and
GPU go through handshake routine and synchronize themselves from there the actual
attack involves a pre-agreed upon LLC cache set being Primed+Probed as a way to
encode-and-transmit information. Similarly, the second attack employ contention to
encode-and-transmit such that if both GPU-CPU simultaneously accessed ring-bus the
contention observed is significantly higher than, if each of these components accessed
one after another. Furthermore, the authors describe ways to further make such attacks

more capable by employing GPU parallelism to enhance covert channel bandwidth.

Onboard Electronics

Sehatbakhsh et al. [S39] demonstrated microarchitectural security vulnerability through
targeting onboard electronics of CPU core. In their work, the authors focused on

voltage regulator module (VRM), which serves to stabilize voltage variations to CPU
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core, in presence of either power fluctuations or workload variations. Moreover, a
CPU can minimize its power consumption through switching itself into one of the
operating power states, via software configuration of VRM. The authors observed that,
electromagnetic emanations from VRM were directly correlated with operating state
of the CPU. Leveraging this behavior, a malicious adversary could establish a covert
communication channel, through manipulating a VRM by switching among possible
operating states and hence transmitting secret information, from victim to a remote

system. In their work, the authors showcased keystroke logging through this approach.

Notable Mentions

For this RQ, we elected papers, which were categorized under threat during our study
selection process. Moreover, we considered the papers published in the last three years,
as we consider them to be relevantly recent. Also, we further narrowed down our
selection to papers, which we felt standout in the way of their attack dynamics. It is to
be noted, that by no means we intend to provide a detailed account of each study in
this section, yet we highlight the aspects at a high level, which is suitable to answer the
current RQ. Next, we present those papers.

Chowdurry et al. [S8] leverage this observation that conditional branch executions in
a speculative path have an affect on the continuously maintained history of branch
predictors. Regardless, whether such speculation leads ultimately to abortion; the
branch history is never restored back to its original state. Thus, the internal state of
branch predictor is permanently affected. An adversary can either passively observe
or actively modulates this speculatively affected history, as means of covert commu-
nication with a malicious peer process. The information encoding is done through

predicting outcome of a conditional branch, and predicting the branch target’s address.

Trippel et al. [S9] leverage formal methodology to discover vulnerabilities under specu-
lative execution and then, synthesize the corresponding exploit programs. From a given
specification of microarchitecture represented as a special graph form; the approach
reasons about the orderings and interleavings of the hardware execution events, in
relation to a program execution. This reasoning, mines for indicative behaviors leading
up to the exploit scenarios. Once an exploitable pattern is found, several programs can
be synthesized in automated manner, exploiting the vulnerability in potentially feasible
ways. The approach showcase its unrivaled ability by discovering several novel and
known-existing vulnerabilities under pure speculative execution. Moreover, notable
timing and cache based vulnerabilities have been uncovered through same approach .

Saeshwar et al. [S36] demonstrate a feasible cache covert channel that although work
on the principle of cache-line flush instruction, yet is flush-less in nature. Attacks

relying on cache-line flush instruction were known to be some of fastest ones. How-
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ever, their inherent reliance on flush instruction requires sender and receiver in tight
synchronization to maintain low error-rates. The authors conjuncture that even higher
data rates could be delivered, if asynchronous coupling between sender and receiver
could be established. They observe, sequentially accessing a large-enough address
space (comparable to size of LLC) implicitly triggers cache-thrashing operation (i.e.
where previously accessed entries from LLC are automatically evicted to create room
for newer requests). Leveraging this property, a malicious sender, if consistently stays
ahead, and sequentially access successive addresses in a large array; and a receiver,
who slightly falls behind to observe the incurred LLC-misses; covert information can be
encoded and thus exchanged. However, in reality speculative execution and prefetch-
ers can cause major disruptions by polluting cache to this aforementioned scheme.
Thus, a coarse synchronization between sender and receiver, of the order of once every

few thousand accesses is required as means of addressing this limitation.

Schwarz et al. [S79] present NetSpectre; a network-enabled variant of Spectre at-
tack [KHE"19], capable of mounting the attack remotely. Typical Spectre requires
local code execution targeted at cache on a victim machine. However, failure to achieve
s0, keeps the victim secure. The authors overcame the fundamental reliance of attack
dynamics on cache eviction. The authors had previously researched on vulnerability of
AVX-instructions (i.e. vector operation instructions for x86). Leveraging their existing
understanding, they successfully circumvented the reliance on cache eviction. In a
nutshell, AVX operations do exhibit operation-dependent timing differences, which
can be exploited to create a timing-channel. Although the data exfiltration rate is of
the order of few bits per hour, nonetheless the presented approach demonstrates a
fundamental paradigm shift in microarchitectural attacks.

Han et al. [S23] introduce exploitation of a special-function MEE (memory encryption
engine) shared cache, which is part of Intel SGX enclaves. In particular, MEE cache
frequently keeps portion of integrity tree data structure, meant to serve integrity and
freshness of enclave-private data. The exploitation relies on this key observation that,
for each enclave-private data access, number of MEE cache access varies. This number
is directly influenced by the state of the aforementioned tree structure. The attack
approach adopts the foot steps of a typical Prime+Probe methodology, systematically
forcing integrity tree updates through MEE cache. The pattern of updates are leveraged

for covert channel communication in a cross-enclave setting.
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3.4.3 How effective are the proposed countermeasures of
microarchitectural side-channel attacks and whether these
countermeasures are generalizable? Can these generalized

countermeasures can predict/prevent zero-day attacks?

We identified the studies from our list of primary studies(Table |A.1), in which the
primary focus has been presenting a countermeasure approach to address a microarchi-
tectural threat. In this regard, we found out that such studies discussed the scope and
effectiveness of their presented approach to various degrees. To answer our current RQ,
we chose to include a subset of those countermeasure-presenting studies; in which the
effectiveness and incurred overhead had been evaluated and thus, discussed by their
authors. In this regard, we chose not to include those studies, in which the approach
had either been presented but performance overhead has not have been evaluated. In
particular, we chose not to include studies, categorized as solution proposals, as they

lacked or partially addressed aforementioned evaluations.

We observed that some primary studies in conjunction to numerical reporting also
qualitatively state in adjectives, the degree of the effectiveness and performance over-
head of their approach; which serves as convenient take-away for the reader. Such as
highly effective approach and negligible performance overhead. On the contrary, other studies
only relied on numerical reporting, such as percentage. However, such inconsistent
reporting style, forced us to follow the following categorization scheme, utilized to
group studies in order to aid answering this RQ. We opted to categorize the reported ef-
fectiveness to countermeasure in two levels alongside their notations as: highly-effective
(Hc), and simply an effective (Ec) countermeasure. Similarly performance-overhead in
three levels: low (L,), moderate (M,), and high (H,) overhead.

We assigned H¢ label to those studies where the authors described their approach’s
effectiveness in superlative adjectives such as (quite-, highly-, extremely- etc.) or the nu-
merical reporting between 85-100%; and E¢ for vice versa. Similarly, the performance-
overhead reporting under, adjectives such as (negligible-, low-, practically-zero etc.)
or numerical reporting between 0-5% has been assigned L,; comparative degrees of
adjectives such as some-, tuneable-, moderate- etc. or numerical reportings between 6-20%

been assigned M,; and for remaining cases H, has been assigned.

Table 3.2/ presents the study IDs selected for this RQ, study categorization, effectiveness-,
and the degree of incurred overhead-; of the proposed approach in that study.

In the following, we will present the answer to the individual parts of this RQ.
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Table 3.2: Categorization of primary studies presenting countermeasure approaches.

_studyid effective overhead zeroday

5S40 H, Lo

548 H, L,

Sé6 H, L, 4
S12 H, L,

S67 H, L,

S31 H, M,

S15 H, M, 4
S41 H, M,

545 H, M,

S51 H, M,

543 H, M,

S72 H, H, 4
S75 E. L,

S56 E; M,

S27 E. L,

S52 E. L,

S47 E. L, v
S24 E. H,

S55 E. M,

Effectiveness and generalizability of proposed countermeasures

The studies selected (Table 3.2) to answer this RQ comprise 22%(19 out of 84) from
our list of primary studies (Table A.1). Regarding effectiveness, 63%(12 out of 19) of
studies have been classified highly-effective and remaining 36% as effective. Regarding,
incurred overhead, 47%(9 out of 19) studies had reported low, 42% as moderate, and
remaining 10% as high overhead. Ideally, a countermeasure demonstrating high
effectiveness with negligible overhead is desirable, however, it may not always be
feasible. In the following we will briefly outline the countermeasure approaches from
the individual studies in Table 3.2.

In 567, Fang et al. present a countermeasure approach addressing cache based covert
timing channels, which tend to be an essential vehicle in large number of microar-
chitectural attacks. The proposed approach selectively monitor specific regions of
interest of cache(s) being participant in suspicious behavior. The cache-miss patterns
of aforementioned regions are recorded and constantly analyzed; if needed the size of
monitored regions can be adaptively increased or decreased. Any significant statisti-
cal deviations from predetermined normal behavior, raising alarm in those patterns

triggers mitigating action by the proposed approach.

Panda et al. S12 present an approach to defend against last-level cache eviction based
attacks. Such eviction based strategies open up avenues for cross-core attacks and

had been prominent in the recent years. The proposed approach leverages back-
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invalidation-hits triggered prefetching behavior, which, as a positive side-effect, pro-
vides defense against aforementioned class of attacks. Back-invalidation-hits refers
to the behavior, when a specific cache block(s) in the shared inclusive LLC, causes
data invalidation at the private cache(s) of a CPU core. Moreover, this may also cause
the prefetcher to preemptively bring-in newer data within affected regions of cache
hierarchy. The proposed approach had been evaluated to be significantly effective and

incurred negligible overheads.

Yuce et al. 56/ address fault attacks, which are particularly relevant in the settings
of embedded/IoT systems. In such attacks, the adversary engineers a controlled-
fault in the microprocessor through careful manipulation of the operating conditions,
such that the execution gets into a state, from which the secret information can be
exfiltrated. In the proposed countermeasure the operating state of microprocessor is
constantly monitored through various sensors and any fault-injection attempts triggers
the mitigative actions. The microprocessor maintains a hardware checkpoint of critical
system-state on per-clock basis. In the event of a fault-injection attempt the checkpoint
is frozen and subsequently a secure trap handler is initiated in the software, which
ultimately recovers the past known-good state and rolls-back to it; thus, thwarting
attack attempt.

Kumar et al. 5S40 propose an approach to enhance security of crypto-processors against
power and electromagnetic emissions, which could potentially be harvested remotely
and leveraged to weaken and thus, compromise its security. The authors argue that
contemporary approaches had secured, against attacks aiming to infer cryptographic
key through time-domain analysis of harvested emissions, yet they remain prone to
frequency-domain analysis. Time- and frequency-domain analysis are mathematical
techniques from signal processing, used to quantitatively study the signal properties,
such as time-varying behavior in relation to its composition of constituent frequencies.
The authors propose a hardware design enhancement in, low-dropout regulator (LDO)
module employing principles of non-linear digital control within its control-loop,
leveraging controlled randomization. This in-effect provides resistance against both
in frequency- and time-domain analysis. This proposed design enhancement has
enabled AES and RSA modules in a crypto-processor to remarkably deter against
aforementioned attacks.

Mane et al. 548 propose approach to systematically eliminate exploitable side chan-
nel leakage to enhance resilience of block ciphers(AES, DES, so on) in the context of
embedded processors. The authors argue that aforementioned leakage roots from data-
dependent electromagnetic signal transitions which manifest from data-dependent
processing at microarchitectural level. The authors observed that aforementioned leak-

age can be effectively mitigated at the level of implementation had Dual-rail Precharge
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Logic (DPL) been employed. DPL can be acheived as; every data bit and logic operation,
should be stored and processed simultaneously alongside its complementary form.
The authors prototype and then evaluate a soft-core CPU synthesized on FPGA, with a
custom instruction set and optimized memory organization following the principles of
DPA, and report promising results.

Zhang et al. S31 present a countermeasure approach to harden Intel SGX enclaves, from
leaking secrets, against exploitations carried out through engineering controlled page-
faults. In such exploitation attempts, the adversary relies on deterministic memory
access patterns against a provided known input. The proposed countermeasure is based
on emulating a secure memory subsystem leveraging an enhanced ORAM (oblivious
RAM [PR10]) protocol to load code and data into a pair of virtual caches. These caches
periodically shuffle and re-organize their contents, which in-effect poses an effective
barrier for the adversary leveraging controlled page-faults. The proposed approach
exhibits a tuneable performance overhead thus, enabling the system policy to balance

the trade-off between security and performance.

Guo et al. 515 present a countermeasure approach to cache-timing attacks in the context
of speculative execution; as intermediate transient states occasionally lead to vulnerable
cache states, from which secret information exfiltration is possible through analyzing
patterns in access latencies. The proposed approach, relies on symbolic execution to
systematically explore the state space of a program during speculative execution at
conditional branches, to analyze the side-effects on potential paths. The cache side
effects along each such path are accumulated and leveraged to create leak predicates,
which subsequently are utilized to perform cache-behavior analysis using constraint-
solving. Paths leading up to sensitive states, potentially leaking exploitable information
are thus known in advance and avoided through tailoring program execution.

Vougioukas et al. S41/focus on mitigating exploits relying on hardware branch predic-
tors, which are crucial for a high-performing system. However, they had been part of
security exploitations, forcing deliberate context switches to inadvertently alter inner
state to influence the branch predictions. As a result, an adversary can alter/perturb
the instruction flow of another context, unrelated to current execution context, thus,
opening up to a exploitable state. In the presented approach, the authors propose
branch-retention buffer as a novel mechanism to maintain isolated contexts during
context switching, thus, preventing vulnerable history alteration in the presence of
malicious attempts.

Kiriansky et al. 545 present an approach based on minimal hardware modification to
defend against a broad class of cache-state based attacks, involving the ones relying
on timing and speculative execution. The proposed approach utilizes strong isolation

achieved through protection domains. These domains segregate the cache-hit/miss

39



3. SYSTEMATIC MAPPING STUDY

metadata information and line replacement as well as cache update policies. Based on
the security requirements, the domains can be either adaptively granularized costing
performance, and/or nested together to establish a more performant yet coarse grained
policy. The authors furthermore argue that proposed countermeasure is inherently
robust against speculative execution attacks, such as Spectre.

He et al. S51 address mitigation for flush-based cache attacks in the context of em-
bedded /IoT systems based on ARM CPU cores. The authors highlight the potential
security threat demonstrated by Spectre attacks leveraging flush mechanism, leading
to potential exfiltration of sensitive information during speculative execution. The
proposed countermeasure provides a secure flush operation, encapsulating the native
flush instruction and mechanism to monitor its invocations. The invocations are con-
stantly logged to monitor, and any sequence of suspiciously close flush invocations are
used to zero-in on the malicious process, and attempts to flush are blocked; thus, safe
guarding the system.

Pham et al. 543 address, mitigation for timing-channel based information exfiltration
in the context of embedded/IoT systems based on the idea of program diversification.
In the proposed approach, a tailored LLVM compiler infrastructure is used to generate
custom instructions for security sensitive program regions. LLVM is an extendable
compiler framework aimed to support program analysis and transformations for
arbitrary software[LA04]. Aforementioned custom instructions exhibit diverse timing
characteristics, each time they are executed. However, hardware support is required
for such custom instructions. The authors showcase their proposed approach by
synthesizing a soft-core CPU synthesized on FPGA. In effect, the presented approach
effectively delivers mitigation of timing-channels up to 80%.

Lang et al. 572 present an approach to mitigate access/trace-driven cache-attacks on
secure enclaves, provided by Intel SGX. The mitigative approach leverages multiple
concurrent threads of execution inside the enclave to monopolize the whole CPU
during security-critical computations. These threads either perform enclave related
or dummy computations to keep all cores occupied, which as a result starves any
potential adversary attempting to carryout an attack due to CPU unavailability. In effect,
although the proposed method is effective, however, it has considerable performance
overheads.

Wau et al. 555 highlight the role of Simultaneous Multithreading (SMT) in contention
based attacks. They argue that experimental evidence reveals, SMT provides broader at-
tack surface as it exposes more microarchitectural components per-core than cross-core.
Moreover, known protection mechanisms against such attacks incur high performance
overheads and often remain partially effective, against newer attack variants. To this

end, they propose Partial-SMT, a mechanism that alters the core-scheduling policy to
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protect security critical programs against SMT contention based attack vectors. The core
allocation policy works in conjunction to a tailored threading library, such that security-
critical programs can be either scheduled exclusively to a dedicated core. Moreover,
thread placement of other concurrent applications across remaining cores are done in
such a way to minimize the opportunities of SMT contention based exploitation.

Payer et al. S75, presents an effective proof-of-concept countermeasure system for
wide range of microarchitectural attacks, based on concept of intrusion detection.
The proposed system, named HexPADS, employs a plugin based architecture, which
can be equipped to provide defense against presently known and future attacks by
developing and installing an attack specific plugin. The whole system leverages the
dynamic statistics from hardware performance counters on per-program basis and
monitors deviations from known normal behavior profiles. On a system-wide level the
presented approach correlates profiles from multiple processes to establish if multiple
processes are involved in an ongoing attack. In the evaluations, the author utilized
cache-performance metrics to demonstrate detection of rowhammer, CAIN, and other

cache based attacks effectively with acceptable performance overheads.

Busi et al. S56 addressed the design guidelines for a provably secure architectural
extensions for small microprocessors, such as enclaved execution. Such small micropro-
cessors stay particularly relevant in the arena of embedded/IoT systems, and remain
prone to interrupt-based attacks. Certain use cases demand such small microprocessors
be equipped with isolation mechanisms such as enclaves. However, existing research
has demonstrated insecure interruption of execution inside enclaves can break its
security and isolation. The authors propose that full abstraction of such a processor
be used as formal criterion, and be instantiated to the concrete case of extending the
architecture that supports enclaved execution which is provably secure for interrupt-
ibility. Moreover, the authors present guidelines to realize such a processor and how to
lay out the criterion. Furthermore, the effectiveness of presented approach has been
demonstrated by synthesizing an open source enclave-enabled microprocessor.

Chen et al. 547 similarly propose an approach to address the exploitable surface of Intel
SGX enclaves to speculative execution attacks and untimely interruptions. The study
argues that to date Intel had been unable to fully mitigate and fix the aforementioned
vulnerable enclaves and they remain to stay exploitable in the foreseeable future. The
approach presents a software based compiler-assisted tool for enclave executables,
by embedding code regions protecting the secrets, through attestation, sealing and
unsealing. This ensures that confidentiality of enclave memory remains intact and
not to be compromised in lieu to exploitation attempts during speculative execution.
The approach also relies on temporary disabling of enclave interrupts to carry out

sensitive computation in interrupt-free execution windows. Moreover, the approach
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addresses an exploitable weakness in the authenticity flow of OS-to-enclave through
authenticating the delegating process during entry, interruptable and resumption

phases of communications, from enclave-to-OS and vice versa.

Liu et al. S27 addressed the vulnerability of I-cache (instruction cache) to leak secret
information in cloud based environments across different virtual machines. In such ex-
ploitations, the sensitive information is leaked through I-cache due to secret dependent
execution paths the cipher takes. The authors argue that these attacks pose a serious
threat and evaluate the degree of suitability of various randomized-mapping schemes
as countermeasure approach to the I-cache. Given a set of randomized mapping
schemes, the presented approach leverages machine learning to build a classification
matrix to quantitatively characterize the strength of a given scheme against a subject
I-cache attack. Although, no scheme delivered a silver-bullet mitigation, however, the
presented approach enables the system to craft an adaptive solution to provide an

effective defense, taking in consideration the trade-off in performance vs overhead.

Hsaio et al. S52also address the vulnerability of guest virtual machines to cross-VM
cache attacks, in cloud environment. The authors propose an approach to instrument
the hypervisor itself; based on Intel VT-x extension in order to monitor memory alloca-
tion and access behavior of resident guest VMs, at runtime. The approach proposes a
novel hardware-assisted MMU (memory management unit) redirection mechanism,
which transparently intercepts any memory accesses made on behalf of the guest VM
within the hypervisor memory space, to be monitored and profiled on-demand. Such
an approach requires modification neither within the guest VM, nor within the host
VM; however mere instrumenting the hypervisor is adequate. Depending upon the
configurable trade-off between level of security vs. performance use case sensitive

defense posture can be delivered.

Belleville et al. 524, propose a preventive countermeasure approach to harden programs
against microarchitectural side-channel attacks. The approach utilizes code polymor-
phism as a mechanism to add unpredictablity and variable behavior in sensitive code
segments for execution. Furthermore, the approach can be configured to strengthen the
program through lightweight specialized code generation at runtime on top of static
code optimization during compilation. The results confirm that programs treated with
aforementioned approach present strong security and meet acceptable performance
overhead.

Prediction/Prevention of zero-day attacks

Yuce et al. S6/approach’s envisage to tailor itself and prevent zeroday fault attacks on
the microarchitecture of embedded /IoT processors. Fault injection remain an effective

vector of attack to perturb the ongoing computation, such as cryptography. Such
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perturbation in effect derails the sanity of internal state of processor which in effect can
open up potential sidechannels for adversarial exploitation. The presented approach
leverages three essential elements of fault detection, critical-state checkpointing and
rolling-back to last known good state of computation in the event of encountering
a fault. The authors argue that adopting the core principles of their approach in a
microarchitectural design would ensure effective resilience against a range of fault
attacks including clock glitches, voltage starvation and EM pulses on the hardware side.
Similarly, on the software side, a set of custom instruction when placed inside sensitive
regions of code would safely take the execution from exception handling back to
normal execution in a way to minimally pollute the internal state of microarchitectural
elements of a processor. Thus, avoiding any potentially expoitable state from which

attack can be carried out.

Guo et al. S15 present an approach to detect in-advance and thus avoid potential
program paths, leading to potential timing channel based exploitation of CPU caches.
The authors argue that, static program analysis may establish a program is secure
against aforementioned exploitation under normal execution. However, it may open
up potentially exploitative paths under speculative execution, thus rendering static
analysis based guarantees incomplete. The authors present a preventative approach
leveraging state-space exploration through symbolic execution, tailored for speculative
program execution. The approach discovers the potential paths that could be exploited,
and avoiding such paths during speculative or normal execution would guarantee

safety against aforementioned timing attacks, even being zero-day.

Lang et al. 572 present an approach to safeguard Intel SGX enclaves against all known
access- and trace-driven cache attacks. The authors argue that to date, these afor-
mentioned enclaves remain vulnerable to those attacks and still remain vulnerable in
foreseeable future, and thus demands a mitigative solution. The presented approach
targets to monopolize the whole CPU, during security-critical computations inside
enclaves, through spawning a number of dummy SGX threads. This whole group of
threads is closely monitored against voilations of exclusive scheduling, abrupt termina-
tion and enclave exit events. This mechanism in all-together ensures that a potential
adversary stays starved during secure computations and thus the said enclaves remain

protected against existing and such foreseeable zero-day attacks.

Chen et al. 547 also present an approach to safeguard Intel SGX enclaves against spec-
ulative execution attacks, such as Foreshadow[VBMW " 18] and similar. The authors
claim that to-date Intel has been unable to fully patch SGX vulnerabilities and future
zero-day attacks remain a concern, thus the need remains for practical countermeasures.
To this end, they present a software based solution in conjunction to assistance from

otherwise, untrusted operating system. The approach augments to further harden

43



3. SYSTEMATIC MAPPING STUDY

sensitive code regions of the program employing enclave-supported secure computa-
tion. Moreover, external interrupts are temporarily disabled during windows of such
computation inside enclaves, as they remain one of the prime enabler for such attacks.
The approach, establishes a secure environment even during speculative execution and
thus, curbing down the possibility of carrying out successful aforementioned attacks,

zero-day or otherwise.

In this section the presented studies discussed the following general themes of counter-
measures. Cache focused countermeasures remain a prominent and recurrent theme,
as they are being frequently exploited in the underlying attack dynamics, regardless of
the hardware type; be it workstation-, cloud- computing, or smaller embedded /IoT
hardware. Moreover, cache exploitation even in the speculative execution flows is
more troublesome as any potential countermeasure is not without penalizing system’s
performance. Another recurring theme that we observed is securing trusted-computing
mechanisms such as Intel SGX. Despite, CPU vendor’s security assurances, researchers
have been able to circumvent and compromise the tight security mechanisms of these
enclaves. In this regard, countermeasure approaches have presented several mitigation
mechanisms but they incur performance overheads; unless the CPU vendor makes
revisions and updates to the microarchitecture, trusted computing mechanism will
deliver little faith in their security guarantees to the end users. Last but not least, a mix
of software-only, custom-hardware assisted software based countermeasure approach

mechanisms have been adopted by the authors.

3.4.4 Given the published countermeasures, how secure a system
we can build against micro-architectural side-channel attacks
and what lessons we can incorporate in this system-design

process?

To guide the security-oriented architectural process, we’ve identified the relevant
primary studies for this RQ and grouped them in the following categories: Metrics,
Modeling and Assessment — groups those studies which can guide the architectural
process to appropriately model, quantatively assess the security posture of addressed
microarchitectural component(s); Designflow and Synthesis — groups those studies which
would aid a hardware designer to integrate security evaluation techniques to assess
the security posture during the design phase; Verification — groups those studies which
would help the designer to throughly vet and verify the intended security posture of
designed component against any unintended other side-effects and potential bugs; and
lastly Miscellaneous — groups those studies that does not belong to the aforementioned

categories but are relevant in the scope of this RQ.
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Metrics, Modeling and Assessment

He et al. S30 focus on security assessment of caches, as they can leak sensitive data in
unexpected exploitable ways, through microarchitectural channels. Existing research
proposes a number of secure cache architectures to address security flaws. However,
the authors argue that absence of reliable method for assessing the strength of these
architectures remain unavailable. To this end, the authors propose a probabilistic
information flow graph (PIFG) based approach to model the interactions between a
given cache architecture, a malicious program, and a victim program. The PIFG model
is leveraged to compute a quantitative measure for a cache’s attack resilience. The pro-
posed metric had been thoroughly evaluated against nine different cache architectures
and proved its worth. Lack of such a proposed metric leaves the researchers to rely on

simulations or hardware instrumentation based approaches to assess a cache security.

Deng et al. S26 propose an approach to determine and thoroughly explore, if a given
cache architecture is prone to timing-channel vulnerabilities. Their approach is based
on bounded model checking employing computation tree logic. Vulnerabilities to
attacks are represented as logic formulas which model the potential execution paths.
The utility of their approach suggests its strengths, as it was able to detect 28 types of
cache attacks including 8 new types.

Callan et al. S5 propose a metric termed SAVAT to quantitatively measure the side-
channel signal, created by single-instruction difference among execution of otherwise,
two identical programs. This metric is significant in the sense of its granular appli-
cability to the level of single instruction execution; which involves a large variety of
microarchitectural and electronic activity. The metric can be utilized to pinpoint the
vulnerable aspects of a microarchitecture under the influence of program execution.
This would help designers to make informed decisions about mitigating the overall
side-channel vulnerability of their design.

Yilmaz et al. 542 developed a metric to quantitatively measure, as to how much infor-
mation could be transmitted by the execution of a particular sequence of instructions
on a CPU. The metric is significant, in regards to aiding design of programs, and hard-
ware, which would minimize inadvertant side-channel leakage. Moreover, leveraging
this metric would help identify the vulnerable portions of programs involved in such
leakage.

Design flow and synthesis

Barenghi et al. 576 proposes strengthening of existing FPGA design flow with integrated
side channel security mechanisms. FPGAs, being hardware programmable, among

other types of hardware SoC (system on chip) realizations, are used to synthesize soft
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core processors. The study argues that an earlier security-oriented feedback provided
during design phase, to the hardware designer, aids to develop and thus deliver a
security-hardened post implementation. This proposed technique provides precise con-
tribution and action of events in microarchitectural components leading upto a leaking
state. The experimental evaluation validate this idea as mitigative means to address
power consumption side-channel leakage, leveraged by adversary to exfiltrate AES
key being processed inside a IoT SoC. The lesson to be learnt underpins, augmenting
design flow that provide an evaluation of security with respect to a particular class of
attacks, is certainly beneficial and design tools should aid designer to factor in security

of intended chip architectures.

Arsath et al. S54 propose module-wise microarchitectural security audit of a given
processor design. The notion behind the proposed approach is to ultimately establish a
methodology that universally safeguards all sensitive applications executing on said
processor. Moreover, such a ground-up design approach leads to minimal performance
degradation, power and area overheads. As a use case, the authors focused on power
side-channel resilience of an open source RISC CPU. The CPU is first analyzed against
set of benchmark applications and its overall power consumption, correlated to degree
of information leakage, is obtained. Then, the approach takes in this data and the source
RTL(Register-transfer Level) of design to analyze module-wise leakage such as register
banks, pipeline buffers, execute stages and so on. The degree of leakage is found to
be in direct-proportion to module’s vulnerability for exploitation. Such weakness in
design originates as a byproduct of automated translations in EDA (Electronic design
automation) to the module specifications. Although such translations are functionally
correct, nonetheless they are prone to security flaws; which are to be mitigated through
redesign, considering its degree of leakage. Moreover, the authors advocate that data

path obfuscation, significantly helps effectively reduce information leakage.

Lee et al. 549 exclusively highlight the relevance of ECC (elliptic curve cryptography)
for portable applications such as data exchange over wireless channels in IoT. Generally
ECC is computationally intensive, so dedicated hardware is provided for sufficient
performance, yet its resilience to power attacks is often questionable. IoT and embedded
hardware are further constrained and thus often mathematically limited flavor of ECC
is employed, such as single finite field. The authors present a hardware-efficient and
secure design to support a robust version of ECC, which is also attack resilient. The
proposed solution relies on single-chip heterogeneous dual-processing-element (dual-
PE) architecture capable of providing various types of PEs leveraging full pipelining.
Moreover, the authors advocate aforementioned scheme can further benefit from a

two-level memory hierarchy with a local memory synchronization scheme.

Bache et al. S60 propose a methodology towards timing and power side-channel
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resistant cryptographic processor based on ARX-cryptography. ARX (addition, rotation,
and xor) algorithms only utilized these elemental operations. Adequate utilization of
ARX based computation ensures ample confusion and diffusion properties. However,
naive ARX based implementations are prone to power analysis attacks, yet they are
robust against timing and other classes of attacks and often deemed desirable in IoT
and smart card applications. The authors address aforementioned limitations and
propose a novel application-specific processor design based around ARX theory and
provides security against timing and power attacks through protecting data paths with
a custom boolean masking scheme. Furthermore, the processor specific instruction
set follows principles of Threshold Implementation for provable security. Moreover, the
approach delivers moderate costs comparable to more sophisticated and protected

hardware implementations.

Kiaei et al. S61/advocate for a software synthesis technique in time-sensitive embedded
applications. Although precise execution time is not of strict importance, yet it is
sufficient to meet real-time deadline. Within certain timing bounds, these applications
can become agnostic to timing channel leakage. However, the program timings need
to be data-independent and precise. The authors, describe a parallel synchronous
software model, such that it leverages N concurrent threads executing on a processor
with fixed word length. Each thread is treated as single-bit synchronous state machine.
The resulting software support fine-grained parallel execution for each of the N threads,
which run without contention. This approach eliminates the thread scheduling problem
on one hand, and does not require customized instruction scheduling, and neither does
architecture modifications to processor; as existing programs are simply transformed
by this technique . The implementation of this design is achieved through describing a
thread in HDL(hardware description language) semantics of a single-bit synchronous
machine, which is subsequently utilized under logic synthesis and ultimately leads to

executable code generation.

Oh et al. S37 discuss hardware-based defense for mitigating access-based side-channel
attacks under speculative execution, targeted at Intel SGX enclaves. The authors
discuss that state-of-art mitigation is based on ORAM (Oblivious RAM) protocol,
which although adequate, yet incurs significant overhead. The proposed solution is
based on PCI plug-in hardware based on FPGA, synthesized with their approach. The
external nature of this approach provides a trusted storage service, in a completely
isolated and secure environment. The storage service on one hand securely keeps
SGX authentication secrets as well as verifies the authenticity and authorization for
connection establishment between software residing within enclave and FPGA. The
authors advocate from empirical results that the FPGA based solution outperformed
three state-of-art ORAM approaches and could be adapted in real life. Moreover, the

presented approach could serve as a beacon to adopt a synthesized hardware based
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security solution, where software based solutions are simply too prohibitive on overall

performance.

Barenghi et al S59 argue that changes in CPU microarchitecture and ISA manifest into
side-channel leakage behaviors. Even innocuous changes, such as as register allocation
order leads to an exploitable vulnerability. Thus, microarchitectural features of target
CPU should be kept in consideration, while assessing the side-channel leakage behavior
of a software implementation. Moreover, the authors discovered that contention inside
the pipeline buffers, caused critical information leakage, which could never had been
spotted through mere static analysis of program’s assembly.

Vougiokas et al. S41 provide design lesson on attack resistant and performant branch
predictors. The authors argue that existing approaches in this case, sacrifice perfor-
mance gains, acheived by branch prediction over side-channel security. To remain
secure, existing approaches often liberally, rely on forcing flush operations, clearing
internal prediction state. To this end, the authors introduce a quantitative metric
termed transient-state prediction accuracy(TIPA). TIPA measure should serve to rank
side-channel free branch predictor designs for future. The motivation behind TIPA lies
in the idea that flushing branch predictor during transient state affects, the performance
far worse than flushing during steady-state. For future, the designers should focus on

security, evaluated against performance degradation during transient-state flushing.

Verification

Eldib et al. 529 describe an approach to formally assess the degree of security pro-
vided by a countermeasure technique. As a use case, the study picked power leakage
side-channel, which is attributed to microarchitectural activity in CPU. Data-masking
techniques are, although effective remediation to this problem; as they obfuscate
through statistically de-correlate leaked information in contrast to actual underlying
data . However, it is difficult to assess the degree of effectiveness of one such technique
over another. Utilizing formal verification for security assessment is argued as a viable
choice. The presented approach leverages series of quantifier-free first-order logic
formulas to be given into an SMT(satisfiability modulo theory)-based verification algo-
rithm; keeping in view to correctly encode statistical nature of the input in the problem
representation. The presented empirical evaluation suggest practicality, effectiveness,

and the scalability of this approach in the aforementioned setting.

Colvin et al. S17 argue that speculative execution makes it difficult to formally reason
about security of software systems. Such a void has left software systems to fall victim
of Spectre and Meltdown attacks, which are attributed to speculative execution. The
role of cache, which also becomes a surface of secret value exfiltration, in all these

attacks is even a difficult problem to be formally reasoned about. To address these
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problems the authors present an abstract high level semantic framework to formalize
speculative execution and its side effects. High level nature of proposed semantics
enable to model and study side effects of speculative executions on components, such
as caches. This framework is found to be effective in discovering sources of information
leaks caused by speculative execution. Using this methodology, vulnerabilities like
Spectre had been discovered early-on during security assessment. Another study S22
deals with the same aforementioned problem and follow a similar approach. The
authors outline the methodology to transform a realistic model of speculative execution
into abstract one, which is further simplified and refined under formal verification,
using a standard model checker. The approach is found to be feasible, practical and
been demonstrated on a pipelined RISC processor.

Miscellaneous

Regazzoni et al. 54 shed light on emerging paradigm of approximate computing. This
is an architectural paradigm where limited and controlled errors are tolerated during
computation. Attributed to approximation faster, smaller, cost effective, and less power
consuming hardware circuits can be built. However, more research needs to be carried
out in this area, as this area is still in its infancy. Resistance to fault injection attacks
and resilience to side-channel attacks are among the security benefits, that approximate

computing can deliver.

Grimsdal et al. 569 explore the feasibility of adopting microkernels to thwart microar-
chitectural attacks. In their work, three microkernels have been evaluated, all of which
provided strict process isolation mechanisms. The authors conjuncture that strict pro-
cess isolation is effective against limiting the effectiveness of microarchitectural attacks

such as Meltdown and Spectre.

Nabeel et al. S11 advocate for the need to new processor designs that natively provide
support for data privacy through cryptography. They argue that microarchitectural
optimizations in the recent years paved the ways for microarchitectural vulnerabilities
that caused attacks such as Meltdown and Spectre. They present their findings with
regards to a secure co-processor design, aimed to deliver privacy through leveraging
homomorphic encryption in the data paths. They chose to integrate their design as
a co-processor linked through communication bus to main processor. Depending on
data privacy settings the main processor can opt to delegate sensitive computation to

this co-processor to guarantee data security.

Mao et al. S57 advocate for on-board reconfigurable hardware architectures, capable of
on-demand software configuration. They discuss the exploitative role of caches in vari-
ous microarchitectural attacks. Software based mitigations had impact on the system’s

performance, however a hardware based solution would be flexible and circumvent
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such penalties. The approach advocates the usage of FPGAs for such demands. The
authors, synthesized a soft-core processor on an FPGA, whose architecture and features
can be reconfigured through software. In their use case, this feature is used to create a
hardware attack detection module and deliver a tailored hardware based mitigation
for cache timing attacks.

Seuscheck et al. S14 highlight that embedded /IoT systems remain most vulnerable to
side-channel attacks. Masking scheme based mitigations although effective, yet remain
prone to the unwanted correlation based leakage, caused by different registers on the
same shared CPU. Software cryptographic implementations on embedded /IoT systems
remain particular candidate for such exploitation. Arbitrary mapping of registers to
intermediate values of software cipher can result in such leakage. The study empirically
investigates and reveals feasible exfiltration of sensitive data through these means. To
rectify the authors propose that compiler should sensibly map intermediate values to

registers.

Architecting systems that are microarchitectural exploitation proof in both arenas of
hardware and software remains an actively researched topic. However, the lessons
to be incorporated are evolving as more exploitations are being discovered and reme-
died. However, acheiving a fine tradeoff between delivering performance and security
together remain still difficult problem, as both of these facets are often orthogonal.
The designers are often faced with the challanges to produce a design within avail-
able monetary budget and available timeline. However, as research is being carried
out, intermediate lessons are being learnt, quantitative measures to evaluate security-
oriented facets of designs are being introduced and we are hoping for a more mature

and security-oriented design flows becoming the common norm.

3.5 Threats to validity and future work

Systematic mapping studies, although capture research focus and trends within the
literature, they do not delve into the details and quality of reportings and findings
from the primary studies. Although researchers tend to implicitly pick quality works
yet, they are often limited by selection process and classification criteria. If desired

otherwise, a focused literature review with narrower scope is recommended.

Moreover, systematic mapping studies are empirical in nature and therefore, threats
to validity such as construct validity and internal validity could exist. To address,
threats to validity surrounding selection, screening and classification process, we opted
to follow footsteps of previous mapping studies as to avoid potential validity issue;
yet we chose to flex and adopt those footsteps, tailored to suit the focus and scope

of our work. We also relied on more than one iteration(s) during selection, screening
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and classification process to minimize potential misjudgements and relied on team
discussions to reach on mutual concensus. We also relied on three standard scientific
databases, due to the fact they are well-known and considered standard, however, we
do not neglect the possibility that inclusion of more research databases had potentially
further improved the quality of our reportings or expanded the selection of primary
studies. Due to limited manpower and resources available at our expendature, we
did not had the opportunity to undertake multiple detailed reviews of complete set
of papers. However, it is our firm belief that our selected pool of primary studies
represent large and diverse aspects of microarchitecture security research, and does

present an overall accurate and precise picture.

We belief that our adopted classification scheme is suitable and fits the focus of this
work. Moreoever, aforementioned scheme is highly reusable and can be applied to
capture new research trends by doing a similar similar study in the future. Last but not
the least, inclusion of grey literature outside academia such as: whitepapers, patents,
webpages, technical reports and so on; could be valuable and reveal emerging themes
rather quickly, in this arena of cybersecurity. However, such an effort is manually

demanding and resource intensive which would not be practical.

3.6 Concluding remarks

Our this systematic mapping study, presents a review of state of knowledge from the
curated set of primary studies in the field of microarchitecture sidechannel security
offenses, defences and measures to improve the security posture of computing systems.
Directed by the review protocols, we relied on three standard databases for scientific
literature and located 379 articles which further underwent through screening within
the protocol constraints and identified 84 articles as primary studies for this work. The
classification scheme utilized seven classes for the task to locate the culprit components
and vectors responsible for microarchitectural exploits. Furthermore, we also curated
answers for our target research questions from the primary studies. We questioned and
answered the following aspects such as: aspects of microarchitectural leakage; how
attack corridors been created; degree to which existing countermeasures are effective;
and how to architect systems with improved resilience against such issues. Moreover,
we also identified the research spots where research emphasis had been present as well
as the spots which may get further attention. Lastly, we observed that over the course
of last five years there has been a linear growth in the number of publications, which
directly reflect the importance and the attention of research being carried out in this

arena of cybersecurity.
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CHAPTER

Detector™

Side channels enable an attacker to infer information about a secret by measuring and
analyzing the information unintentionally leaked by a computing system, such as
execution times and power consumption. Over the recent years, research on the side
channel attacks has revealed numerous novel ways to exfiltrate secret information, which
is otherwise proved to be challenging [ZAB07, Sze19, BWM17].

An important category of side channel attacks, which is the focus of this paper, is timing
attacks [Ber05, (OST06, Per05], such as Meltdown [LSG™18], Evict+Reload [LGS™16],
Flush+Flush [GMWM16], Flush+Reload [YF14], and Prime+Probe [LYG™15]. At a
very high level, timing attacks exploit the differences between the execution times
of certain operations. For example, the Meltdown attack [LSG™18] leverages the
observable time differences between fetching data from the cache and from the RAM
memory to exfiltrate private data belonging to other processes. Similarly, cache-based
timing attacks, including Evict+Reload, Flush+Flush, Flush+Reload, and Prime+Probe,
analyze the time differences between cache and memory fetches to infer the secret keys
processed by cryptographic applications [LGS™16,(GMWMI6, [YF14, LYG15].

In a series of previous works, we demonstrated that side channel attacks, which
leverage information unintentionally leaked by the systems under attack, ironically leak
information by themselves through the same or related channels, which can be analyzed
to detect, isolate, and prevent ongoing attacks at runtime [KDYS19, [AGYS20, [CSY16].

More specifically, in [KDYS19], we have developed a number of approaches for de-
tecting cache-based timing attacks, which operate by monitoring the contentions in
L1 cache memory and emitting warnings about possible ongoing attacks when the
contentions reach a “suspicious” level. In [CSY16], we have monitored the contentions
in L3 cache memory to detect the same or similar types of attacks by identifying similar-

ities in cache access patterns between processes and known attacks. And, in [AGYS20],
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we have monitored segmentation faults occurring at memory addresses that are close

to each other to detect, isolate, and prevent the Meltdown attacks.

In all of these aforementioned works, we obtained quite promising results [KDYS19,
CSY16,/AGYS20]. One issue, however, was that we had to develop a different approach
for each type of attack. In particular, we had to analyze each attack in isolation
and figure out what needs to be monitored (e.g., L1/L3 cache memory accesses or
segmentation faults), what type of data to be collected (e.g., L1/L3 miss ratio or
addresses at which segmentation faults occur), how to analyze the collected data, and
when and how to take the countermeasures to prevent the ongoing attacks.

We, therefore, believe that developing a specialized approach for detecting each dif-
ferent type of timing attacks may not be sustainable in the long run. One issue is that
sophisticated strategies may need to be developed to ensure the interference-free de-
ployment of multiple detection approaches, so that the systems can reliably be protected
from different types of attacks. Similarly, the collective accuracy of the existing attack
detection approaches [KDYS19, [CSY16, [AGYS20, WFS14, WSG™20, GYCH19, WS12]
in the presence of multiple different types of attacks carried out concurrently, is (to
the best of our knowledge) yet to be evaluated. Another issue is that as the aforemen-
tioned strategy requires to analyze each timing attack in detail, it may not necessarily
be suitable for zero-day attacks. For example, although the approaches proposed
in [KDYS19, ICSY16),[AGYS20] has a chance of detecting previously unknown attacks
that leverage the same shared resources (e.g., L1 and L3 cache memory) monitored
by these approaches, an attack utilizing a completely different shared resource would

render them useless.

In this work, we, therefore, develop a generic approach, called Detector™ (named after
Kleene plus), to detect, isolate, and prevent timing attacks. The proposed approach is
based on a simple observation: All timing attacks need to measure time, but their timing
behaviors differ from those of the benign applications, especially the ones running in the
production environments. In this context, we define the timing behavior of a process as
the “typical” durations, which are needed to be timed by the process. More specifically,
we observe that the malicious processes, compared to benign processes, often need to
measure the execution times of quite shorter-running operations, such as accessing
a single memory location. Note that making a time measurement, i.e., measuring the
execution time of an operation, requires two time readings: one before the operation
and the other after the operation, such that the execution time is computed as the
difference between these readings. And, when the duration to be timed, is short, these
two time readings occur close to each other in time.

Detector™, therefore, monitors the time readings at runtime on a per process basis.

When the time difference between two consecutive readings is “suspiciously” low,
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Detector™ marks the pair as a suspicious measurement and introduces noise into the
actual measurement to prevent possible ongoing attacks. The sequence of suspicious
time measurements are then analyzed by using a sliding window-based approach
to pinpoint the malicious processes, so that appropriate actions can be taken in time.
These countermeasures are, however, beyond the scope of this work.

To evaluate the proposed approach, we have conducted a series of experiments by
using five well-known timing attacks (Meltdown [LSG™ 18], Evict+Reload [LGS™16],
Flush+Flush [GMWM16], Flush+Reload [YF14], and Prime+Probe [LYG™15]) together
with a well-known suite of benign applications [pho19], representing the applications
that are commonly encountered in production environments. To further evaluate
Detector™, we have also tested it on different variations of the aforementioned attacks,
each of which represents a mechanism that an attacker can employ to become stealthier.
In one type of variation, each attack was carried out concurrently by multiple processes.
In another variation, multiple types of attacks were carried out concurrently. In all the
experiments, Detector™ detected all the malicious time measurements with almost a
perfect accuracy, prevented all the attacks, and correctly pinpointed all the malicious
processes involved in the attacks without any false positives after they have made a

few time measurements with an average runtime overhead of 1.56%.

The remainder of paper is organized as follows: Section 4.1 provides background
information on the timing attacks used in the paper; Section 4.2 presents the attacker
model; Section 4.3 introduces the proposed approach; Section 4.4 presents the experi-
ments; Section 4.5 evaluates the potential threats to validity; Section 4.6 discusses the
countermeasures that can be taken against Detector™; Section 4.8 presents related work;

and Section 4.9 concludes with possible directions for future work.

4.1 Background

In this section, we present background information about the timing attacks used in
the paper without any intention of discussing all the details. The interested reader can
get more information about these attacks by following the citations provided.

41.1 Meltdown

In a Meltdown attack [LSG 18], the malicious process aims to access memory locations
that belong to other processes. To this end, the malicious process attempts to use
the value of a byte, which it does not have any rights to access, as an index into an
adversarial array, which is purposefully created by the malicious process. The attacker
is aware of the fact the request will eventually fail with a runtime error, such as with

a SIGSEGV signal representing a segmentation fault. Due to out-of-order execution,
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however, the error occurs after the indexed item in the adversarial array was brought to
the cache memory, which was intentionally flushed by the malicious process before the
access. Although, the value of the target byte is never returned to the malicious process,
the microarchitectural state of the CPU has now changed, leaking information; the item,
the index of which is the value of the target byte, is now in the cache memory. To figure
out the index that was accessed, thus the value of the target byte, the malicious process
then probes the cache by accessing the indices in its adversarial array and each access is
timed. Since the cache was flushed by the malicious process before the access, the index
that takes the shortest amount time to access would indicate that the respective item
is actually fetched from the cache memory (rather than the RAM memory), which, in
turn, reveals the value of the target byte. Other bytes can then be targeted (as needed)

by using the same mechanism.

Note that there are different variations of the Meltdown attack [LSG"18]. All of these
variations, however, make the same type of time measurements. In particular, they
all measure the time it takes to access a single memory location. Therefore, from the
perspective of Detector™, there is no difference between these variations. Consequently,
we opted to use the original version of the attack (as described above) in this work

without losing the generality.

4.1.2 Prime+Probe
The Prime+Probe attack [LYG™15,/0ST06, WQAGK19, MAB™ 18] has two steps; prime

and probe. The malicious process carried out these steps one after another in a loop to
exfiltrate information from a victim process. In the prime step, the malicious process
tills the whole cache memory with its own data. It then spends an ample amount of
idle time waiting for the victim process to utilize the cache. Then, in the probe step,
the malicious process probes the data that it brought to the cache memory in the prime
step to figure out the data (thus, the cache lines/sets) that was evicted from the cache.
To this end, each memory access is timed and the ones that take longer than the others,
indicate the ones that were evicted from the cache, presumably by the victim process.
The malicious process then uses this information to infer a secret about the victim
process (such as, the secret key processed by the victim [LYG ™15, [0OST06]).

41.3 Evict+Reload

The Evict+Reload attack [LGS™16,/GSM15] exfiltrates information from a victim process
by figuring out how frequently the victim process uses different code segments in
shared libraries. In the evict step, the malicious process evicts a portion of the shared
library from the cache. As the victim process accesses the shared library the respective

parts are brought to the cache. In the reload step, the malicious process accesses the

56



4.2. Attacker Model

portions that it evicted in the first step. Each access is timed. The accesses that take
shorter time than others, indicate the parts of the shared library that was (presumably)
accessed by the victim process.

41.4 Flush+Reload

The Flush+Reload attack [YF14,YB14] uses a special machine instruction, called clflush,
to operate. In the flush step, the malicious process evicts the entries of interest from
all levels of the cache hierarchy by using the aforementioned instruction. Then, in
the reload step, the malicious process measures the time it takes to access the entries
evicted in the first step. Shorter access times indicate the entries that were (presumably)
brought to the cache by the victim process.

4.1.5 Flush+Flush

The Flush+Flush attack [GMWM16], as was the case with the Flush+Reload attack,
leverages the clflush instruction. Unlike the Flush+Reload attack, however, this attack
measures the execution time of the clflush instruction, rather than the execution time of
a memory access. The rationale is that if the entry to be evicted is already in the cache,
then clflush takes longer to execute as the entry needs to be removed from all levels
of the cache hierarchy. Otherwise, clflush takes shorter time as there is nothing to be
evicted.

4,2 Attacker Model

In this section, we present a number of definitions to model the timing attacks.

An attacker is a party, which controls either a single or group of user space processes
on a target platform, with malicious intentions to exfiltrate sensitive information by

snooping the private data manipulated by other processes.

A timing attacker is a type of attacker, who operates by utilizing the differences be-
tween the execution times of certain operations as an essential component of its attack
mechanism.

The operations that need to be timed are short living operations. To measure the
execution time of an operation, the timing attacker requires two time readings; one
before the operation and another after the operation. Both readings are carried out by
the same process executing on a machine where Detector™ is operational, such as on
the same machine with the system under attack. Note that this does not prevent the
attacker from using multiple processes in an attack. Furthermore, time measurements

may need to be repeated both to factor out the noise and/or to exfiltrate more data.
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The timing attacker has neither special privileges nor direct access to other processes’
data. All the mechanisms for reading and/or measuring time is under the abstraction
of a software layer, such as an operating system. The attacker can neither bypass these

mechanisms nor tamper with the data collected by them.

Measuring the execution times of short-living operations requires quick consecutive
time readings, resulting in a side channel per se, which can be monitored and used for
detecting ongoing attacks.

Note that Proposition 4.2 is generic in the sense that regardless of the shared resources
utilized in the attacks or the operations timed, as long as the attacks rely on quick
consecutive time readings, it causes malicious processes exhibit a certain characteristic
behavior, which can be used to distinguish them from benign processes. Furthermore,
introducing noise into the suspicious time measurements can prevent the attacks or
make it difficult for the attackers to correlate the observed behavior with the private
information under attack. This, therefore, removes the need for developing specialized
detection, isolation, and prevention mechanisms for different types of timing attacks,
which requires the manual analysis of the shared resources leveraged, the operations
used, and the specific mechanisms employed by the attacks. By the same token,

Proposition 4.2 can also be used against zero-day timing attacks.

By Remark 2, there exists a detection methodology since the side-channel, which is
unintentionally created by the timing attacker, cannot be eliminated.

This proposition is, indeed, strongly supported by our previous works [KDYS19,/CSY16),
AGYS20], where we developed specialized approaches for detecting the Meltdown
and cache-based timing attacks, demonstrating that the side-channel attacks, in the
process of leveraging the information leaked by victim systems, unintentionally leak
information by themselves, which can be used for detecting, isolating, and preventing
them.

4.3 Detector"

Detector™ monitors the time readings made by processes on a per process basis with
the goal of identifying consecutive readings that are suspiciously too close to each
other.

4.3.1 Approach

Algorithm 4.1 presents the method employed by Detector™. Note that this algorithm is

carried out every time a process attempts to read the time. Furthermore, as there may be
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Algorithm 4.1: Detector™
1 Input:
pid: PID of the process requesting to a time reading

curr_time < readtime
pid.read_cnt++
if curr_time - pid.last_reading <delta_threshold then
pid.suspicious_reads++
if pid.read_cnt == window_size then
score <— pid.suspicious_reads/ pid.read_cnt
if score > warning_threshold then
emit a warning
pid.warning_cnt++
if pid.warning_cnt > alarm_threshold then
raise an alarm
pid.warning_cnt < 0
end
end
else
pid.read_cnt < 0
pid.suspicious_reads < 0
pid.warning_cnt < 0
end
end
introduce noise
25 curr_time < readtime
26 end
27 pid.last_reading <— curr_time
28 return curr_time
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different ways for the processes to read the time depending on the underlying hardware

and software platforms, we opt to provide the algorithm in a platform agnostic manner.

Every time a process requests a time reading, the time of the request is obtained (line 4)
and compared to the last time the process requested a time reading (line 6). If the time
difference between these two consecutive readings, which is, from now on, referred to
as time delta (in short, delta), is lower than or equal to a predetermined threshold value,
called delta threshold (delta_threshold in Algorithm 4.1), then the time delta (thus the pair

of readings) is marked as suspicious (line 7).

The delta threshold parameter, being a hyper-parameter of Detector™, needs to be set,
such that the false positive rate as well as the false negative rate is minimized as much
as possible. Note that any approach, which determines the delta threshold, such that
the false positive rate is minimized, requires the presence of benign processes only for

analysis. Whereas, the approaches based on minimizing the false negative rate, assume
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that the attacks are known a priori, such that time deltas can be collected from the
malicious processes in a controlled manner for analysis. Therefore, in the presence of
both the benign and malicious processes, the delta threshold can be chosen in a way
that balances the false positive and false negative rates according to the needs. For this
work, however, we followed the former approach by using a well known benchmarking
suite of benign processes [phol9] to determine the delta threshold, without requiring
any prior knowledge of the attacks. More specifically, we picked a threshold value,
which results in a false positive rate of smaller than 0.01% (Section 4.4.2).

Once a suspicious time delta is detected, to thwart a possible ongoing attack, Detector™
introduces noise into the time measurement (line 24), such that malicious process is
prevented from extracting reliable information by analyzing the differences between
the time measurements. Note that determining the best approach for introducing the
noise is out of the scope of this paper. Consequently, we opted to use a simple, yet
quite effective approach. In particular, we introduce a random amount of idle clock
cycles (between 512 and 4352 clock cycles) by executing a random number of NOP
(no-operations) instructions, causing slightly delayed time readings in the presence
of suspicious time deltas. The results of our experiments strongly suggest that this
approach can prevent the attacks from being successful or significantly reduce their

success rates (Section 4.4.4).

Detector™, not only detects and prevents the attacks, but also pinpoints the malicious
processes carrying out the attacks. This is important as once the malicious processes are
pinpointed, appropriate countermeasures can be taken to prevent the ongoing attacks

or to reduce their harmful consequences.

To determine the malicious processes, we use a non-overlapping sliding window based
approach, which can be configured with the help of 3 hyperparameters: window_size,
warning_threshold, and alarm_threshold. The window_size parameter defines the size
of the windows to be used for analysis, i.e., the number of consecutive time deltas in a
window. Note that Detector™ forms and analyzes the windows on a per process basis. If
the ratio of the number of suspicious time deltas in a window exceeds a predetermined
value (i.e., warning_threshold), a warning is emitted about the offending process (lines
10-12). And, if the warnings persist for a number of consecutive windows indicated
by alarm_threshold, then an alarm is raised and the offending process is marked as

suspicious (lines 13-15).

In the presence of an alarm, various countermeasures can be taken against the sus-
picious processes, such as terminating them, migrating them to different machines,
or sandboxing them for further analysis. Such remediation strategies are, however,

beyond the scope of this work.
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4.3.2 Implementation

We have implemented Detector™ in a Linux distribution, namely CentOS 7 with kernel
v.3.10.0-957.5.1.el7.x86_64 and glibc v.2.19. In Linux (as is the case with the other
modern operating systems), there are two ways of reading the time using the services
provided by the operating system: by making a system call (in short, syscall) and by
making a virtual system call (in short, vsyscall). Virtual system calls are an alternative
mechanism provided by an operating system for a small number of frequently used
system calls (such as the timing-related calls) to reduce the runtime overheads by

avoiding context switches.

The operating system implements the vsyscalls by mapping a fixed-size (1024-byte)
virtual dynamic shared object (vdso) into the address space of each process [vds11]. When
a process requests a timing-related service of the operating system, the request is cap-
tured by the glibc library, which implements the core functionalities for the user-level
processes. If vdso is enabled and a vsyscall is available for the requested service, glibc
reroutes the request to the respective vsyscall, avoiding the context switch. Otherwise,
the request is rerouted to a regular syscall, causing a context switch. Note that vdso
can be enabled /disabled at will during boot time. And, regardless of whether the vdso
is on or off, the user processes remain oblivious of the underlying dynamics.

Detector™, therefore, instruments all the timing-related syscalls and vsyscalls with the
probe given in Algorithm 4.1. For this study, we have modified the operating system
kernel for the former and the wrappers provided by the glibc library for the latter.

Besides the syscalls and vsyscalls, the only mechanism (to the best of our knowledge)
that one can employ to read the time, is to use the native rdtsc instruction (or its
variations), which collectively will be referred to as rdtsc in the remainder of the paper.

One issue with rdtsc is that a process can use it to surreptitiously read the time without
letting the operating system know. As this paper strongly suggests that being able to
measure the time is an integral part of the timing attacks. For improved security, we
are, therefore, a strong advocate of allowing accesses to the timing-related services only
through privileged software /hardware entities, so that suspicious time measurements
can be monitored and appropriate countermeasures can be taken. Indeed, the security
threat exhibited by rdtsc (in particular, whether it should be banned from the user space
or not) has been a topic of debate for a while [Oyal9| Per05| lcr009]. It is exactly for
this reason that operating systems (with the help of the CPUs) provide facilities, which
make rdtsc available only in ring 0, such that non-ring 0 accesses result in runtime fail-
ures. For example, in Linux, this is achieved by using the prct1 (PR_SET_TSC, .. .)
instruction [JLD ™17, cr009].

Note that, for Detector™, it is not about disabling the user-level accesses to rdtsc, but
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about getting this instruction wrapped up by a privileged entity, so that all the accesses
can be monitored and controlled. One way to achieve this could be to move the rdtsc
accesses to a different protection ring, which has also been a topic of a debate [cr009].
For this study, we, therefore, instrumented all the binaries and source codes, such that
Detector™ is notified about every access to rdtsc by running the logic in Algorithm 4.1.

4.4 Experiments

To evaluate Detector™, we have conducted a series of experiments. These experiments
were specifically designed to address the following research questions: 1) Do timing
attacks exhibit distinguishing timing behaviors? (Section 4.4.2); 2) Can the attackers be
pinpointed? (Section 4.4.3); 3) Can the attacks be prevented? (Section 4.4.4); 4) Can the
runtime overhead be kept at an acceptable level? (Section 4.4.5); and 5) Can the attack
variations be detected? (Section 4.4.6).

44.1 Setup

Attack types. In the experiments, we have used 5 different timing at-
tacks, namely Meltdown [LSG 18], Evict+Reload [LGS™16], Flush+Flush[GMWM16],
Flush+Reload[YF14], and Prime+Probe[LYG™15] (Section 4.1). We have chosen these
attacks since they are well-known representatives of all the existing timing attacks and
they have been used in many related works for evaluation purposes [LSGT18,[AGYS20,
KDYS19, GSM15, YSG ™19, CVBS™19, BHLY16), Yar16, WNQ ™19, ZXZ16, GES17].

Attack variations. We have also evaluated the proposed approach on two different
attack variations (Section 4.4.6), both of which mimic some of the strategies that an
attacker can use to become stealthier [AGYS20]. In one set of variations, each type of
timing attack was carried out by multiple processes running concurrently (Section 4.4.6).
In the other set of variations, multiple types of different timing attacks were carried out

concurrently.

Benign processes. As the suite of benign processes, which we needed to evaluate
whether the timing behaviors of the attacks differ from those of the benign processes
as well as to measure the runtime overhead of the proposed approach, we used the
Phoronix benchmarking suite [pho19]. We chose this suite because it represents a wide
spectrum of scenarios, which are commonplace in today’s production environments,
including cryptographic and numerical computations, audio and video encoding,
various CPU-, memory-, network- and disk-bound computations, and database opera-
tions. Furthermore, the Phoronix benchmarks have also been used in related works to

evaluate preventive countermeasures against timing attacks [GES17, [AGYS20].
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Table 4.1 presents information about the Phoronix benchmarks that we were able to run
on our computing platforms. The first five columns in this table, depict the name, ID,
and the version of the benchmark as well as the the number of different applications
and sub-benchmarks involved, respectively. The remaining columns of this table will
be discussed later in Sections 4.4.2 and 4.4.5.

Operational framework. All the experiments were carried out on an E5630 Intel
Xeon system equipped with 32 GB of RAM, 32 KB of L1, 256 KB of L2 and 12288
KB of L3 cache memory running CentOS v7 operating system with kernel v3.10.0-
957.5.1.el7.x86_64.

4.4.2 Study 1: Do timing attacks exhibit distinguishing timing

behaviors?

Our first research question was whether the timing behaviors of the attacks differ from
those of the benign processes. If this is not the case, then Detector™ will certainly fail to
tulfill our claims. Note that, in this context, the timing behavior of a process indicates
the “typical” durations, which are needed to be timed by the process.

To address this research question, we carried out a series of experiments to determine
the delta thresholds for each timing mechanism, i.e., by using the system calls, virtual
system calls, or the rdtsc instructions. We do this because different timing mechanisms
can impose different amount of measurement noise. Note that, since Detector™ is
aware of the actual timing mechanism being used for each time measurement (as the
instrumentation code specified in Algorithm 4.1 is inserted on a per timing mechanism
basis), a different delta threshold can be used for each mechanism to determine the

suspicious time deltas.

For this study, we opted to determine the delta thresholds based on the distributions of
the time deltas obtained from the benign processes (Section 4.4.1), avoiding the need
for knowing the attacks a priori. To this end, we had to run the Phoronix benchmarks,
which took about 2 weeks of computation time, resulting in more than one billion
(1.07 e09) time deltas (Table 4.1).

For this study, we needed to log all the deltas. Note that the aforementioned logging
step is something, which is required only for carrying out the study, so that we can
report our findings by performing a detailed analysis in an offline manner. That is,
Detector™ does not log the time deltas for later processing as it simply computes the
time deltas and determines whether they are suspicious or not by making simple
comparisons at runtime (Algorithm 4.1), requiring a constant amount of memory per

process to operate.
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Time Deltas Obtained from Benign Processes
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Figure 4.1: Distributions of the time deltas obtained from benign processes. The
triangles depict the average time deltas and the line indicates the delta threshold of
4635.

It turned out that, for the computing platforms we used in the study, the most reliable
and scalable way of collecting the data, was to carry the logging task in the OS kernel.
We, therefore, disabled vdso and forwarded all the timing calls to the system calls. This,
indeed, enabled us to compute a lower bound on the detection accuracy of the malicious
timing deltas since, among all the different timing mechanisms, using the system calls
was the one that introduced the highest level of noise in the measurements due to the
context switches required. And, the more the measurement noise, the more the relative
differences tend to diminish between the malicious and benign time measurements,

thus making it more difficult to differentiate malicious deltas from the benign ones.

Figure 4.1 visualizes the time deltas we obtained from the benign processes (in clock
cycles). Each box in the figure represents the distribution of time deltas obtained
from a particular benchmark. The top and bottom bars of a box depict the first and
third quartile of the distribution, respectively, i.e., half of the time deltas fall into the
box. Furthermore, the median and mean values are represented by the middle bars

and the triangle symbols associated with the boxes. The information about the actual
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Algorithm 4.2: Pseudo-Attack Loop

1 ...

2 start_time < readtime

3 // malicious intent goes here
4 end_time < readtime

5 ...

benchmarks used in this study as well as the total number of time deltas observed in
each benchmark can be found in Table 4.1.

Using the maximum false positive rate of 0.01% (see Section 4.3 for more discussion), we
determined 4635 clock cycles as the delta threshold to be used (depicted by the dashed
line in Figure 4.1). With this threshold, among all of the 1.07 e09 time deltas obtained
from benign processes, only two of them (both of which occurred in benchmark ID=19)
were, indeed, incorrectly marked as suspicious, resulting in an actual false positive rate
of ~ 0% (Table 4.1).

After determining the delta threshold using the benign processes, we used it on the
time deltas obtained from the timing attacks to determine the false negative rate. To
this end, we ran each attack about 30 seconds, which turns out to be sufficient amount
of time for these attacks to succeed, and repeated the experiments 3 times. In total, we
have collected about 188 million (18.84 e07) time deltas from the attacks.

We first observed that the time deltas obtained from malicious processes tend to come
from multiple (typically 2) distributions. An in-depth analysis revealed that this is
because the malicious processes typically make their measurements in a loop, such that
after every time measurement, some computations are performed, for example, to store

the measurements and/or to analyze them.

Algorithm 4.2 illustrates this phenomenon. At every iteration of the attack loop, a
time measurement is made by using two time readings; one at line 2 and the other
at line 4. Assuming, for example, that the loop iterates two times, four time readings
would be intercepted by Detector™: t1, tp, t3, and t4, where t; and t,; and t3 and t4
correspond to the time readings at lines 2 and 4 in the first and second iteration of the
loop, respectively. Thus, three time deltas are computed: Ay = t, —t1, Ay =t3 — 1y,
and Az = t4 — t3. Note, however, that only two of these deltas correspond to the actual
time measurements that the attacker carries out: A; and A3z, each of which represents
a measurement from line 2 to line 4. The other time delta, namely A;, is an artifact of
the monitoring process as the time deltas are computed without the knowledge of the
contexts the processes may be in. More specifically, A, represents a time measurement
from line 4 to line 2, which does not correspond to an actual time measurement made
by the attacker.
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Figure 4.2: The distributions of the malicious and factitious time deltas obtained from
different attacks when the system calls are used as the timing mechanism. The dashed
line indicates the delta threshold of 4635 clock cycles.

Consequently, the time deltas obtained from such an attack loop would tend to come
from two distributions; one representing the malicious measurements from line 2
to line 4 and the other representing the factitious measurements from line 4 to line
2. In the remainder of the paper, the time deltas that correspond to the actual time
measurements that the attacker makes with malicious intentions, such as A and A3,
are referred to as malicious time deltas (malicious deltas, for short). And, all the other time
deltas obtained from an attack will be referred to as factitious time deltas (factitious deltas,
for short).

Figure 4.2 demonstrates an advent of this phenomenon in our experiments by visualiz-
ing the distributions of the malicious and factitious time deltas obtained from different
attacks. For a given attack, the two distributions were significantly different from each

other. Note that, for this work, we are primarily concerned with the malicious deltas.

Applying the selected delta threshold of 4635 (depicted by the dashed line in Figure 4.2),
which roughly aligned with the 99.99th quantile of the malicious deltas obtained from
the attacks, we obtained a false negative rate of 0.0009%. That is, only 0.0009% of the
malicious deltas were above the threshold.

All told, when the time deltas obtained from both the benign and malicious processes
were used, we obtained an almost perfect accuracy in detecting malicious deltas (i.e.,
an accuracy of ~ 100% with a false positive rate of ~ 0% and a false negative rate of

0.0009%), strongly supporting our hypothesis that timing attacks exhibit distinguish-
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Distribution of Time Deltas(vsyscall)
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Figure 4.3: The distributions of the malicious and factitious time deltas obtained from
different attacks when the virtual system calls are used as the timing mechanism. The
dashed line indicates the delta threshold of 436 clock cycles.

Distribution of Time Deltas(rdtsc)
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Figure 4.4: The distributions of the malicious and factitious time deltas obtained from
different attacks when the rdtsc instructions are used as the timing mechanism. The
dashed line indicates the delta threshold of 300 clock cycles.
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able timing behaviors.

Repeating the experiments with the remaining types of timing mechanisms (e.g.,
vsyscalls and rdtsc) and focusing on the 99.99th quantile, resulted in the delta thresholds
of 436 and 300 for vsyscall and rdtsc, respectively. The distributions of the malicious
and factitious deltas obtained with these timing mechanisms can further be found in
Figures 4.3 and 4.4. Expectedly, as the noise introduced by measurement mechanism
decreased, the delta threshold decreased. Note that to carry out this study, we made
the attacks to use the timing mechanism of choice (i.e., syscall, vsyscall, or rdtsc). We
did this because our ultimate goal was to reason about the delta thresholds, had the
attacks used different timing mechanisms. Therefore, whether the attacks succeeded

with the alternative timing mechanisms was irrelevant for us in this regard.

Note that the factitious deltas are just a concept we introduced to demonstrate that
the time deltas obtained from the malicious processes tend to come from multiple
distributions. In the next section (Section 4.4.3), we use this phenomenon to discuss
the factors that need to be taken into account when setting the warning threshold.
Consequently, we do not make any claims that factitious deltas should be larger than the
malicious deltas or that factitious deltas should be above the delta threshold. Detector™
is based rather on the hypothesis that the malicious time deltas tend to be smaller than
the time deltas observed in the benign processes. Therefore, the proposed approach
would work as long as the malicious time deltas stay below the delta threshold and the
time deltas obtained from the benign processes stay above it. From this perspective,
factitious deltas, when smaller than the delta threshold, can even help identify the
attacks.

From our experiments, we established the minimal delta threshold for attack detection
for each of the three time measurement methods. All in all, the delta threshold ranges
from 300, 436 to 4635 clockcycles from rdtsc, vsyscall to syscall based time measurement.
In practical terms, a system equipped with delta threshold of 4635 will detect any timing
attack whether the attacker relies on syscall, vsyscall or rdtsc based time measurement.
An attacker might try to circumvent lower delta thresholds of 300 and 435 through
executing fixed number of NOPs during malicious measurement in order to stay above
these thresholds of 300 and 436. However, using delta threshold of 4635 would counter
any such tactic. Since our experimentation affirms that iff attacker tries to evade
aforementioned threshold value, the intrinsic system noise would be enough to hamper
the effectiveness of such malicious time measurement (See Section 4.6). To date, we did
not see any practical evidence of such a real world attacker adapting to our approach
and trying to evade Detector™ in adaptive manner. However, such future possibility

remains and for such case an adaptive delta threshold based strategy will be needed.
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4.4.3 Study 2: Can the attackers be pinpointed?

After determining the delta thresholds, we focused on our second research question:
Can suspicious time deltas be used to pinpoint the malicious processes?

Note that the sooner the malicious processes are determined, the better it is in terms of
carrying out the appropriate countermeasures on time to prevent the ongoing attacks
or to reduce their harmful consequences. To this end, we aimed to reduce the values
of our hyper-parameters, i.e., window_size, warning_threshold, and alarm_threshold, as

much as possible (Section 4.3).

We observed that, with window_size =4, warning_threshold =05, and
alarm_threshold = 1, which will be referred to as the default configuration in the
remainder of the paper, the first warning as well as the first alarm for each malicious
process was emitted after the process made a total of 5 time readings (i.e., 4 time deltas).
That is, all the malicious processes were correctly pinpointed after the first window of
time deltas. And, this was done without emitting neither a false warning nor a false

alarm for any of the benign processes.

A related configuration, which produced slightly earlier warnings for the malicious
processes at the expense of two false warnings, but no false alarms for the benign
processes, was window_size = 2, warning_threshold = 0.5, and alarm_threshold = 2.
With these hyper-parameters, for each malicious process, the first warning was emitted
after the process made 3 time readings (i.e., after the first window of 2 time deltas) and
the first alarm was emitted after a total of 5 time readings (i.e., after the second window
of 2 time deltas).

We have also observed that some care must be taken when setting the warning threshold
above 0.5. This is because (as discussed in Section 4.4.2) the time deltas obtained from
malicious processes tend to come from at least two different distributions, one of which
represents the malicious measurements. Therefore, setting the warning threshold above

0.5 may prevent the detection of the malicious processes.

On the other hand, setting the warning threshold lower than 0.5 may increase the
number of false warnings and false alarms. This issue can, however, be addressed by
increasing the window size and/or the alarm threshold. For example, using a warning
threshold of lower than 0.01 (i.e., less than one suspicious delta per 100 deltas) still
perfectly pinpoints all the malicious processes in our experiments without having
any false warnings or alarms, when the window size is set above 100. Or, setting the
warning threshold to 0.01 with a window size of 100 requires an alarm threshold of at

least 2 to avoid any false alarms.
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Prevention Effectiveness
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Figure 4.5: Prevention effectiveness obtained under different noise levels.

4.4.4 Study 3: Can the attacks be prevented?

Our next question was then whether the attacks can be prevented. To this end, in
the presence of a suspicious time delta, we have introduced noise in the respective
measurement by executing a random number of NOP instructions (each of which takes
one clock cycle to execute), hampering the usability of the measurements made by the
attacker (Section 4.3).

In particular, we experimented with the following noise levels: 512, 768, 1024, 1280, and
4352. For a given noise level 11, we determined the actual noise to be introduced, i.e., the
number of NOPs to be executed, by randomly picking a number between [256, 11]. Note
that the lower bound in the aforementioned range ensures that at least a minimum
number of NOPs are guaranteed to be executed.

For each attack, starting from the lowest noise level, we ran the attack 20 times and
computed the prevention effectiveness obtained by the selected noise level as the percent-
age of the experiments, in which the attack failed to operate. To this end, we used the
oracles that came with the source code distributions of the attacks (Section 4.1). More
specifically, each attack had a mechanism, indicating if the attack was successfully
carried out. We kept on increasing the noise level until we had a perfect prevention

effectiveness, i.e., until all the attacks were prevented under the given noise level.

Figure 4.5 presents the results we obtained. We first observed that the proposed
approach prevented all the attacks with perfect effectiveness (i.e., with 100% prevention
effectiveness). Although the noise level required varied from one attack to another,

using a sufficiently large noise level (in our case, 4352) prevented all the attacks.
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Note that an important feature of Detector™ is that since the noise is introduced for each
suspicious delta, Detector™ does not wait until a warning or an alarm is emitted for a
process before acting on it. That is, attacks can still be prevented even if no warnings or

no alarms are raised.

4.4.5 Study 4: Can the runtime overhead be kept at an acceptable

level?

After observing that Detector™ detected, isolated, and prevented all the attacks, we eval-
uated its runtime overhead. Since the security-related approaches, such as Detector™,
target the fielded instances of software systems, excessive runtime overheads are

generally not acceptable.

To carry out the study, we have opted to measure the runtime overhead of the proposed
approach by enabling vdso and forwarding all the timing calls to vsyscalls, which
also allowed us to mimic the scenarios where rdtsc is wrapped with a fast mechanism
(Section 4.3.2). This, therefore, enabled us to compute an upper bound on the runtime
overhead of the proposed approach since the vsyscalls introduce significantly less
overhead compared to the syscalls (Section 4.4.2), making the overhead introduced by

Detector™ more apparent.

We have then executed the Phoronix benchmarks between 9 to 15 times (depending
on the amount of time required for each benchmark) on both the original operating
system and the operating system instrumented with Detector™. This took us to run a

total of 259 sub-benchmarks involving 144 applications for about 5 months nonstop.

Each benchmark was designed to report its own performance measurements. We used
these measurements to compute the runtime overheads as follows: ((P’ — P)/P) % 100,
where P and P’ are the performance measurements obtained from the original and the
instrumented system, respectively. The lower the overhead, the better the proposed

approach is.

Table 4.1 presents the overheads we obtained. We observed that the overall runtime
overhead of the proposed approach was 1.56%, on average. Indeed, for 52% (137 out of
259) of the sub-benchmarks, Detector™ introduced virtually no overheads. And, for
most of the remaining sub-benchmarks the overhead was close to the average overhead
of 1.56% (Table 4.1). One exception was the network benchmarks (benchmark ID=12),
where we observed an average overhead of 6.75%. Interestingly enough, no suspicious
deltas were detected for this benchmark. That is, no action, except for comparing the
observed time deltas with the threshold value, was needed. Furthermore, in terms of
the duration of this benchmark as well as the total number of time deltas observed in it,

we could not identified any singularities either. That is, there were other benchmarks
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with similar durations and similar number of time deltas, but resulting in virtually no
overheads. An in-depth analysis then revealed that the performance of this benchmark
is greatly affected by the network traffic present in the underlying platforms. We
indeed observed that even the performance measurements obtained from the different
repetitions of the same sub-benchmarks running on the same platform varied between
2.2% and 5.5%, possibly explaining the singularity in the overheads.

4.4.6 Study 5: Can the attack variations be detected?

We have then evaluated Detector™ under different attack variations. Each attack

variation mimicked a mechanism that can be used by an attacker to stay stealthier.

Carrying out an attack by using multiple processes. We first focused on the variations,
in which the same attack is carried out concurrently by multiple processes. Note that
this can potentially reduce the suspiciousness of individual processes by distributing
the malicious activities over multiple processes, each of which can, for example, target
a different part of the secret information.

To carry out the study, we executed each attack by using p = 2, 5, and 10 concurrent pro-
cesses and monitored the time deltas using the default configuration of Detector™ (i.e.,
window_size = 4, warning_threshold = 0.5, and alarm_threshold = 1). We observed
that, except for 2 processes, all the malicious processes were pinpointed after the first
window; the first warning and the first alarm for these processes were emitted after
they had made 5 time readings (i.e., after 4 time deltas). And, the two aforementioned
malicious processes were pinpointed after the second window; the first alarm as well as
the first warning for these processes were emitted after they had made 9 time readings.
One of these processes was a Flush+Flush process when p = 2 and the other was a
Prime+Probe process when p = 5. It turned out this happened because the first few
malicious time deltas obtained from these processes were unexpectedly high. We
believe that this happened due to the noise introduced by spawning multiple processes
at around the same times. Note that such noise also makes it difficult (if not impossible)
for the attacker to extract information from the measurements (see Section 4.6 for more
information).

Carrying out different attacks concurrently. Last but not least, we have evaluated
Detector™ on attack scenarios, in which different types of attacks were carried out
concurrently. Note that this type of variation is different than the previous type of
variation because in the former a single type of attack is carried out at a time by using

multiple concurrent processes.

To carry out the study, we executed all of the 5 attacks concurrently and used the

default Detector™ configuration (i.e., window_size = 4, warning_threshold = 0.5, and
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alarm_threshold = 1) for analysis. Furthermore, we have repeated the experiments 6
times. All of the malicious processes used in these experiments were pinpointed after
the first window, i.e., after they have made 5 time readings (i.e., 4 time deltas).

4.5 Threats to validity

One external threat concerns the representativeness of the timing attacks used in the
study, namely Meltdown [LSG™ 18], Evict+Reload [LGS™16], Flush+Flush [GMWM186],
Flush+Reload [YF14], and Prime+Probe [LYG™15]. However, all of these attacks are
well-known attacks and they have all been used in related works [LSG ™18, [GSM15),
YSG ™19, [Yar16,[WNQ™T19, [AGYS20]. Furthermore, as the base attacks, we have used
the publicly available implementations of these attacks together with the facilities
provided by these implementations to determine whether the attacks were successful
or not. We have also evaluated Detectort on different variations of these attacks by
carrying out the attacks using multiple processes and by carrying out multiple different
types of attacks concurrently, mimicking some of the mechanisms that attackers may
employ to stay stealthier.

Another threat concerns the representativeness of the benign processes used in the
study. In the experiments, we have used the Phoronix benchmarks as the suite of benign
processes [pho19]. Phoronix, indeed, provides a variety of software systems, which are
commonly encountered in production environments, including network, database,
and machine learning systems; cryptographic, scientific computing, audio/video
processing, and graphics applications; and a wide spectrum of 10-/CPU-bounded
applications for workstations and servers(Table 4.1). Phoronix has also been used in
related works [SB13|, DSM ™08, [Lou19, AGYS20].

4.6 Countermeasures against Detector™”

Detector™, as is the case with other detection frameworks, can (and will) naturally
become the subject of attack techniques that aim to find innovative ways of avoiding
detection by Detector™. In this section, we discuss some of the potential countermea-
sures that can be taken against Detector™t as well as possible mitigation strategies that

Detector™ can employ against them.

Detector™ operates by monitoring and analyzing how processes perform time measure-
ments and their patterns thereof. An attacker may, therefore, attempt to surreptitiously
measure the time and/or temper with the measurements made by Detector™. Except

rdtsc, this, however, requires elevated privileges (which is against the premises of
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the timing attacks) as the aforementioned time measurement mechanisms use either

system calls or virtual system calls.

Regarding rdtsc, as the results of the studies we carried out in this paper strongly sug-
gest that monitoring and analyzing timing behaviors can be used as a countermeasure
against timing attacks, we are a strong advocate of allowing accesses to rdtsc (and, for
the same reason, to all timing related services as well as to hardware performance coun-
ters/events [Guill, MBDH99]) only through privileged software/hardware entities, so
that suspicious time measurements can be monitored and appropriate countermeasures

can be taken. Further discussion on this can be found in Section 4.3.2.

An attacker may also increase the time gap between the consecutive pairs of time
readings in an attempt to stay stealthy. If the resulting time deltas stay above the delta
threshold, then they will not be marked as suspicious. One way this could be done is
to measure the execution time of a series of operations, rather than a single operation.
For example, in the cache-based timing attacks, rather than measuring the time it takes
to access a single memory location to determine whether the respected data is in the
cache, one could measure the time required for accessing multiple memory locations.
This, however, makes the attacks more complicated to implement as more involved

analyses are required to factor out the ambiguity in the measurements.

Another way could be to intentionally introduce deterministic amount of noise into the
measurements, which can then be factored out by the attacker after the measurements.
For example, during a time measurement, in addition to accessing a memory location
of interest, the attacker can carry out a fixed number of NOP instructions to stay above
the delta threshold. However, the more intentional noise introduced by the attacker,
the more unintentional noise is generated by the underlying platform (e.g., operating
system), which makes the analysis complicated (if not impossible at all). This is because
there is no guarantee as to how these benign instructions will be executed. For example,
during the execution of these instructions, thus in the middle of a time measurement,
the operating system may take the control of the CPU from the malicious process and
give it to another process, which would inadvertently introduce a great deal of system

noise.

To evaluate this conjecture, we carried out a study where we introduced a fixed number
of NOPs into the time measurements made by the Meltdown attack. The noise was
then subtracted from the actual time readings before they are analyzed by Meltdown.
We experimented with different levels of intentional noise. For each noise level (i.e., the
number of NOPs introduced into each time measurement), we used the reliability oracle
that comes with the source code distribution of Meltdown to measure the accuracy of
the attack. The accuracy in this context is simply computed by the percentage of the

attempts, in which the target memory location is read successfully. Thus, the higher
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Effect of Intentional Noise
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Figure 4.6: The effect of the intentional noise introduced into the time measurements
on the accuracy of the Meltdown attack.

the accuracy, the better the attack is.

Figure 4.6 presents the results we obtained. As the level of intentional noise is increased,
which the attacker needs in order to stay above the delta threshold, the accuracy of
the attack is diminished and eventually reached 0% where not even a single byte of
information was exfiltrated, supporting our hypothesis.

Note that to account for this phenomenon the attacker would need more measurements
(which increases the amount of time required by the attack) and /or more sophisticated
analyses, thus reducing the chance of success. Nevertheless, the hyperparameters
offered by Detector™ can be used as a defense mechanism for these countermeasures.
For example, one can increase the delta threshold, which makes the longer time deltas
also look suspicious. This, however, may reduce the accuracy in isolating the malicious
processes. To cope with this, the window size as well as the warning and alarm
thresholds can be increased. For example, in the presence of intentionally introduced
noise in the Meltdown attack (Figure 4.6), we increased the delta threshold to 7555, such
that the accuracy of the attack is kept under 1%. With this new threshold, we observed
that having window size = 30000, warning threshold= 0.5, and alarm threshold = 50,
pinpointed all the malicious processes without emitting any false alarms for the benign
processes. Note that although increasing the values of these hyper-parameters may
increase the detection times of the malicious processes, since Detector™ does not wait
until a process is marked as malicious before acting on it (i.e., in the presence of

suspicious time deltas, the time measurements are thwarted regardless of whether the
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respective processes are marked as malicious or not), the chance of success for the
attacks will still be reduced (if not prevented at all). After all, a complementary way of
reducing false alarms is to explicitly mark the trusted processes (such as, the system
processes), so that they can be excluded from the analysis, which, in turn, can also help
reduce the values of the hyper-parameters.

In summary, Detector™ utilizes a strong feature set, that proves to be highly generic
and extremely effective against detecting and eliminating a wide range of cache-based

timing attacks by itself and/or in conjunction with other detection techniques.

4.7 HyperDetector

We extended Detector™ approach to operate at the level of hypervisors and thus, named
HyperDetector [UJYSng]. This itself is a generic approach, to detect, isolate and prevent
ongoing timing attacks, albeit at the level of hypervisor, providing protection to tenant
virtual machines. HyperDetector, uses a hardware extension for virtualization and
intercepts rdtsc instructions, such that consecutive pairs of time readings which are
suspiciously close to each other can be detected. Upon detection of potentially malicious
time measurements, noise is introduced in to the time measurements to prevent ongoing
attacks. Furthermore, the sequence of time measurements are analyzed at runtime
through a sliding window based approach to determine the malicious process. In our
experiments, HyperDetector performed remarkably well and detected all malicious
processes and snubbed the success rate of attacks from 99% to ~ 0%. Meanwhile the
exhibited runtime overhead was 1.14%.

4.8 Related work

Information exfiltration from cryptographic algorithms employing timing-channels
had been extensively studied [Ber05, OST06, [Per05, [ASO8] in the past. These attacks
often leverage a timing-channel being established as a side effect to cache-contentions.
Typically, the attacker constantly monitors a set of cache lines to determine if they have
been accessed by another process; either through continual eviction of a cache line
or continuously filling a small portion of cache accessible to attacker. In both of the
mentioned schemes, statistically notable change in the access latency enables discovery
of accessed cache lines by a victim process.

Timing attacks have been demonstrated to circumvent sandboxes and even kernel
space hardening (such as ASLR) [HWH13| [ZJRR12, WXW14} (OKSK15, MIE17]. One
mitigation strategy extensively highlighted in the literature is to ensure that critical

parts of the systems, which process secret information, should remain agnostic of
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observable sequences of cache accesses [OST06]. This, for example, can prevent the
influence of plain and cipher text parameters in cryptographic applications from being
deterministically observed. Bernstein [Ber05] suggested that, one way of mitigation
must involve constant time implementation of the cipher. However, this remain a very
difficult problem [Ber05].

Cock et al. [CGMH14] claim that although storage based side-channels can be dis-
covered and prevented through formal analysis, as is the case with seL.4 [KEH09]
micro-kernel, nonetheless such an approach does not extend to timing-channels. More-
over, they [CGMH]14] advocate, although in-theory a constant-time implementation
approach can guarantee absence of a timing-channel; in reality, it remains prone to
the CPU architecture type, as was the case with an OpenSSL vulnerability which had
been rectified on x86 by such a fix, while remained ineffective on ARM. Furthermore,
Coppens et al. [CVDBDS09] uncovered that the timing behavior of cryptographic
software is directly dependent upon its utilization of variable-latency instructions
in the code. To remediate, a compiler based solution is presented, which removes
control- and data-flow dependence on the secret key. Although the presented ap-
proach had been effective for addressing the main problem nonetheless, it incurred
significant performance overhead. Along the similar lines, Rodrigues et al. [RQPA16]]
developed a more effective compile-time tool, discovering timing-channel vulnerabil-
ities manifested in the implicit control flow of the actual implementation of crypto-
graphic code. Their presented approach successfully revealed a known vulnerability in
OpenSSL (v1.0.1e), use casing the effectiveness of their tool. Approaches for develop-
ing security-aware and attack-resistant cache architectures have also been studied in
literature [LL14), Pag05| [DFS20, DJL ™12, WL07, LWML16, HWS™19].

Mitigating timing-channels for adversaries by coarsification of high resolution clock
sources has also been explored in the literature. Hu et al. [Hu92|] present timestamp
fuzzing technique for VAX systems in classical literature. They present that reducing the
resolution of high resolution clock sources reduces the bandwidth of a timing-channel.
To this end, they present a set of techniques which involve adding random amount of
noise to all system wide clock sources, essentially limiting the resolution of timestamps.
However, since such a technique would introduce noise to all time measurements, it
would also deny the legitimate applications of high-resolution measurements. This
would also inadvertently penalize the system throughput, as co-ordination of the
hardware level operations depend upon high resolution timers. Martin et al. [MDS12]
present a similar technique, that selectively limits the resolution of the rdtsc instruc-
tions. Our work is different from this work that we are concerned with not only the
hardware timekeeping instructions (such as, rdtsc), but also the software timekeeping
mechanisms (such as syscalls and vsyscalls). Furthermore, the aforementioned work

requires some hardware modifications (as it proposed a new machine instruction)

78



4.8. Related work

and does not automatically determine the malicious processes. It simply changes the
granularity of the rdtsc instructions for some pre-determined (i.e., given) processes.
Our work, however, is implemented at the software level and pinpoints the malicious
processes, so that they cannot further harm the system by, for example, intentionally

making time measurements to hurt the performance of the system.

Language based predictive mitigation for timing-channels remain another topic of
research, quantizing bounds over security of information flow. Zhang et al. [ZAM12]
propose well-typed programs can only leak a bounded amount of information through
a timing-channel. To this end, they propose a mitigation language employing predictive
timing to ensure strict bounds on the execution time of programs. In contrast, Li et
al. [LKO™14, LTO"11] present a hardware focused approach by developing statically
verifiable hardware description language to ensure information-flow security. Porter
et al. [PBR™14] present an augmentative solution to retrofit an existing OS, based on
decentralized information flow control, which remains promising in providing end-to-
end security guarantees. In the aforementioned approach, the security policies need
to be specified by labeling data prior to its processing in context-sensitive security
methods. Nonetheless, such an approach remains partially effective for the prevention
of timing-channels and can result in, considerable performance overhead. These
aforementioned preventive approaches may lack generality to cater for wider spectrum
of timing-channel attacks, yet strengthen the defensive posture of a system for their
respective category of attacks, albeit at the cost of performance. Such approaches,
however, may lack prevention against zero-day attacks. We, therefore, believe that for
sensitive and security first application scenarios, the aforementioned approaches can
complement Detector™ and provide stronger defense mechanisms.

Reactive, dynamic, and attack specific mitigative approaches have also been presented
in literature. Kulah et al [KDYS19] present an anomaly based detection approach
to prevent Prime+Probe, Flush+Reload, and Flush+Flush attacks. Their presented
approach monitors contentions occurring in shared resources and associates them
with processes, such that any suspicious level of contentions lead to the issue of a
warning and subsequently a preventive action to stop an ongoing attack. Akyildiz et
al [AGYS20] present an approach tailored to detect and prevent the Meltdown attack
by monitoring segmentation faults occurring at memory addresses close to each other.
In the presence of a segmentation fault, the aforementioned approach flushes the cache
hierarchy as a reactive measure to prevent possible information leakage. The sequence

of segmentation faults are then analyzed to pinpoint the malicious processes.

Nomani et al. [NS15] suggest leveraging information available from hardware per-
formance counters to learn and predict upcoming execution phases of programs. A

program scheduler equipped with this information can adaptively schedule programs
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such that an on-going attack can either be thwarted to a reasonable extent. Zhang et
al. [ZR13] present an approach to mitigate Prime+Probe attack by relying on frequent
intentional cache-cleanings which in-effect obfuscates usable information in the timing
data to render it useless for an attacker. The aforementioned approaches lack a general
mechanism to prevent all timing-channel attacks, as they’re tailored to the specifics of
the certain attacks. In contrast, Detector™ is a generic approach, agnostic to the specifics
used in the timing attacks and can detect an attack as long as the attack demonstrates

fine-grained time reading behavior.

4.9 Concluding Remarks

In this work, we have presented a novel approach, called Detector™, for detecting,

isolating, and preventing timing-based side channel attacks at runtime.

The proposed approach is based on a simple observation that the way, timing attacks
perform their time measurements and their patterns thereof differ from those of the
benign processes. In particular, timing attacks need to measure the execution times of
typically quite short-running operations. Detector™, therefore, monitors time readings
made by processes and mark consecutive pairs of readings that are close to each
other in time as suspicious. In the presence of a suspicious time measurement, a
random amount of noise is introduced in the measurement to prevent the attacker
from extracting information by using the measurement. The sequence of suspicious
measurements is then analyzed at runtime by using a sliding window-based approach

to determine the malicious processes.

We evaluated the proposed approach by conducting a series of experiments. In these
experiments, we used five well-known timing attacks together with a well-known suite
of benign applications, representing the applications that are commonly encountered in
production environments. To further evaluate the proposed approach in the presence of
stealthier attacks, we have also tested Detector™ with different variations of the timing
attacks. In all the experiments, Detector™ detected all the malicious time measurements
with almost a perfect accuracy, prevented all the attacks, and correctly pinpointed all
the malicious processes involved in the attacks without any false positives after they
have made a few time measurements with an average runtime overhead of 1.56%.

We believe that this line of research is novel and interesting. Therefore, we continue
working in this field. In particular, we are interested in understanding the fundamental
mechanisms involved in side channel attacks, identifying the commonalities between
these mechanisms, and developing low-overhead approaches to detect, isolate, and
prevent not only the known attacks, but also the zero-day attacks at runtime.
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CHAPTER

Future Work and Concluding Remarks

In this dissertation, we aimed to defend computing systems against microarchitectural
side-channel attacks. Developing effective countermeasure approaches is although
possible. However, the challenge lies in delivering low to negligible performance
overhead of these countermeasures as security and performance are often orthogonal
to each other. Evidence suggests, new attacks and more potent variants of existing
attacks will continue to emerge and thus, broad spectrum countermeasures are desired
and will remain in demand.

From a microprocessor’s design standpoint, microarchitectural side-channel security
had to be fundamentally incorporated into the design process. Existing microarchitec-
ture side-channel attacks exploit the performance and optimization features of existing
designs. Furthermore, no matter what, motivated researchers and exploit developers
will continue to find new vulnerabilities even when the CPU vendor guarantees new
security mechanisms been introduced. Such was the case with Intel’s trusted execution
environment, where researchers discovered vulnerabilities and show cased them to
snoop-on secure computation within enclaves. White-hat research must continue to
discover new vulnerabilities both to thoroughly vet the strengths of newer microarchi-
tectures, as this not only establishes confidence into the level of provided security, as
well as aides to find newer security vulnerabilities and drive research efforts to address
them.

Moreover, regardless of the CPU vendor, or the underlying ISA, or the target platform;
researchers revealed that current generation of CPU’s are microarchitecturally prone to
side-channel attacks in a myriad of ways. This fact is worrisome, although from research
standpoint we do hope that future designs would further harden microarchitectural
security posture. Nonetheless, current generation of computing systems will continue

to operate in the years to come and will remain exploit prone.
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5. FUTURE WORK AND CONCLUDING REMARKS

We began our research by asking four fundamental questions about the microarchitec-
ture side-channel security research. We performed a systematic mapping study to find
answers to aforementioned questions under guidelines of a strict mapping protocol.
We searched existing, peer-reviewed literature from three major scientific research
databases. We located and reviewed 379 articles at first and appraised 84 articles to
serve as primary studies, after rigorous screening process. We developed a study
classification scheme to be used for this context. This developed classification scheme
not only served our needs, it will be usable even in the future to carry out similar
research efforts. Among notable observations from our mapping study, we observed
that past five years show a linear growth in the number of publications, suggesting the
importance and attention of research being carried out in this arena of computer and

cybersecurity.

From the gist of our systematic mapping study, existing research demonstrates that
artefacts leading up to compromised security and privacy are not limited solely to
one specific aspect of microarchitecture. They span across executional mechanics of
speculation, prefetching and out-of-order execution on one hand; on the other, they
span across physical components such as cache, memory, registers, interconnects and
so on. We also observe that, aforementioned artefacts span across contention, tim-
ing and access behaviors. Last but not least, interestingly the onboard electronics
contributes to artefact emanations in the power consumption and electromagnetic
emissions. Furthermore, regardless physical, or virtualized /emulated hardware, soft-
ware based microarchitecture side-channel attacks remain to exist, cause harm and are

becoming more and more lucrative to computer system exploitations.

To our end, we further undertook the task of constructing and demonstrating an
effective, and efficient countermeasure approach we named Detector™ targeting mi-
croarchitectural timing attacks. Detector™ detected, isolated and prevented ongoing
timing attacks at runtime with negligible overhead. On its core, we leveraged the fol-
lowing observation that timing attacks perform very fine-grained time measurements
and reveal patterns quite different than benign processes. We monitor all processes sys-
tem wide and observe their time reading behavior, and any consecutive pair of readings
that are close to each other are marked suspicious. At first we inject random amount
of noise to thwart attacker from extracting useful information from said time mea-
surement. Then, sequence of suspicious time measurements are analyzed at runtime
and culprit processes carrying out malicious activities are pinpointed, subsequently a

mitigative action is taken and the computer system is thus safeguarded.

An extension termed HyperDetector to aforementioned work was later carried out,
where we extended the underlying approach to defend operating systems running

in virtualized environments such as cloud. For this purpose, we implemented the
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the core logic of Detector™ into a kvm hypervisor and we monitored the time reading
behavior of all processes running inside the guest operating systems. We also obtained
promising results that showed negligible performance overhead and successfully kept

all the tenant virtual machines defended against timing attacks.

The potential avenues of research to defend against microarchitecture side-channel
attacks could focus on countermeasures delivering negligible overheads. Hybrid
solutions in the form of pluggable hardware security modules and accompanying
software would be a step in this direction, such as FPGAs based solutions. FPGAs being
hardware programmable could be employed to synthesize soft-core processors and/or
any subsystem. Synthesized hardware would deliver performance where a software
based solution is prohibitive. Such a design is flexible in nature and whose synthesized
hardware could be reconfigured via a software update. Another research avenue
could be, automated auditing and patching of exploitable binaries to microarchitecture
side-channels at runtime. In a similar regard, approaches to formally reason and fix,
side-channel security of programs during speculative execution are needed. Adaptive
speculative execution strategies ensuring secure execution of vulnerable programs can

be researched.
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Cache-Zoomer: On-demand High-resolution Cache Monitoring for
Security [FDY "]

Calibration Done Right: Noiseless Flush+Flush Attacks [DM]

Can Microkernels Mitigate Microarchitectural Attacks? [GLV ™|
CHASM: Security Evaluation of Cache Mapping Schemes [MGK™]
Differential Analysis and Fingerprinting of ZombieLoads on Block
Ciphers [SLR]

E-SGX: Effective Cache Side-Channel Protection for Intel SGX on
Untrusted OS [LLW ™

Efficient Information-Flow Verification Under Speculative Execu-
tion [BJV]

Flush+Flush: A Fast and Stealthy Cache Attack [GMWM]

HexPADS: A Platform to Detect “Stealth” Attacks [Pay]

Integrating Side Channel Security in the FPGA Hardware Design
Flow [BBE]

Malware Guard Extension: abusing Intel SGX to conceal cache at-
tacks [SWG™]|
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S79
S80

S81
582

S83

S84

Mem]Jam: A False Dependency Attack Against Constant-Time Crypto
Implementations [MWES]

NetSpectre: Read Arbitrary Memory over Network [SSL™]

New Branch Prediction Vulnerabilities in OpenSSL and Necessary
Software Countermeasures [AGS]

New Results on Instruction Cache Attacks [ABG]

Off-Limits: Abusing Legacy x86 Memory Segmentation to Spy on
Enclaved Execution [GVBPSY]

Side-Channel Analysis of Cryptographic Software via Early-
Terminating Multiplications [GOPT]

Validation of Abstract Side-Channel Models for Computer Architec-
tures [NBL "]

Table A.1: curated articles to serve as primary studies
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