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Abstract

In this master thesis, we study exceptional APN functions. We first give a
detailed survey on exceptional APN monomials using the methods from algebraic
geometry, especially algebraic curves over finite fields. We also collect recent results
on exceptional APN polynomials, and we introduce a result for polynomials of Gold

and Kasami-Welch types.
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Anahtar Kelimeler: APN fonksiyonlar, CCZ ve EA denklikleri, istisnai APN

fonksiyonlar, mutlak indirgenemezlik, sonlu cisimler

Ozet

Bu yiiksek lisans tezinde, istisnai APN fonksiyonlarmi cahstik. Once, isnisnai
APN tek terimlileri iizerine ayrmtili bir inceleme verdik, bu incelemeyi yaparken
cebirsel geometriden, oOzellikle sonlu cisimler tizerine cebirsel egrilerden yontemler
kullandik. Son olarak, istisnai APN polinomlar1 hakkinda sonu clar1 sunduk. Buna
ek olarak Gold ve Kasami-Welch tipindeki polinomlarin hakkinda buldugumuz bir

sonucu sunduk.
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Introduction

An interesting class of functions defined over Fon are Almost Perfect Non-Linear
(APN) functions. They are of central interest in many mathematical areas such as
coding theory and cryptography. In particular, having optimal differential proper-
ties, they provide good resistance against differential attacks in cryptography, see

[3].

Let Fy» be the finite field of order 2". Consider the function F' : Fon — Fon. To
define an APN function, we need to define the derivative of a function over Fyn. For
a non-zero a € Fyn, the derivative of F' with respect to a is D F : Fon — Fon defined
by

D,F(x) = F(x +a) + F(x).

Now, we are allowed to define APN function. A function F : Fon — Fon is called
APN, if D,F(x) = b has at most 2 solutions for all a,b € Fon, a # 0. That
is, F(x + a) + F(x) = b has either 0 or 2 solutions for all a,b € Fan, a # 0.
Equivalently, a function F' on Fan is APN if and only if for any nonzero a € Fan the
set {D,F(x) | z € Fou} has cardinality 2"~1.

An APN function F' over Faon is called exceptional APN if F' is also APN over
infinitely many extensions of [F. This thesis is about the conjecture on exceptional
APN functions over Fon, see [14] where the proof of the conjecture is completed for
the monomial case. The conjecture states that the only exceptional APN functions
are the Gold and Kasami-Welch monomial functions which are 2> *! and 2% ~2'+!,
respectively.

The method from algebraic geometry, especially algebraic curves over finite fields
are used to show the monomials other than Gold and Kasami-Welch are not excep-
tional APN. For a function F': Fyn — Fan, we define a Fermat surface C over Fyn by
F(x)+ F(y) + F(2) + F(x +y + 2) [15]. We use the fact which states F' is APN if
and only if the affine surface F'(x)+ F(y) + F(z) + F(x +y + z) = 0 has all rational
points on the surface defined by (z +y)(y + 2z)(x + 2), to decide whether F' is APN.
If the surface C has a rational point P = (z,y, z) such that P does not lie on x = y,
y = z and z = z, then F' is not APN. To have such a rational point, we determine
whether C has a hyperplane section containing an absolutely irreducible curve X
defined over Fan.

Suppose that C has such a hyperplane section then by the Hasse-Weil bound [15],
we have Jeal XY — D(dea( X) — 2
Note that N(X) is large enough, for all sufficiently large n. Since the planes x = y,
y = z and = = z intersect with X' at most deg(X) points by Bezout’s theorem
[11], N(X) — 3deg(X) > 0 for all sufficiently large n. In other words, there exists a
rational point P = (z,y,2) € X such that = # y, y # z and x # z. Therefore, F is
not APN.




After preliminary chapter, we introduced APN functions and their properties. We
explained the difference between an APN function and exceptional APN function
giving two examples. In Chapter 3, we were interested in CCZ(Carlet-Charpin-
Zinoviev) and EA(Extended Affine) equivalences which preserve APN property. In
the consequent chapter, we introduced exceptional APN functions and we gave the
complementary proof of the conjecture we stated above. For Chapter 5, we showed
Gold and Kasami-Welch functions are exceptional APN functions using the method
expanded in Chapter 4. In the last chapter, we exposed a survey on exceptional APN
functions which are not monomials. In addition we introduced our contribution on
exceptional APN polynomials of Gold and Kasami-Welch types.



Chapter 1

Preliminaries

1.1 Finite Fields

We begin this chapter giving the main definitions and properties of finite fields
which will be needed in the rest of the thesis.

Definition 1.1.1. A field is a set F with two operation + and . which satisfies
following properties:

o [ is an abelian group under + with identity element 0.
e '\ {0} is an abelian group under . with identity element 1.
e x distributes over +, i.e., aj.(ay + az) = aj.as + as.az where aj,as, a3 € F.

The field is finite means that the field contains finitely many elements.

Definition 1.1.2. The characteristic of a field F, denoted ch(FF), is defined to be
the smallest positive integer p such that p.1gp = 0, if such a p exists and is defined to
be O otherwise.

Definition 1.1.3. The prime subfield of a field F is the subfield of F generated by
the multiplicative identity 1g, it is isomorphic to either Q or IF),.

Note that every field has a unique smallest subfield, called the prime subfield,
which is the intersection of all its subfields.

Lemma 1.1.4. [2], Lemma 1.2.1] Let F be a finite field and K be a subfield of .
Suppose that K contains q elements. Then, F is a vector space over K and |F| = ¢"
where n is the dimension of F over K.

Proof. First, we will show that I is a vector space over K. Since F is a field, 0 € F.
For o € K, it is also a € F, then cwa + b € F for any a,b € F and o« € K. Then, F is
a vector space over K. Now, we will show that n is the dimension of F over K where
|F| = ¢" and |K| = ¢q. Since IF contains finitely many elements, we can choose a basis
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B ={p,pPs...,0,} for F over K. We write a € F as a linear combination of the
elements of B, a = a18; + a8z + . .. + a, [, where a; € K. Note that (ay,as,...,a,)
is uniquely determined by a. Since a; € K, there are ¢ choices for each a;. Then,
there are ¢" = |K|" distinct sequences of coefficients. Hence, the dimension of F
over K is n. O

Theorem 1.1.5. [21, Theorem 1.2.2] Let F be a finite field. Then, |F| = p™ where
p 1is the characteristic of F with n € Z*.

Corollary 1.1.6. Let F be a finite field with q elements where ¢ = p™. Then, F is
an extension of IF),.

Proof. Since F, is finite, the characteristic of F is positive. That is, IF contains a
subfield K which is isomorphic to F,. Then, [ is a finite extension of K of degree
n, for some n € Z*. By Lemma [1.1.4] we conclude that |F| = |K| = p™. O

Note that we can deduce from Theorem [[.1.5] that there is no finite field of order
6.

Lemma 1.1.7. [2], Lemma 1.2.3] If F, is the finite field of order ¢ and a € F, with
a # 0, then a?* = 1. Therefore, a® = a for all a € F,,.

Proof. Let a € F, with a # 0. Since a # 0, a is a unit in F, and there are ¢ — 1
units in [F;. Furthermore, the units in F, form a multiplicative group of order ¢ — 1.
Note that any finite multiplicative subgroup of a field is cyclic. Then, the units in
F, form a cyclic group of order ¢ — 1. By Lagrange’s theorem, the multiplicative
order of a divides ¢ — 1. Thus, we have a?"' = 1, and by multiplying both sides
with a, we have a? = a.

Lemma 1.1.8. [21, Lemma 1.2.4] Let F, be the finite field of order q. Then, 27—z
splits into its linear factors in Fy|x] as

Proof. Since x? — x has degree ¢, it can has at most ¢ roots. By Lemma [1.1.7] we
know that a? = a for all a € F,. Then, a is a root of 27 — x, that is,  — a is a factor
of 27—z for all @ € F,. Hence, 2 — x has ¢ distinct roots and 2? —z = Haqu T —a.

Theorem 1.1.9. [21, Theorem 1.2.5](Ezistance and Uniqueness of a Finite Field)
For any prime p and positive integer n, there exists a finite field of order p"™ and any
field of order ¢ = p™ is isomorphic to the splitting field of v — x € IF,,.

Proof. Let g = p", we consider 27 — z € F,[z]. Let F' be the splitting field of 29 — x
over [F,,. Since 2? — x is separable polynomial, i.e., it has distinct roots, by Lemma
1.1.8} it has exactly ¢ roots in the splitting field. Set S ={a € F'|a?—a=0}. S
is a subfield of F' containing all the roots of ¢ — x. Then, S = F' by the definition
of the splitting field. Hence, F is a field of order ¢ = p™. It gives us the uniqueness
of this finite field, by the uniqueness of the splitting field of a polynomial. O

Theorem 1.1.10. [21, Theorem 1.2.7] Let F, be the finite field of order ¢ = p".
Then, every subfield of F, has order p™ for some m € Z* with m | n. Conversely,
if m € Z" with m | n, then there exists a unique subfield of F, of order p™.
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Proof. Let K be a subfield of F, where ¢ = p". K must contain p™ distinct elements
for some m < n. Then, by Lemma [I.1.4] p" must be a power of p™. Thus m divides
n.

Now, we will show that there exists a unique subfield of F, of order p™ for m € Z*
with m|n. Since m|n, the polynomial ¥ — z divides x?" — z. Then, we can write
2" —x = (2" — x)p(x) where p(z) € F,[z]. That is, all roots of 27" — x are
roots of #¥" — . Thus, F, should contain a splitting field of 2™ — z over FF,, which
contains p" distinct elements. By uniqueness of the splitting field of a polynomial,
this subfield is unique. O

We can conclude from Theorem [I.1.10| that the finite field F,. is an extension of
F,m where m|n.

Lemma 1.1.11. LetFpn and Fym be the finite fields of orders p" and p™, respectively.
Then,
]Fpn ﬂ Fpm - Fpr

where r = ged(n, m).

Proof. By Theorem [1.1.10, we know that Fp. N Fym is isomorphic to a finite field
F,« where s|m and s|n. Since r is the greatest common divisor of m and n, we
have s|r. By the same theorem, F,« C Fyr, i.e., Fjn N Fym C F,r. Conversely, we
know from Theorem [1.1.10] that F» € Fym and F,r C Fyn, since r|m and r|n. Then,
F, C Fpn NF, 0

Now, we will define Trace function and express the properties of Trace function.

Definition 1.1.12. Let o € Fn where q is a prime power and n € Z*. The Trace
function of o, Try, : Fyn — Fy, is defined as follows.

n—1

Tro(@) =a+al+a? +...+af
Equivalently, Tr,(«) is the sum of the conjugates of «.

Theorem 1.1.13. [21, Theorem 1.4.4] The trace function, Tr,, : Fgn — F, satisfies
the following properties.

o Trp(a+ ) =Tr,(a) +Tr,(5) where o, B € Fyn.

o Try(ca) = cT'ry(a) where a € Fyn and c is a constant.
o Tr, : Fpn — Fy is a linear function and it is onto.

o T'rp(a) = ma for a € F, and m € Zsy.

o T'ry(a?) =Tr,(a) for any o € Fyn

We will give a definition of a linear function on Fy.. It will be used in the
following chapters.



Definition 1.1.14. (Linear Function) Let L be a function from Fan to Fon where n
is a positive integer. L is a linear function if

n—1
L(z) = Z a;x?
i=0

with a; € Fon.

Note that
L(z+y) = L(z) + L(y)

for all z,y € Fan, since (z + y)? = 2% + y*.

Now, we can give the definition of an affine function on Fyn. A linear function L
fixes 0, i.e., L(0) = 0 whereas an affine function need not do so. An affine function
is the composition of a linear function with a translation, so while the linear part
fixes 0 , the translation can map it somewhere else.

Definition 1.1.15. (Affine Function) An affine function A : Fon — Fon is a func-
tion defined by
A(x) = L(x) +d

where d € Fon and L is a linear function on Fon.

Theorem 1.1.16. Lagrange’s Interpolation Theorem Let F' : Fyn — Fyn be a func-
tion. Then, F(z) can be written as follows.

Fa)=Y F(a)(1 (- a)p"*l)

aern

Using Lagrange’s interpolation formula, we can deduce that every function on the
finite field F, can be express as a unique polynomial of degree less than g.

One of the important theorem which will be used for some proofs in the thesis is
Lucas’ Theorem. It will be used in Chapter 4.

Theorem 1.1.17. [Lucas’ Theorem/[20] Let a and b two integers and p be a prime.
If 0 < a < b writing a and b in p-adic notation as a = ag + a1p + asp® + ... + app"
and b = by + bip + bop® + ... + b,p"™ where 0 < a;,b; < p with b, # 0. Then,

()= () ) () () ot



Chapter 2

Almost Perfect Non-Linear
Functions

2.1 APN Functions

In this section, we will introduce almost perfect non-linear functions and some
properties of these functions. Consider the finite field of characteristic 2, the field
Fon where n is a positive integer. From now on, we will study on functions on Fan.
To define APN function on Fy., we introduce a derivative of a function over a finite
field of characteristic 2 as follows.

Definition 2.1.1. Letn € Z~g and F : Fon — Fon. For any a € Fon, the derivative
of F' at a, is Do F : Fon — Fon defined by

D,F = F(x +a)+ F(x).

Before stateting the definition of APN function we will make some observations
on the equation D, F'(x) = b where a,b € Fyn with a # 0.

Observation 2.1.2. Consider the derivative of a function F' : Fon — Fon at a € Fon.
Let xg be a solution of D F(x) = b. Letting yo = xo + a, we have the following
equalities.

DoF(yo) = F(yo + a) + F(yo)
= F(xo+a+a)+ F(xo+a) = F(zo) + F(xo +a)
= D,F(xy) =b

Thus, we observe that if D,F(x) = b has a solution, namely x = xq, then x = o +a
15 also a solution.

Observation 2.1.3. Let {xg, 1,22} be the set of solutions of D,F(x) = b where
Xo, T1, Ty are distinct and a,b € Fon with a # 0. We observed above that xo + a is
a solution whenever xq is a solution of D F(x) =b. Without loss of generality, say
xr1 = x9 + a. Then, the set of solutions became {xy, o+ a,z2}. But, we know also
that xo+a is a solution whenever x4 is a solution. If xo+a = xq, then x9 = ro+a =
x1. Similarly, if o +a = xo + a then xo = xg. Hence, it is a contradiction. Then,
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the equation D,F(x) = b cannot have three distinct solutions. The set of solutions
of the equation D, F(x) = b is distinct union of the sets {z;, x; + a}.

We can observe that the image of D,F has even number of elements, since it is
distinct union of sets with two elements.

After making above observations on the derivative of a function F, we define
APN function as follows.

Definition 2.1.4. Let F : Fon — Fon be a function. If
D,F(z)=F(x+a)+ F(x)=b

is 2- to- 1 for alla # 0 and b € Fan, then F is APN. That means F(z+a)+F(x) =b
has 0 or 2 solutions for all a,b € Fon with a # 0.

To give an other description to be an APN function, we can look at the following
proposition.

Proposition 2.1.5. Let F' be any function on Fon. Then, F is APN if and only if
for any nonzero a € Fon the set {D,F(z) | x € Fou} has cardinality 2" 1.

Proof. By Observation 2.1.3} we know that the cardinality of the image of D, F(x)
is an even number and it is distinct union of the sets with two elements. We know
also that F' is APN if and only if D,F(x) = b has none or two solutions for all
a,b € Fyn with a # 0. Then, there is at most one set {z;, z; + a} for every b € Fon
where D, F(xz) = b. Denote by Im(D,F(x)) the image of D,F(x). Then, for every
b € Im(D,F(x)), there are exactly two elements x;, z; + a such that D,F(z;) =
D,F(z; + a) = b. Hence, F' is APN if and only if [{D,F(x) | * € Fau}| = 2771,
O

2.2 Exceptional APN Functions

We are going to introduce some functions which are APN under some conditions
and we will make observations on these APN functions. One of these functions
is the Gold function. The Gold function is a function F' : Fan — [Fon defined by
F(z) = 2!, We will show that it is APN if and only if ged(é,n) = 1. The other
function is called the inverse function, it is defined by F(z) = 2*'~2 on Fan. We will
also show that the inverse function is also APN on Fa. if and only if n is an odd
integer. Now, we will prove a few facts which will be used in the proof.

Definition 2.2.1. Let F' be a function on Fon where n is a positive integer. F' is a
quadratic function if

n—1
F(z) = Z a;j2° T + Z b + c.
ije{0,..,n—1} k=0

Fact 2.2.2. Let F be a function on Fon. If F is a quadratic function then D,F(x)
is an affine function where a € Fon, a # 0.
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Proof. Suppose that F' is a quadratic function from Fy. to itself. By definition of
the quadratic function, we can write

n—1
F(z) = Z a; ;2% T + Z b + c.
i,je{0,...,n—1} k=0
i<j
We have following equalities.
‘ ‘ n—1
D.F(z)= Y ayle+a)*? +> blz+a)? +c
i,je{0,...,n—1} k=0
i<j
_ ‘ n—1
+ Z amxTHJ + Z bkxzk +c
i,je{0,...,n—1} k=0
i<j
‘ ‘ n—1
— Z ai;(r +a)* (z+a)® + Z bi(z + a)*"
i,je{0,...,n—1} k=0
i<j
+ Z bkl'2k + Z CLZ'J.Z'QUFW .
k=0 i,j€{0,...,n—1}

1<J

Since (z + a)? = 2% 4 a*, we have the following equalities:

n—1
20 27 27 27 2k 2k
D, F(z) = E a;j(z® +a”)(z” +a )—l—E bp(z™ +a”)
i,5€{0,....,n—1} k=0
i<j
n—1
2k 2t497
+ g b + g aijx’ "
k=0 i,5€{0,...,n—1}
i<j
2t 20 27 27 20427
= E a;j(z® +a” ) (2 +a”) + E a; jz*t
i,5€{0,....n—1} i,j€{0,....n—1}
i<j 1<J
n—1
+ E bka2
k=0
i 7 i ¥ 7 7 i J
— Z ai7j(x2 +2 +x2 a2 +x2 a2 —I—aQ +2 )
i,j€{0,....,n—1}
i<j
n—1
iy 07 k
+ E ame 2 E bpa®
i,j€{0,....n—1} k=0
i<j



iq9j i 9j
= E (IZ'J‘,IQ +2 + E (liJ‘(L’Q CL2

i,j€{0,....,n—1} i,j€{0,....,n—1}
1<) 1<)
27 9t 21427
+ E a;jx-a” + E a;,;a
i,je{()',....,nfl} i,jE{Q,...',nfl}
1<J 1<)
n—1
iy o) k
+ E a@jl'Z REE E bkaQ
i,j€{0,...,n—1} k=0
1<j
i o) J oi
= g aivja:Q a® + g ame a?
i,j€{0,...,n—1} 1,7€{0,...,n—1}
1<J 1<J
n—1
iy o) k
+ g a;;a* v + E bra® .
i,j€{0,...,n—1} k=0
i<j

Since > jeqo,..n—13 @i jx% a® and Y ieqo.. n-1} @i ;2% a® are linear functions on Fan
i< i<j

and Y jef0,...n—1} a2-7ja2i+2j + ZZ;(I) bea?" is a constant, D,F(z) is the sum of two
i<j
linear functions and a constant, which means D, F'(x) is an affine function. ]

Corollary 2.2.3. Let F be a function on Fan and a,b € Fon with a # 0. If F(x)
is a quadratic function then D,F(x) = b has at most two solutions if and only if
D,F(z)+ F(a)+ F(0) =0 has exactly two solutions.

Proof. Let F(x) be a quadratic function, i.e., F(x) = Zz‘,je{q ..... n—1} amei”j Z;(l) b +

c. Then by Fact

i J ¥) 7
D.F(x)+ F(a)+ F(0) = E a; jz% a® + E a; jz% a®
1,j€{0,...,n—1} 1,j€{0,....,n—1}
i<j i<j
n—1
20427 2k
+ E a; ja R E bra
i,j€{0,...n—1} k=0
i<j
n—1
2 : 20427 2 : 2k
+ a; ;4 + -+ bka +c+ec
i,5€{0,...n—1} k=0
i<j

Since characteristic is 2, we have the following equality.

D,F(x)+ F(a)+ F(0) = E ai,ija?j + E am-xgj a*
ivje{oj'“gn_l} 1736{07771_1}
1<j 1<J

Then, D, F(z) + F(a) + F(0) is a linear function. If D,F(x)+ F(a)+ F(0) = 0 has
exactly two solutions then they should be x = 0 and # = a. Since D, F(z) +b =0
is a translation of D,F(x) + F(a) + F(0) and is a linear function, the solutions of
D,F(z)+ b= 0 should be a translation of z = 0 and = = a. Then, D, F(z)+b=0

9



has at most two solutions, since a translation of x = 0 and x = a must not be a
solution of D,F(x) = b. Conversely, suppose that D,F(x) + b = 0 has at most two
solutions. Choosing b = F'(a) + F(0), we can observe that D,F'(z) + F(a) + F(0) =
F(x +a)+ F(z) + F(a) + F(0) = 0 has exactly two solutions, namely = = a and
r=0. U

Fact 2.2.4. Let n and k be positive integers. Then
ged(2m — 1,28 — 1) = 28cdnb) _ 1,

Proof. Let s = ged(n, k) and d = ged(2" — 1,2% — 1) We know that 2" = 1 mod d
and 2¥ = 1 mod d, then 2° = 2"**" where s = nt + kr for some integers ¢ and r.
We have 2° = 2ntHrr — (27)(2%)" = 1 mod d. Thus, d | 2° — 1.

Conversely, we know that s | n and s | k, then 2" —1 =2 — 1 and 28 — 1 =2 — 1
for some integer [ and I’. We have

M —1=2" —1=(2) -1 =2 =2V ... +1)
and
ok _1=2" —1=(2) =1) =2 -2V +. . +1).
Thus, 2° —1 | d. Hence, we have the equality ged(2" —1,2F —1) = 28cd(mk) 1, O

Now, we are going to prove that the Gold function is APN under a necessary and
sufficient condition.

Theorem 2.2.5. Let F': Fon — Fon be a function defined by F(z) = 22 L. Then,
F is APN if and only if ged(i,n) = 1.

Proof. Let a be a non-zero element from Fon and b € Fon. Since F'(z) is a quadratic
function, by Corollary 2.2.3] D,F(x) = b has at most two solutions if and only if
D, F(z)+ F(a)+ F(0) = 0 has exactly two solutions. It means that F'is APN if and
only if D, F(z) + F(a) + F(0) = 0 has exactly two solutions. We have the following
equalities.
D.F(z) 4+ F(a) + F(0) = (z + a)* ' + 22+ + ¢!

=(z+a)” (x+a)+2¥ T + 2

= (@® +a¥)(x +a) + 2P + M

B R L L e

7 7
= ax? +a2 xT.

We can observe that one of the solutions of D, F'(z)+F(a)+F(0) = 0isz = 0. When
. . . . 201
x # 0 the equation az® + a*x = 0 becomes 22 ~! = a* 1. That is, <E> =1
a

Setting y = z, we have 42! = 1. Thus, F(x) is APN on Fyn if and only if 42! = 1
a )
has a unique solution, namely y = 1. It is the case if and only if ged(2°—1,2"—1) = 1,
since Fyn does not contain (2°—1)-th root of unity if and only if ged(2!—1,2"—1) = 1.
By Fact [2.2.4] we know that ged(2¢ — 1,27 — 1) = 28°dm) — 1 = 1. Hence, F(z) is
APN on Fs. if and only if ged(i,n) = 1 for any b € Fan. O
10



At this moment, we are going to give the proof of APN property for inverse
function after the following remark.

Remark 2.2.6. Let F(x) = x' be a monomial function and a,b € Fon with a # 0.
Assume that F(x + a) + F(z) = (x 4+ a)' + ' = b has at most two solutions.

22.1) s = ((20) + (2)) =0

Setting T =

, we can say that FEquation |2.2.1] has at most two solutions if and

x
a
only if at<(i + 1)+ :Tct> = b has at most two solutions. It is the case if and only if

(Z4+1) 42t = — has at most two solutions. Hence, we can without loss of generality
a
take a =1 to check that D, F(x) = b has at most two solutions.

Theorem 2.2.7. Let F : Fon — Fon be a function defined by F(x) = 22" =2 where n
is an odd integer. Then F is APN.

Proof. Let a,b € Fan with a # 0. We will show that D,F(z) = F(x+a)+ F(z) =0
has at most two solutions. Equivalently, we will show that F(z+a)+F(z)+F(a) = b
has at most two solutions.

F(CL’ + a) + F(:E) —+ F(a) — (J} + a)gn_z + 222 + 222 g

Note that = a and x = 0 are solutions if and only if b = 0. Hence, if b # 0, we
can suppose that = # a and x # 0.
Case 1: Consider b = 0. Since x = a and x = 0 are solutions, suppose that z # a
and x # 0. Then, we have following equalities.

1 1 1

+—-—4+-=0
r+a T a

F(zx+a)+ F(x)+ F(a) =

& ar+a(r+a)+x(x+a)=0
& ar+ar+a’+1*+ar=0
& 2°+ar+a®=0.
By remark above, we can without loss of generality take a = 1. Then we have the
equation 2 +x + 1 = 0.
Suppose that a € Fan is a root of 22 + 2 + 1, i.e., o + a = 1. We know that T'r,, is

a linear function on Fy.. Then we have Tr,(a? + a) = Tr,(a?) + Tr,(a). Observe
that

277.—1

Tro(0?) = a®+ ()2 + () + ...+ (a?)
:a2+a22+a23+...+a2n
o 2 22 on—1
=a+ao +a° +...+«

=Trp(a).

11



Thus, Tr,(a? + ) = Tr,(a?) + Tr,(a) = 0. On the other hand, Tr,(a? + o) =
Try(1) and Tr,(1) = n.1. Since n is an odd integer, T'r,(1) = 1 which is a contra-
diction. Hence, F'(z + a) + F(z) + F(a) = b has at most two solutions when b = 0.
Case 2: Consider b # 0. We know that = 0 and z = a are not solutions.

1 11
+-+-=b

Fzx+a)+ F(zx)+ F(a) = Gra o ta

& ar+ (x4 a)a+ ax(r + a) = bax(z + a)
& a® +ar? + a’x + abz® + a’bxr =0
& (ba+a)r® + (a+ ba®)z + a* = 0.

Since a # 0, we can cancel out a and we obtain
(2.2.2) (b+1)z® + (14 ba)z +a = 0.

Since we have a degree two polynomial, it has at most two solutions. Hence, F'(z +
a) + F(z) + F(a) = b has at most two solutions when b # 0. O

In the proof of Case 1, we have the polynomial 2% + x + 1 and we have looked for
a root a of this polynomial such that a? +« = 1. We have obtained a contradiction
by using the fact Tr,(1) = n.1 =1, since n is an odd integer. However, if n was an
even integer, we couldn’t obtain a contradiction, since 7,(1) = 0.

Fact 2.2.8. Let d € Fon. 2> + 2+ d = 0 has a solution in Fon if and only if
Tr,(d) =0.

Proof. Suppose that 22 + 2 + d = 0 has a solution, namely x = a. We have
a*+a+d =0, ie., a’+a = d. In addition, we have Tr,(a*+a) = Tr,(d). Since T'r,,
is a linear function, T'r,,(a? + a) = Tr,(a?) + Tr,(a) and since Tr,(a?) = Tr, (),
we have T'r,,(d) = 0.

Conversely, suppose that T'r,(d) = 0. We will show that there exists a € Fan
such that a? + a = d. Consider the map ¢ : Fon — Fon defined by ¢(a) = o? + a.

pla+b)=(a+b)?+(a+b)=a’>+b*+a+b=d(a)+ ¢(b)

for a,b € Fon. That is, ¢ is a group homomorphism. Denote Ker(¢) is the kernel of
o.

Ker(¢) = {x € Fon : ¢(x) =0}
={r €Fpn: 2* + 2 =0}
={r €Fpn: 2* =2}
=T,

By the first isomorphism theorem | Im(¢) |= 2"7!. Note that Im(¢) C {8 €
Fon : Tr,(8) = 0}, since Tr,(a? + @) = 0. Now, we will show that I'm(¢) =
{B € Fon : Tr,(5) = 0} using cardinality of these two sets, i.e., we will show that
| {8 € Fan: Tr,(B) =0} |=2""1. Let Ny and N; be the number of trace 0 elements
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and trace 1 elements, respectively. Every elements in Fon satisfies
422428+ 427 =0

or
2n71

x+x2+x22+...+x =1

but not both. Since both of them have at most 2"~! roots in Fon, then Ny < 271
and N; < 27! Since Tr, : Fyn — Fy is an onto function, both 0 and 1 have
preimages in Fon. Therefore, Ny + N; = 2". Hence, Ny = 2" ! and N; = 271
Since | {8 € Fon : Tr,(8) = 0} |= 2", we have Im(¢) = {8 € Fan : Tr,(8) = 0}.
Hence, there exists an a € Fan such that a? + o = d. O]

Remark 2.2.9. If n is an even integer then the inverse function F(x) = x2"2

defined over Fon is not an APN function. The equation F(x+a)+ F(z)+ F(a) =
has exactly 4 solutions for a non-zero a € Fon. For example, for a =1, F(z + )
F(x)+ F(1) = 0 has exactly 4 solutions, namelyx =0,z =1, x =a andz = a+1
where o+ a =1 and a € Fan by Fact[2.2.8

Theorem 2.2.10. F(x) = 2*" 72 is APN over Fou if and only if n is odd.

Here, we should observe that the Gold function F(z) = z**1 is APN over Fan
for infinitely many n. Since it is APN if and only if gcd(z,n) = 1 and there are
infinitely many n which are relatively prime to i. On the other hand, the inverse
function F(z) = 22”72 is also APN on Fy. when n is odd. But the function changes
for each n , i.e., we have different function for each n defined on Fan.

According to the observation above, we define exceptional APN function as fol-
lows.

Definition 2.2.11. Let F' be an APN function on Fon. F is an exceptional APN
function if it remains APN on Fan for infinitely many n.

After this definition, we can say that the Gold function is an exceptional APN
function, since it is APN on Fo. for infinitely many n. But, we will see that the
inverse function is not an exceptional APN function.

Another exceptional APN function is Kasami-Welch function defined by F(x) =
24 72*1 on Fyn. It is an exceptional APN function has been proven in [8, Theorem 5|
for n is even. For the odd case, they proved in [17] using coding theoretical methods.
We will also prove that Kasami-Welch function is an exceptional APN function in
Chapter 5 by using algebraic geometric methods as given in [13].

13



Chapter 3

CCZ(Carlet-Charpin-Zinoviev)
Equivalence and Extended Affine
Equivalence

3.1 CCZ Equivalence and EA Equivalence

In this chapter, we will show that Extended Affine (EA) equivalence and Carlet-
Charpin- Zinoviev (CCZ) equivalence preserve APN property. First of all, we define
CCZ equivalence and EA equivalence.

Definition 3.1.1. (EA-equivalence) Two functions F' : Fon — Fon and G : Fan —
Fon are EA-equivalent if there exist two affine permutations A : Fon — Faon, and
B : Fon — Fon and an affine function C' : Fon — Fon such that

F(x) = BoGo A(z) + C(x).

The most general form of equivalence that known to preserve the differential
uniformity is CCZ equivalence, of which EA-equivalence is a particular case. We will
explain the reason after the proof of Proposition Carlet, Charpin and Zinoviev
presented an equivalence between Boolean functions using graphs of functions. The
graph of F(z) is Gp = {(F(z),2) : © € Fan} C Fon X Fon.

Definition 3.1.2. (CCZ-equivalence) Two functions F : Fon — Fon and G : Fon —
Forn are CCZ-equivalent if there exists an affine permutation A of Fon X Fon such
that

{(F(z),z): v € Fom} = A{(G(x),x) : © € Fam}).

3.2 APN Property Under CCZ and EA Equiva-
lences

To show extended affine equivalence preserve APN property, we need to show
some propositions and a claim which will be used in the proof.

Proposition 3.2.1. Let C' : Fon — Fon be a function. If C(x) is affine then
C(z) + C(z + a) is constant.
14



Proof. Let a € Fon and a # 0. Suppose that C' : Fon — Fon is an affine function. By
definition of affine function, there exists a linear function L such that C(x) = L(z)+d
where d € Fon.

Clx)+C(zx+a)=Lx)+d+ Lz +a)+d

Since L is a linear function, we have
Cx)+C(zx+a)=L(z)+d+ L(x) + L(a) + d = L(a).

Hence C'(z) + C(z + a) is constant. O

We observed in Proposition that C(z) + C(z 4+ a) = C(a) + C(0) for a

non-zero a € Foyn.

Claim 3.2.2. An affine map A is permutation of F, if and only if A(x) — A(0) has
a unique zero in F,, namely x = 0.

Proof. Let A :F, — F, be an affine map, i.e., A(x) = L(x) + d for some liner map
L:F, —TF, and d € F,. Suppose that A is a permutation, then by definition of a
permutation A(z) — A(0) has a unique zero, namely = = 0.

Now, suppose that A(x) — A(0) has a unique zero, namely x = 0. We have A(z) —
A(0) = L(z)+d—L(0)—d = L(x) — L(0) = L(x), as L(0) = 0. Since L has a unique
zero, namely z = 0, Ker(L) = {0}. Then L is an injective linear map. Thus, L is a
permutation of Fy, then A is a permutation of F,. O

Corollary 3.2.3. A linear map L over IF, is a permutation if and only if L(x) has
a unique zero in F,, namely x = 0.

Proof. Since any linear map is also an affine map, taking d = 0 where A(x) =
L(z) + d, it is straightforward from Claim [3.2.2] O

Here, we are going to prove one of our main aims which is stated at the beginning.
Proposition 3.2.4. EA-equivalence preserves APN property.

Proof. Let G : Fon — Fon be an APN function and F' : Fon — Fan be a function such
that F' and G are EA-equivalent. We will show that EA-equivalence preserves being
APN function by showing F'is an APN function. By definition of EA-equivalence,
we know that there exist two affine permutations A : Fon — Fon and B : Fon — Fon
and an affine function C': Fan — Fan such that F(z) = Bo G o A(z) + C(x).

Consider A(z) = Ly(x) + ¢; and B(z) = Lo(x) 4+ ¢2 where Ly and Ly are linear
part of A and B, respectively, and ¢1,co € Fon. That is Ly(z) = A(xz) — A(0) and
Ly(z) = B(x) — B(0), it implies that ¢; = A(0) and ¢z = B(0). We want to show
that

Fx)+ F(r+a)=BoGoA(x)+ BoGoA(x +a)+ C(x)+C(z+a)=0b

has at most two solutions for all b € Fy» and for all non-zero a € Fy.. We know from
Proposition that C(z) + C(z + a) is constant. Saying C(x)+ C(x +a) = d for
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some d € Fyn, we have
(3.2.1) F(x)+ F(z+a)=BoG(A(z)) + BoG(A(z+a)) +d=b.

By expanding the compositions on the right hand side and setting v/ = b + d, we
obtain
BoG(Li(x) 4+ 1)+ BoG(Ly(x +a)+c) =V

Since L is a linear function,

BoG(Li(z) 4+ c1) + BoG(Li(z) + Li(a) +¢;) = V.
By applying the composition, we have

B(G(Li(x) +c1)) + B(G(L1(z) 4+ Li(a) + 1)) = 1.
Since B(z) = Lo(x) + c2, we obtain

Lo(G(Li(x) + ¢1)) + c2 + La(G(Ly1(x) + Li(a) + ¢1)) + ca = 1.

Since we are in characteristic 2,

Lo(G(Li(x) 4+ 1)) + La(G(L1(x) + Li(a) + ¢1)) = V.
And, since L, is a linear function, we have

Lo(G(Li(z) + 1) + G(L1(x) + Li(a) + 1)) = V.

Setting Ly (z) + ¢; = 2’ and Li(a) = a/, we obtain
(3.2.2) Ly(G(2") + G(a" +d")) = V.

Since B is an affine permutation, B(xz) — B(0) has a unique zero, namely x = 0, by
Claim [3.2.2] Also, we know that B(x) — B(0) = La(z), then Ly(z) has unique zero
in Fon, namely x = 0. By Corollary [3.2.3] we can say that Ly(z) is a permutation of
Fon. Since L is a permutation, Equation has at most two solutions, because G
is APN. Thus, Equation has at most two solutions if and only if Equation |3.2.2
has at most two solutions. Hence, it gives us the desired result, i.e., F'is APN. O

We are going to prove a proposition which is needed to show CCZ-equivalence
preserves APN property.

Proposition 3.2.5. [2] Let F' be an APN function on Fon and Ly : Fon X Fon — Fon,
Ly : Fon X Fon — Fon be two linear functions. Suppose that (L1, Ls) is a permutation
on Fon X Fon and the function Fy(x) = Lo(F(z), ) is a permutation on Fon. Then,
the function Fy o Fy~' where Fy(z) = Li(F(z),z) is APN.

Proof. By definition of APN function, F} o F5~' is APN if and only if for any pair
(a,b) from Fon X Fon with a # 0,

FiloFR Y o)+ FloFy Y(y) =0
rt+y=a
16
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has at most two solutions (x,y).
Since F} is permutation, we replace x by Fy(z) and y by Fy(y). Then we can write
Equation [3.2.3] as follows.

Fi(z) + Fi(y)
Fy(z) + Fy(y)

(3.2.4)

b
a

Then, Fy o 5! is APN if and only if Equation has at most two solutions for
any pair (a,b) where a is non-zero. Or equivalently we have the following system

for Equation [3.2.4]
(3.2.5)

Equivalently, we have

(LKPKx%w>+=LAPYy%y%l&(PTx%x)+=fowy)40> = (b,a)

& (L(F@),2) + Ly(F(2),2)) + (Li(F(y), y) + La(F(y). ) = (b,0)
& (L, Lo)(F(x),2) + (Ly, L2)(F(y),y) = (b, a)

Since (Ly, Ls) is a linear permutation, there exists (b, a’) such that (L, L) (V,a’") =
(b,a). Then, we have

(L1, Lo)(F(z) + F(y), @ +y) = (L1, Lo)(V, a').
Hence, we have the following system.

F(z)+ F(y) =0

(3.2.6) ey

Since F'is APN, Equation has at most two solutions (z,y) for any pair (a/,b’)
with o’ # 0. O

Note that if we take affine functions instead of linear functions on Proposition
such that (Li(z) + ¢1, La(z) + ¢2) is a permutation, then Proposition [3.2.5)
again holds. Because Equation becomes as follows.

Li(F(x),2) 4+ c1 4+ Li(F(y), y) + e = b
Lo(F(x),x) + co + La(F(y),y) + o = a.

Since characteristic is 2, we will obtain Equation (3.2.4] itself.

Li(F(x),2) + Li(F(y),y) = b
Ly(F(x),x) + Lo(F(y),y) = a

Hence, the proof will be the same for an affine permutation (Li(x) + ¢1, Lo(z) + ¢2)
with the proof of Proposition [3.2.5
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Proposition 3.2.6. CCZ-equivalence preserves APN property.

Proof. Let F' and G be two CCZ-equivalent function. Suppose that F' is APN, we
will show that G is also. Since F' and G are CCZ-equivalent, we have

{(G(x),x) : © € Fon} = A{(F(x),z) : © € Fon})

where A : Fon X Fon — Fon X Fan is an affine permutation.

Let Ly and Ly be two linear functions from Fayn X Fon to Fon where A(z,y) =
(Li(z,y) + 1, La(x,y) + ¢2) with (c1, ¢a) € Fan X Fan.

Consider Fy(z) = Lo(F(x),x) + ¢c2 and G(z) = Li(F(x),x) + ¢; = Fi(x) which
are maps from Fan to itself. First, we will show that Fy(z) = Lo(F(x),2) + ¢3 is a
permutation. We have A(F(x),z) = (Fi(x), F»(z)), then

{(Fi(x), Fy(z)): 2 € Fon} ={(G(z),2): © € Fa}.

Since all © € Fyn will appear in the pair (G(z),x) in the set {(G(z),x) : =z €
Fyn}, we can say that Fy(z) is onto. Hence Fy(z) is permutation on Fan. Since
(Li(x,y)+c1, La(z, y)+co) is a permutation on Fon X Fon and Fy(x) = Lo(F(x), z)+co
is permutation on Fyn, the function Fy o F, ™' is APN where Fi(z) = Li(F(z),z) +¢
by Proposition 3.2.5] Therefore Fy(z) = Li(F(z),z) + ¢ = G(x) is APN, since
Fy 0 F,7' is APN and F, is permutation. O

Remark 3.2.7. EA-equivalence is a particular case of CCZ-equivalence.

Proof. Let F' and G be two APN functions on Fs.. Suppose that F' and G are
EA-equivalent, i.e., there exist two affine permutation A, B on Fy» and an affine
function C' on Fy» such that

F(x) =BoGo A(x) + C(x).

We want to show that F' and G are also CCZ-equivalent.
Let Gr and G4 be the graphs of F' and G, respectively, in Fon X Fan.

Gr ={(F(y),y) : y €Fan}

Go ={(G(x),7): x € Fon}

We need to show that there is an affine permutation A on Fon X Fon such that
A(Ge) = Gr.

Let z,w € Fon and A(z,w) = (L1(z,w), La(z,w)) such that Li(z,w) = B(z) + C o
A7 (w) and Ly(z,w) = A~ (w). We have the following equality.

A(G(m),x) = (Lh LQ)(G(JI),ZL')
=(BoG(z)+Co A (z), A} (x))

Set y = A7!(x), since A is a permutation, it means z = A(y), we have
(BoG(r)+CoA™l(z), AN (2)) = (BoGoA(y)+Cly), y) = (Fy),y).

That is A maps G into Gr. Now, we need to show that (L, Ls)(z,w) is a permuta-
tion of Fon X Fan. Let (21, w1), (22, w2) € Fan X Fan. Suppose that (L, Lo)(z1,w;) =
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(L1, Ly) (22, ws). Then we have following two equality.

B(z1) + Co A (wy) = B(z) + C o A7 (wy)

(3.2.7) AN wy) = A7 wy)

Since A is a permutation of Fan,we have w; = wy by Equation [3.2.7 We know that
if w; = wy then C'o A7 (w;) = C'o A7 (wy). Thus, Equation [3.2/ holds if and only if
B(z1) = B(z2). We know also that B is a permutation of Fon then z; = z5. Hence,
(L1, Ly) : Fon X Fon — Fan X Fan is an injective map, (L1, Ly) is a permutation of
Forn X Fon. O

Hence, we showed that EA and CCZ equivalences preserve APN property and EA
equivalence is a particular case of CCZ equivalence.
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Chapter 4

Exceptional APN Monomials

4.1 Exceptional APN Monomials

As we mentioned in preliminary chapter, every function on a finite field can be
express as a polynomial by Lagrange’s interpolation formula, then we will study on
polynomials to study exceptional APN functions. To investigate exceptional APN
functions, we will start to investigate with monomials.

In this section, we will introduce exceptional APN monomials and the procedure
to show a given function is not an exceptional APN monomials. We will work on
APN monomials on Fon and we will inquiry that it remains an APN function on
infinitely many extension of Fan.

We are going to begin with a lemma for a function F': Fon — Fyn which is not
necessarily an APN function. However, if this function is an APN function then it
turns out that this statement is an biconditional statement.

Lemma 4.1.1. Let F be a function from Fon to Fon and (zo,yo,20) be a point in
Fon X Fon X Fon. Define an affine surface by F(z)+ F(y)+ F(2)+ F(x+y+2) =0
over Fon . If xy = yo or yo = 2o or kg = 2y then (xo,yo, 20) satisfies the equation
Fl)+ Fly)+ F(z)+ F(z+y+z2) =0.

Proof. Let (xq, Yo, 20) be a point in Fon X Fon X Fan such that ¢ = yo. We have
F(zo)+ F(yo) + F(z0) + F(xo+yo+ 20) = F(xo) + F(xo) + F(20) + F(xo + z0 + 20)-
Since the characteristic is 2, we obtain

F(xzo) + F(xo) + F(20) + F(xo + 2o + 20) = F(20) + F(20) = 0.

Thus, (2o, Yo, 20) satisfies the equation F(z) + F(y) + F(z) + F(x +y+ z) = 0 in
the case xg = yp.

The proof of the cases yo = 29 and zy = 2y are similar. Hence, the points
(20, Yo, 20) Where xg = yo or Yo = 2 or g = 2z lie on the affine surface defined by
F(z)+ F(y) + F(2)+ F(r+y+ z) = 0 over Fan. O
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The question is taking a point (z¢,yo, 20) from this affine surface, do we have
always the cases xo = yop or yg = 2o or xg = 25?7 Or, under which condition this is
the case? We will answer this question with following lemma.

Lemma 4.1.2. Let F : Fon — Fon be an APN function. If F(x) + F(y) + F(z) +
F(z+y+2z) =0 has a solution (xq, Yo, 20) € Fan X Faon X Fon, then xg = yo or yo = 2o
or o = 29.-

Proof. Let F' : Fon — Fon be an APN function and (g, yo, 20) be a solution for
F(x)+ Fly)+ F(2) + F(x +y+ 2) = 0. Let b € Fon such that D,F(z) = b.
Suppose on the contrary that xo # yo, Yo # 20 and xg # z9. By setting o = yo + a
for a non-zero element a € Fyn, we obtain

F(yo + a) + F(yo) + F(20) + F(yo + a+ yo + 20) = 0.
Since characteristic is 2, we have
F(yo) + F(yo + a) + F(z) + F(2 +a) = 0.
It gives us D,F(yo) = DaF(29). On the other hand, we have
DoF(x0) = F(xo) + F(xo +a) = F(yo + a) + F(yo) = DaF (yo)-
Then, we have the equality
b= D.F(x0) = DoF(yo) = DuF(20).

Thus, D,F(z) = b has the following solutions: xq, xo + a, zo. That is, xq, vo, 20
are solutions of D,F(x) = b. This is a contradiction, since F' is APN if and only if
D, F(xz) = b has at most two solutions for all b € Fon and for all non-zero a € Fon.
Hence, Lo = Yo O Yg = 29 O Ty = Zp- ]

Theorem 4.1.3. Let F : Fon — Fon be a function. F is APN if and only if the
points (g, Yo, 20), with Tog = Yo or Yo = 2o Or Ty = 2o, are the only solutions of the
equation F(x) + F(y) + F(2) + F(z+y+ z) = 0.

Proof. By Lemma and Lemma {4.1.2] it is straightforward. ]

Now, we will look at what is the relation between the affine surface C defined by
F(x)+ F(y) + F(2) + F(x +y + 2z) over Fy» and being an APN function. Before
that, we have to give the Hasse-Weil bound for algebraic curves over finite fields,
the definition of absolutely irreducibility and the definition of a rational point.

Definition 4.1.4. Let Vy be an affine algebraic variety defined by ¢ € Fy[xq, za, ..., x,)]
where ¢ is a non-zero polynomial in n indeterminates over Fy, to be a subsel of

F,xF,x...x Fq (the cartesian product of n copies of the algebraic closure of F,)
of the form

V¢:{(a/1,a2,...,an)GF(]XF(]X...XF(]Z (b(al,az?...,an):()}

A point (a1, ag, . ..,a,) on Vy is called a rational point if a1, as, ..., a, belong to F,
for all n.
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Definition 4.1.5. A polynomial ¢(z1,2,...,2z,) € Fy[x1,29,...,2,] is an abso-
lutely irreducible polynomial if (x1,29,...,2,) is irreducible over F, and is irre-
ducible over F,

Theorem 4.1.6. (Hasse-Weil Bound)[19, Chapter 6] Let C be an absolutely irre-
ducible curve over the finite field F,. We denote by N(C) the number of rational
points on the curve C. Then, we have the following inequality.

_ (deg(C€) — 1)(deg(C) — 2)q1/2'

N(C) >q )

Theorem 4.1.7. (Bezout’s Theorem) [11, Theorem 5.3] Let g and h be two affine
plane curves of degree dy and dy respectively. The intersection number of g and
h at the point P is denoted by I(P,g,h). Assume that f and g have no common
component. Then,

> I(P.g,h) < didy.
P

Observation 4.1.8. Let C be a curve over Fon having an absolutely irreducible
factor X defined over Fon. Suppose the defining equation is not x =y, y = z and
x = z. By the Hasse-Weil bound, we have the following inequality.

L (deg(X) = 1)(deg(X) — 2)
N(C) 2 N(X) = 2" - :

2n/2

Note that N(X) is large enough for all sufficiently large n. Recall that the planes
r=vy,y=2z and x = z has at most deg(X) intersection points with X by Bezout’s
theorem. Then, we observe that N(X') — 3deg(X) > 0 for a sufficiently large n. It
means that there exists a rational point (xo,yo,20) € X such that xo # Yo, Yo # 2o
and xo # z9. Thus, there ezists a rational point (o, Yo, z0) on the curve C such that

To 7 Yo, Yo 7 20 and To # 2.

Proposition 4.1.9. Let F' be a function from Fan to itself. F is APN if and only
if the affine surface F(x) + F(y) + F(z) + F(z +y + 2) = 0 has all rational points
on the surface defined by (x +y)(y + z)(x + z) = 0.

Proof. Let F : Fon — Fyn be an APN function. We know from Theorem that
F is APN if and only if the points (xo, 3o, 20) With zg = yo or yo = 2o or z¢ = 2o,
are the only solutions of the equation F(x)+ F(y) + F(2)+ F(x+y+z) = 0. Then
the affine surface F'(z) + F'(y) + F(z) + F(z + y + z) = 0 has all rational points on
the surface defined by (x + y)(y + z)(x + z) = 0 if and only if F' is APN. O

F(x)+ Fly)+ F(z) + F(z +y+ 2)
@+ )+ )@+ 2)
t — 3 when F is a monomial defined by F(z) = ‘. To use Hasse- Weil bound,
we have consider an absolutely irreducible curve over a projective plane. If the
Flx)+ F(y)+ F(z)+ F(z +y+ 2)
(x+y)(y +2)(x +2)
irreducible component over Fon then there exists a rational point (zg,yo, 29) such
that xo # yo, Yo # 20 and xg # 2o where xg,yp, 20 € Fan for a sufficiently large
n. By Lemma [4.1.2] we know that if F' is APN then all rational points on F'(z) +
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F(y)+ F(z) + F(x+y+ z) = 0 have to satisfy at least one of the equalities zy = yo
or Yo = 2o or xg = zg. Therefore, F' could not be an APN function if the curve
Fx)+ F(y)+F(z)+ Flx+y+=2)

(= +y)(y+2)(z + 2)
Fon. That is, F' could not be an exceptional APN function.

contains an absolutely irreducible factor over

4.2 The Only Exceptional APN Monomials

In this section, we will be interested in the conjecture states that the only excep-
tional APN monomials are Gold and Kasami- Welch functions which are 2% ! and
222+ regpectively.

Definition 4.2.1. Monomial functions f(x) = ' from Fon to Fon, the exponent t
is called exceptional if f(x) = ' is APN on infinitely many extension fields of Fo,
i.e., f(x) =2x' is an exceptional APN.

The conjecture about exceptional APN monomials was established by H. Janwa,
G. McGuire and R.M. Wilson in 1995 as follows [14]:

Conjecture 4.2.2. Up to equivalence, the only exceptional exponents are the Gold
and the Kasami-Welch numbers which are 28 + 1 and 4° — 2° + 1, respectively.

Here, equivalence refers to CCZ-equivalence. The list of some known inequivalent
APN monomial functions over Fo» with their constraints as follows.

Known APN Monomials

Name Function Constraints

Gold g2+l ged(i,n) = 1
[12]

Kasami-Welch g2 2 ged(i,n) = 1
7]

Welch g2+ n=2+11I§]

Niho g2 271 n =241, i even
[9]

Niho g2+ n=2+41,io0dd
[9]

Dobbertin g2 2Ly 5[]

Inverse g2 n=2i+1[22]

To show Conjecture is true, researchers generalize the monomial z* as t =
2! 4+ 1 where [ is an odd integer. As it can be observed that ¢ is an odd integer.

Remark 4.2.3. Let I : Fon — Fon be a function defined by F(x) = x* where t is
even. Considert = 27k where k is odd. Then, we have z* = 2*'% = (2*)¥. We know
that B(x) = 22" is a linear permutation. Taking an affine permutation and an affine
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map A(x) and C(x), respectively, in the definition of EA-equivalence as A(x) = x
and C(z) = 0, we have

F(z) =BoGoA(x) + C(x)

where G(x) = 2% and k is odd. Hence, we can say that the monomials 2% and z*
are EA-equivalent. Because of this reason, it is enough to examine the monomials
xF where k is odd, since x*'* is APN if and only if ¥ is APN.

From now on, we fixed ¢ to be an odd integer. Our main aim is to show that the
monomial ¢ is not an APN function over Fy. for infinitely many n, except for the
cases t = 2' + 1 and t = 4° — 2! + 1. Therefore, we are examining the exponents of
the form ¢t = 21 + 1 where ¢ > 1 and [ > 3 is odd, since it is enough to examine
for odd t’s by the previous remark. Note that for the case | = 1 and | = 2¢ — 1,
we obtain Gold and Kasami-Welch functions, respectively. We can not take [ = 2,
since [ is odd. Then, we separate the situation into two cases: ged(l,2" — 1) < [ and

ged (1,20 —1) = L.

R. Gold has shown that 221! is an exceptional APN function if and only if
ged(i,n) = 1, see [12]. It has been shown by J.H. van Lint, H. Janwa and R.M.
Wilson that the Kasami-Welch monomial 222"+ is an exceptional APN function
if and only if ged(i,n) = 1, see [15], [26]. When we consider the functions which
are not exceptional APN, D. Jedlicka proved that 2*! is not an exceptional APN
function when ged(l,2° — 1) < [, see [16]. To show the only exceptional values for
z' where t = 2 + 1, it has to been proven for ged(l,2" + 1) = [ for some positive
integer [ > 1. F. Hernando and G. McGuire proved that the monomial #2"*! is
nor exceptional APN when ged(l,2° + 1) = [, except for the cases t = 2 + 1 and
t=2%—-2 41 ie | =1and =2 +1[L3]. Hence, the proof of Conjecture [4.2.2]
has finished by F. Hernando and G. McGuire, by stating the following theorem in
[13].

Theorem 4.2.4. [13] The only exceptional exponents are the Gold and Kasami-
Welch numbers which are 28 + 1 and 4° — 2¢ 4 1 respectively.

In other words the theorem says that for a fixed odd ¢ > 3, when ¢ # 2" + 1 or
t#£4"—2' 4+ 1, F(z) = 2' is APN on at most a finite number of fields Fon.

Let F : Fon — Fan defined by F(z) = 2. Using Proposition we define a
function as follows.

filzy,2) =" +y' + 2"+ (z+y+2)

It is the same as an affine surface defined in Theorem 4.1.3) F(z) + F(y) + F(z) +
F(zx+y+ z) =0. We know from Theorem that f;(z,y, z) has rational points
over Fon with the same coordinates © =y ,y = z or x = z if and only if F' is APN .

Remark 4.2.5. Let F : Fon — Fon be a function defined by F(x) = x* where t is
an positive integer. Then (x +y)(y + 2)(z + 2) divides fi(x,y,z) = F(z) + F(y) +
F(z)+ F(x +y+z2), by Lemmal|4.1.1]
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Assuming F' is APN, we can easily see that the only solutions for fi(z,y,2) =0
are t =y, y = z, ¢ = z by Theorem [£.1.3] Thus, (z + y)(y + 2)(x + 2) divides
fi(z,y,z). We know from Proposition[f.1.9)that f;(z,y,z) = 0 has all rational points
on the surface defined by (z +y)(y + 2)(z + z) = 0. Hence, we can restrict ourselves
to rational points of the homogeneous polynomial g;(z,y, z) defined by

ft(l‘ay’ 2)
z+y)(y +2)(z +2)

gt(x7 Y, Z) = (
to say that F'(z) = z' is an exceptional APN or not.

Therefore, we can give the following proposition by using observation on having
absolutely irreducible component above.

Proposition 4.2.6. If g;(x,y,z) has an absolutely irreducible component defined
over Fy then gi(x,y, z) has rational points («, 5,7) € Fon X Fon X Fon with distinct
coordinates for all n sufficiently large by Observation |4.1.8,

Here, we are looking for having an absolutely irreducible component rather than
being entirely absolutely irreducible. Because the conjecture was proposed by Janwa-
McGuire and Wilson stating ” The polynomial g,(z,y, z) is absolutely irreducible for
all t not of the form 2/ 4+ 1 or 4° — 2 +1” is shown to be wrong. However, Hernando
and McGuire gave a counterexample for t = 205 using MAGMA, they observed that
g+(z,y, 1) factors into two factors over Fy [I3]. One of the factor is as follows.

o 4+ 2%y + 2 + 2By + 2By + 2 + 2%+ 2% 4+ 2By + 2+ 2%y

+ 2° + x4y + x4y4 + x4y3 + x4y2 + at + x3y6 + I3y4 + x3y3 + ac3y + x3y8
a2 a2yt 4 2 2 4 1 4 a4 o+ a4 0 4o

+¥ Pyt Py

On the other hand, they showed the following theorem.

Theorem 4.2.7. [13, Theorem 15] If gi(x,y, 1) is irreducible over Fy and 1| 2 — 1
but | # 2 — 1 then gi(z,y, 1) is absolutely irreducible.

Therefore, we are looking for having an absolutely irreducible component of the
affine part g;(x,y, 1) of g,(x,y, z) to show that the only exceptional APN monomials
are Gold and Kasami- Welch functions.

Let F' : Fon — Fan be a function defined by F(z) = 2! where ¢ > 3 and ¢ is odd. We
t oot ot ¢
can observe that g;(z,vy,2) = Julw,y, 2) _ Ty (x+y+2) is
(z +y)(y +2)(x +2) (z+y)(y +2)(x +2)

a homogenous polynomial of degree ¢t — 3. Hence ¢;(z,y, z) = 0 defines a projective
curve. That is, we are looking for rational points of a projective plane curve.

Definition 4.2.8. Let ¢(x,y) be a polynomial on an affine plane over a field K and
#(P) = 0 where P = («, 3). Consider ¢* = ¢p(z +a,y+ ) = Fo+ Fi + ... + F,
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where F; are homogenous polynomials of degree i where 0 <1 < m, i.e., forms of ¢
at point P of degree i. The multiplicity at the point P is the degree of the non-zero
form of the smallest degree. It is denoted by mp(p). P is called a simple point of ¢
if and only if mp(¢) = 1. P is called a singular point if and only if mp(¢p) > 1.

Notation 4.2.9. Let F' be a function on a field K. The partial derivatives of F
according to x, y and z evaluated at a point P are denoted as follows.

or)  oF or
ox |p dy lp 0z

P

Fact 4.2.10. Let ¢(x,y, z) be a curve in a projective plane over a field K. Consider
a point P = («, 8,7) where o, B,7 € K such that ¢(P) = 0. P is a singular point
oF oF oF
' dl'—‘:— =— =0.

of ¢ if an Onyzfﬁmp dylp 0zlp

Equivalently, to determine the singular points of a curve defined by a polynomial
¢, we can look at partial derivatives of ¢ at a point P such that ¢(P) = 0. If all
partial derivatives of ¢ are vanished on P, then we can say that P is a singular point
of this curve.

Definition {4.2.§8] is the definition of a singular point and its multiplicity on an
affine plane. But, fi(z,y,2) = 0 and g,(z,y, z) = 0 are projective curve. To define a
singular point of a projective curve, consider the point P = («, 3,7) on a projective
plane such that f;(P) = 0. Without loss of generality say that v # 0 and write
P = (a4, 3, 1). Then multiplicity of f;(x,y, z) at the point P is defined as multiplicity
of fi(x,y,z) at the point P = (d,ﬁN, 1).

Observation 4.2.12. Let («, 3,7) be a point where o, 3,y € Fan such that g,(«v, 5,7) =
0. (o, B8,7) is not a singular point of g,(x,y,z) if v = 0.

Proof. To examine singular points of gy, we look at partial derivatives of f;(x,y, z).

8ft —1 t—1

2t bty

5 — 0 (x+y+2)

0

—8;? =ty +tx+y+ )

Afi t—1 t—1
=t +i(r+y+

5 z (x+y+2)

Say P = («, 8,0) is a singular point of g; at infinity where «, € Fon and « # 0 or
B #0.

Of

(4.2.1) .

=t P+ tla+B) =0
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af:

(4.2.2) dy = B +ta+B) =0
ofe] _ -1 _
(4.2.3) s = tla+B8)"1t=0

Since t(a+4)"! = 0 and ¢ is an odd integer, a+ 3 = 0, i.e., « = . On the other
hand, ¢3! + t(a + B)""! = 0, ¢ is an odd integer and we deduced that o = f3, it
implies that § = 0. Similarly, by Equation [£.2.1], we obtain a = 0. But, one of a or
B cannot be 0, it is a contradiction. Thus, P is a simple point of f;. We know that

filz,y,2) = gi(z, 9, 2) ((x +y)(y+2)(z+ z)), then we have the following equality.

mp(fi) = mp(g:) + mp(x +y) + mp(y + 2) + mp(x + 2)

Since P is a simple point of f;, we have mp(f;) = 1. This implies that mp(g;) = 1,
i.e., P is a simple point of g;. m

Accordingly, there is no singular point of g; at (z,y,0) where x # 0 or y # 0. To
find a point of the form (z,y,0) such that the partial derivatives according to x,
y and z vanish simultaneously, the only possibility is * = y = 0. Hence, the only
singular points of g;, respectively f;, are the projective points of the form (z,y,1)

where x # 0 or y # 0.

Now, we will investigate singular points of f; of the form (z,y,1). Let P = («, 8, 1)
where o, 8 € Fyn and t = 2/l + 1 where ¢ > 1 and | > 3 is odd. To examine the
singular points, we look at vanishing set of following system.

aft _ t—1 t—1 __
8$P_ta +tla+B+1)"7 =0
8ft _ t—1 t—1 _
—ayp_tﬂ +tla+pB+1)" =0
o] _ -1 _

By cancelling out ¢, we obtain

%P_a2”+(a+ﬁ+1)2”_0
%P=62il+(a+ﬁ+l)2il:0
%P:1+(a+6+1)2“:0.

Setting A = a + 8+ 1, we can observe that % L= 0 if and only if A27+1 = (A +

1)2i =0, i.e, X' = 1. Therefore, A should be [-th root of unity. Since a2’ + A2 = (
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and 21+ )21 = (0 where \ is a [-th root of unity, o and 3 are also I-th root of unity.
Then, singular projective points of fi(x,y, z) are of the form (a, 3,1) where «a,
and A are [-th root of unity.

Thus, we can distinguish singular points as follows.
Typel: a=1,=1, A=1.
Type2: a=land f#1,orf=1landa#1,ora#1, #1and A\ =1.
Type 2.1: «a, 8 € Fai.
Type 2.2: a ¢ Foi and 3 ¢ Foi.
Type 3: a# 1, 8 # 1 and a # .
Type 3.1: «a, 8 € Fai.
Type 3.2: a ¢ Foi and ¢ Fo

Furthermore, we can calculate the number of singular points and multiplicity of
fr and ¢; at these points for each type of singularities above. To calculate them,
we will express the forms of fi(x 4+ o,y + 5,1). By binomial theorem, we have the
following equalities.

file+a,y+B)=@+a)+y+p)'+@+y+a+p+1)+1

£ B ()
)

+Z( a+ B+ 1) (z+y)y +1

(j) (oztjxj + 877y + (a+ B+ 1) (x + y)j) +1

j=0
As it can be seen that the form F; which is homogenous polynomial of degree i is
correspond to the polynomial (;) <at_jxj + By + (a4 B+ 1) (z + y)]) when
j =i. To calculate the forms of fi(z + «,y + 5,1), we need the following remark.

Remark 4.2.13. Note that (;) =0 when1 < j <2 and (;) =1 when j =212 +1
where t = 2'1 41 and [ is odd.

(t):](t! Q4D (t—2) _(2i1+1)(2i1)(t_2)

i) M=t JG-1) G20 G- G2

(2U41)(24)
i(G-1) ,
j —1 can be even. Since j and j — 1 are less than 2!, 2% divides j or 2% divides

(7 — 1) implies that k < i. Then, (j) = 0.

It is sufficient to observe that is even. Note that the only one of 7 and
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We know that t = 2!l + 1 where | is an odd integer. When we write t in base 2,
we will obtain the following.

t=204+1=1+(1+2+22+...+27 12
:1+21+21+1++2m+271

By Lucas’ Theorem we observe the followings.

(o) = (0)(1) (o) =1
(240) = () () (o) =1 moa2

Hence, (;) =1 when j = 2°,2 + 1 where t = 2!l + 1 for an odd integer [.

By Remark [4.2.13] we define the forms of fi(x 4+ o,y + 3,1) as follows.

F=1+a+8+(a+p+1)
Fl _ (at—l + )\t—l)xt—l + (ﬁt_l + )\t—l)y

ng‘ — <2z> (Oéti? + >\t72 )56'2 4 (ﬁt72 4 )\t72 )yQ
_ (at—zi + )\t—m’)x?’ + <6t—2i + )\t—Qi)y2

t _o9t__ _9t__ i _o9t__ _o9t__ i i i
F2i+1:(2i+1)(a/t2 1+)\t2 1)$2+1+(Bt2 1+)\t2 1)2—}—1 )\t2 (x2y+a?y2)
t—2i—1+>\t—21'—1) 241 (ﬁt 2i—1 )\t—2i—1) 2041 )\t -

i

= ( Y%y + 2y”)

We will investigate number of singular points according to their types, their mul-
tiplicity mp(f;) and mp(g;).

For the singularities of Type 1, i.e., « = § = XA = 1, there is only one singular
point in this type which is (1,1, 1). Smce it is a smgular point, Fy = F; = 0. The
multiplicity of this point can be 2¢ or 2/ + 1. Note that

By = (at—Zl A 20 ) (5t 20 )\t—2i)yQi —0.
Then, we have to check that Fyi,q # 0.
Fyipq = (Odthifl + )\t72’?1)x2i+1 + (ﬁt72i71 + )\t721‘71)y2i+1 + )\tfzifl(:v?y + nyi)
="y +y’x

Hence, mp(f;) = 2°+1 where P = (1,1, 1), i.e., the multiplicity of f; at the singular
point of Type 1 is 2' + 1. We will calculate mp(g;) at the point P = (1,1,1). To
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calculate this multiplicity, consider the following curve.

file +a,y+5,1)
(z+a+Dy+B+Dz+y+a+p)

gt(m—f—aay—i_/@vl):

We know that mp(f;) = mp(g;) + mp(w) where w(z,y,1) = (x +a+ 1)(y + 5+
1)(z +y+ a+ B). Then, we can calculate mp(g:) by calculating mp(w).
wz,y,1) = (@ +a+Dy++1)(@+y+a+tp)
= 2%y +ay’ + (B + 1a® + (a+ Dy* + (2 + 1)z
+(0® + Dy + (@B + af® + ® + 57 + a + B)

The forms of w(x,y, 1) are as follows.

Wo=a’B+aB*+a*+ B +a+
W= (+1Dz+(a*+ 1)y

Wy = (B+ )2 + (a+ 1)y?

Wy = 2y + xy?

For the singular point P = (1,1,1) of f;, it can be seen that Wy = 0, W; = 0,
Wy =0 and W3 = 22y + zy?. Hence, mp(w) = 3 and mp(g;) = mp(fi) — mp(w) =
2041 -3=2" -2

Now, we will calculate the number of singular points of Type 2.2 and their multi-
plicities, when ged(2° —1,1) = 1. For the singular points of other types, calculations
are similar whenever ged(2° — 1,1) < [ and ged(2° — 1,1) = I.

Let P = (o, 3,1) be a singular point of f; of Type 2.2, i.e., o, ¢ Fa, and
ged(28 — 1,1) = 1. First, we will determine the number of the singular points of
Type 2.2. There are (I — 1) points of type (1, 3), since «, 3, A are I-th root of unity
and § # 1. There are also (I — 1) points of type («, 1) for the same reason. For the
type aw # 1,  # 1 and A # 1, the points are of the form (o, o), since A = a+8+1 =1
and «, § are different from 0, we see that & = . Thus, there are (I — 1) points of
type (o, «). In total, there are 3(I — 1) points of Type 2.2.

We will calculate mp(f;) and mp(g;) where P = («a, 5,1) and «, f ¢ Fqi. Since
we are investigating singular points of Type 2.2. when ged(2° — 1,1) = 1, we have
three possibilities for a;, 5 and A :

e a=1and g #1.
e f=1and a # 1.
e a1, f#1and A=1,1ie.,a=pbuta,f#1.

Since they are singular points of f; where t = 2‘ + 1, we know that Fy = F} = 0.
Thus, we will check Fyi vanishes or not at the point P = («, 8, 1) to calculate mp( f;)
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and we will also check Wy, Wy, W3 to calculate mp(g;).
Fy = (at—? + /\t—2i)x2i + (5t—2i + )\t—2i)y2i
_ (a21'(l—1)+1 + )\Qi(l_l)ﬂ):v?i + (ﬁzi(l—l)ﬂ + )\Qi(l—l)+1)y2i

First, consider the point P = (a, 3,1) where &« = 1 and 8 # 1. We have the
following equalities.

Fy = (a2i(l71)+1 + )\2i(l71)+1)x2i
+ (/32"(1—1)4-1 + /\Qi(l—1)+1>y2i
— (52i(l—1)+1 + 1)3522'

Wo=a?B+aBf*+a*+ 3 +a+p
=B+ +1+8+1+7
=0

Wi =(B*+Da+ (a®+ 1)y
= (8 + Dz

We have to be sure (=D £ 1, to say that mp(f;) = 2 at point P = (a, §,1)
where v = 1 and 8 # 1. We can write 322" +1 as

2]
2t —2t41 ﬁ
B = ﬂ_zﬁ

Since f is the [-th root of unity, we have

i_oi Io] _oi _(2i_
52[2—%1:@:512 :B(Q 1)‘

Since ged(2° — 1,1) = 1, we can deduce =D+ £ 1 Thus, 2D+ £ 1 je.,
mp(f;) = 2°. Note that 5% # 1, since 3 is I-th root of unity and 3 # 1, . Thus,
Wy # 0, that is, mp(w) = 1 and mp(g;) = mp(f;) — 1 = 2° — 1 for the case a = 1
and 3 # 1.

Secondly, consider singular points P = («,3,1) where a # 1 and 8 = 1. The
calculations for mp(f;) and mp(g;) are similar with the points P = («, 3,1) with
a =1 and § # 1. Similarly, we have the following equalities.

FQi — (a2i(l—1)+1 + 1)y2i
W1 = (Oé2 + 1)y
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For the same reason above, we obtain Fb: # 0 and W, # 0. Thus, mp(f;) = 2° and
mp(g;) = 2" — 1 for the singular points P = (a, 3,1) where 8 =1 and a # 1.

Thirdly, we will calculate mp(f;) and mp(g;) at the singular point P = («, 3, 1)
where a # 1, # 1 and A =1, i.e., « = § but a, 5 # 1. Since it is a singular point,
Fy = F; = 0 and we have to check Fy vanishes at P or not. We have the following
equalities for Fyi, Wy and W7.

Fy = (a21'(l—1)+1 + )\21'(5—1)+1):B2

+ (ﬁZi(lfl)Jrl +>\2i(171)+1 21

)y
_ (azi(Z—l)H + 1)x2i + (a2i(l—1)+1 + 1)y2"

Since a2 =D+ £ 1, Fy # 0, that is mp(f;) = 2. Note that a® # 1, then mp(w) = 1
and mp(g;) = 20 — 1.

The calculations for the number of the singular points and their multiplicities
other than Type 2.2. are very similar. Therefore, the number of singular point
according to their types and the multiplicities at these point of f; and ¢, are as
follows.

ged(1,21 — 1) = 1
Type Number of | mp(fy) mp(ge)
Points
Type 1 1 20 4+1 20— 2
Type 2 3(1—1) 9i 2 1
Type 3 <({U-1)(1-3) |2 2

For this case, the Type 2 points belong to the Type 2.2 and the Type 3 points
belong to the Type 3.2.

ged(l,2" —1) =1
Type Number of | mp(fi) mp(g;)
Points
Type 1 1 2041 20— 2
Type 2 3(1-1) 2041 21
Type 3 <(I-1)(1-3) |2+1 2 41
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For this case, Type 2 points belong to Type 2.1 and Type 3 points belong to Type
3.1.

For the case 1 < ged(l,2° — 1) < [, singular points of f; are with multiplicity 2°
and 2¢ + 1, then the table for singular points for this case is quite similar with two
tables above.

The essential work to show our main goal for monomial case uses Bezout’s theo-
rem. Because of this reason, we will state Bezout’s theorem for projective curves.

Theorem 4.2.14. (Bezout’s Theorem) [11, Theorem 5.3] Let g and h be two pro-
jective curves of degree dy and do respectively. The intersection number of g and
h at the point P is denoted by I(P,g,h). Assume that g and h have no common
component. Then,

> I(P,g,h) = did,.
P

Here, we have to make some observations. The sum runs over all points P in
K x K where K is a field, but if g or h does not go through P then I(P,g,h) = 0.
Since the sum counts the multiplicity of intersection points, the sum runs over the
singular points of the product gh. We know that mp(gh) = mp(g) + mp(h), that
is mp(gh) > 2 when P is an intersection point of g and h. The point P might be
a singular points of gh where P is not an intersection point of g and A, but it gives
I(g,h, P) = 0. It implies that we can take this sum over the singular points of gh.

Proposition 4.2.15. [11, Section 3.3] Let g and h be two projective curves over a
field K and g = g1g2. Then,

I(P,g,h) = I(P,g1g2,h) = I(P,g1,h) + I(P, g2, h).

Observation 4.2.16. Using the proposition above, we can generalize Bezout’s the-

orem for more than two curves. Let fi, fo, ..., fn be projective curves, then we have
S IR i fi) =) deg(fi)deg(f;).
P 1<i<j<n 1<i<j<n

Proposition 4.2.17. [11, Section 3.3] Let g and h be two projective curves over a
field K. Then,

The equality holds if and only if the tangent cones of g and h do not share any linear
factor.

Therefore, we are able to use Bezout’s theorem when we separate a curve into
its components using Proposition 4.2.15[ and Proposition 4.2.17}

The main theorem in [I3] which states g;(z,y,1) always has an absolutely irre-
ducible factor over Fy when ged(2¢ — 1,1) = [, is a complementary proof. As they
showed for the case ged(2" — 1,1) = [, we can ask for the case ged(2! — 1,1) < L.
D. Jedlicka proved in [16] that g.(z,y,1) has an absolutely irreducible factor over
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Fy whenever ged(2° — 1,1) < [ and ¢ is not a Gold or Kasami-Welch exponent. F.
Hernando and G. McGuire proved that for the case ged(2° — 1,1) = [ which finishes
the proof of the conjecture which states the only exceptional APN monomials are
Gold and Kasami-Welch functions.

Theorem 4.2.18. [13, Theorem 16] Ifl | 2'—1 but l # 2°—1, then gi(z,y, 1) always
has an absolutely irreducible factor over IFs.

To be able to prove this theorem, we have to state following lemmas which will
be used in the proof.

Lemma 4.2.19. [18, Lemma 3.1] Suppose that p(x) € Fylxy, ..., x,] is of degree d

and it is irreducible in Fy[zy, ..., x,). There exists r € N such that r | d and an
irreducible polynomial h(x) € Fyr[xy, ..., x,] of degree & such that
p(z) =[] o(h(x)
oeG

where G = Gal(Fy /F,) and c € F,. Furthermore, if p(x) is homogenous then h(x)
s also homogenous.

Lemma 4.2.20. [13, Lemma 4] If Fyi # 0 then Fy = (Ax + By)? where A¥ =
CY1721 + /\1721 and le — /81721 + )\1722'

Lemma 4.2.21. [I3, Lemma 5] Fyiyq has 2" + 1 distinct linear factors.

Lemma 4.2.22. [13, Lemma 14] If 1|2 — 1 but | # 2° — 1, then

deg(g)® > > mp(g:)’

where P runs over singular points of g;.

Lemma 4.2.23. [13, Lemma 17] Suppose that g,(x,y,1) splits into Fy-irreducible
factors, gs = fifo... fr and each factor f; where 1 <1 < r splits irreducible factors,
fi=fi1-.. fin. Then all components satisfies the following inequalities.

deg(f;)* <) mp(f)?

o(n—1)
2n

Z mp(firx)mp(fii) < mp(f)

1<k<iI<n

where P runs over the singular points of g;.

Now, we will prove Theorem

Proof of Theorem[{.2.18 Suppose that ¢;(x,y, 1) splits into Fa-irreducible compo-
nents, g, = fifo... [, and each factor f; splits into absolutely irreducible compo-

nents, fz = fi,lfi,2 P f%nl

34



By Lemma 4.2.19] we know that each f; ; where 1 < j < n; has degree dei—(ifi).

Applying Bezout’s theorem to the product

gt = flf?"-fr = (fl,l--~f1,n1)--~(fr,1"'fr,nr>7

we obtain for the intersection multiplicities (left hand side of Bezout’s theorem) by
Proposition [4.2.15] as follows.

(4.2.4) Z 3 ZIPf,k,fZl > > ZJszk,fﬂ

i=1 1<k<lI<n; 1<i<j<r 1<k<n;
1<1<n;

Here, the sums runs over the singular points P of ¢, and when it writes a sum
which runs over P, it refers to the singular points of g; in the continuation of this
proof.

The first sum is for factors of each f; and the second sum is for cross factors
between f; and f;. By Lemma [4.2.20| and Lemma {4.2.21} for every ¢ and k the
tangent cones of the f; contains different lines and the sum becomes to the

following by Proposition

(4.2.5) Z[Z o me(fime(fi)+ D> > me(fi)me fgz)]

=1 1<k<i<n; 1<i<j<r 1<k<n;
1<i<n;

Note that

(mp(g:)) <Zmp fi) )
= Zmp(fi)Q + 2( Z mP(fi)mP(fj)>

_Zmp fi)? +2 Z ((imp(fi,k)>(imP(fj,l)>>

—Zmp 42 > Y mp(fir)me(fi)

1<i<j<r 1<k<n;
1<I<n;

Substituting this equality, the sum in becomes the following.

(4-2-6) Z Z Z mp fz mP(fz) (mP gt ZmP fz )]

i=1 1<k<iI<n;
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Using the second inequality in Lemma the sum [4.2.6|is less than or equal to
the following.

Z [imp(fi)zn;?;l <mP 9t) Zmp fi) )]
= %Z [mp(9t>2 - i mpn—ll]

i=1

We will consider the right hand side of Bezout’s theorem which is related to the
degrees. By Observation [4.2.16, we have the following sum for the right hand side
of the equality in Bezout’s theorem.

(4.2.7) Z > deg(fir)deg(fir) + > > deg(fix)deg(fi)

=1 1<k<iI<n; 1<i<j<r 1<k<n;
1<i<n;

We know from Lemma |4.2.19] each f;; has the same degree for all &, then the first
sum in becomes the following.

(4.2.8) Zdeg fi)?

-5 Y destr -5 3 B

=1 t

Note that

(deg(g:)) (Z deg(f; )

:Zdegm)uz( z deg(f;) deg(f;))

—Zdeg fi)?+2 Z ((ideg(fi,k)>(ideg(fj,lD)

_Zdeg fP+2 ) > deg(fix) deg(f;0)

1<i<j<r 1<k<n;
1<I<n;

Substituting Equation and the note above into the sum in [£.2.7] it becomes
the following.

(129) * ((dea(g? - 3 2BV

i=1 2
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To summarize the paragraphs above, we showed the followings.

Z > ZIPflk,fu > ¥ prflk,fﬂ

=1 1<k<i<n; 1<i<j<r 1<k<n;
1<I<n;

1 - mp i2
_zp:[mpgt _Z—r(Lf)]

i=1 v

[\]

Z > deg(fir)deg(fi)+ DY deg(fix)deg(f;1)

=1 1<k<i<n; 1<i<j<r 1<k<n;
1<i<n;
1 — deg(fi)?
= g (deatan = 2 =005)
i=1 v

Using Bezout’s theorem, we have the following inequality.

deg(g:)? — Z —deg < Z [mP - Z mpéifi) ]

i=1 =1

By Lemma [4.2.22] we know that deg(g:)? > >_pmp(g:)*>. We also know by the
deg(fi)? (f:)?
n

mp
RS YLt
(2 1
contradiction. Hence, at least one of the factors of g; cannot splits into its factors,
i.e., g; has an absolutely irreducible factor. O]

first inequality in Lemma [4.2.23| that > ., . It leads to a
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Chapter 5

The Gold and Kasami-Welch
Functions

In previous section, we showed that the monomials different from Gold and
Kasami-Welch functions cannot be an exceptional APN functions. In this chap-
ter, we will show that Gold and Kasami- Welch functions are exceptional APN
functions using the method which we mentioned in previous chapter.

5.1 The Gold Function

In this section, we will show that the Gold monomial, F(x) , s an excep-
tional APN function. Recall that F'(z) is APN if and only if the only solutions of
Fx)+ Fly)+ F(2)+ F(r+y+z2) =0arex =y, y = z or x = z. Hence, we
consider the polynomial

7
— 241

gy, 2) = Jul®,y, 2) @yt 2)
- (@ +y)(z+2)(y +2) (x+y)(z+2)(y + 2)

gi(x,y, 2) is a homogenous of degree ¢t — 3 and it defines a projective curve. We
consider the affine part of this curve, i.e., z = 1.

9i(r,y,1) = fi(z,y,1) _dHy 1t (@ty+ 1)
P T )@+ )yl @y e+ )y )

Proposition 5.1.1. f;(x,y,1) = 0 has no rational points over Fon besides with
x=1y,x=1andy=11if and only if ' is APN over Fon.

Proof. By Theorem [£.1.3] we know that F(z) = 2! is APN if and only if the affine
curve F(2)+ F(y)+ 1+ Fx+y+1) =a'+y'+ 1+ (zr+y+1)" = 0 has all rational
points on the surface defined by (z+y)(z+1)(y+1) = 0. Hence, F(z) = z' is APN
if and only if f;(x,y,1) = 0 has no rational points over Fon except x =y, z = 1 and
y=1. O

We will prove that fi(z,y,1) = 0 has no rational points except x =y, x = 1 and
y =1, when t = 2° + 1 on Fsn if and only if ged(i,n) = 1.

Theorem 5.1.2. The Gold function, defined as F(x) = 22 s exceptional APN.
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Proof. Using Proposition [5.1.1] we want to show that fi(z,y,1) = 2! +y' +1+ (z +
y + 1)* = 0 has no rational points over Fan besides with z =y, z = 1 and y = 1,
when ¢ = 2/ 4+ 1 and ged(i,n) = 1.

We replace x and y by x + 1 and y + 1, respectively. We have the following
equalities.
e+ Ly +1,1) = (@ + DF*H o (y+ DFH 414 (2 by +1)2
=@+ D+ +y+ D)y +D* +1+ @ +y+ )@ +y+1)7
= p et A1y gyt L L
tay’ oty Py P+
= ay” + ya®
— $y(a72i—1 + y2i—1)
— xy<y2i_1(§)2i—1 n yzi_1>

= ay” ((f)%1 + 1>

Y

Setting z = ¥, we obtain for the polynomial ((%)Qi_l + 1) that

222"1—1—1: H z+ o.
a€F2i

a#0

Then, we have the following equalities.

ft(a:—l—l,y—l—l,l):xyy( H (E—I—a))

CMGFT; y
a#0
i T+ ay
= (11 =)
OZGIFQZ' y
a#0
= xy( H (x + ay))
OLEFZi
a#0
(T e+ )
OéEFZi

Now, we replace z and y by = + 1 and y + 1, respectively, and we will obtain again
fi(x,y, 1), since characteristic is 2.

fi(z,y, 1) = (y+1) H (x+14ay+a)

OéEFQi

In what follows, we will show that the polynomial which we will find by dividing
fi(z,y,1) by (z+y)(x+1)(y+1) has no rational points over Fa» when ged(i,n) = 1.
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It can be seen that (y + 1) divides fi(z,y,1) = (y + 1) HaelFQi (x+ 1+ ay+ a).
When o = 0 and a = 1, we obtain factors (x + 1) and (x + y), respectively. Then
we have the following polynomial.

gy, )= [ @+1+ay+a)
CME]FT;

a¢{0,1}

Suppose that g;(a,b,1) = 0 for some a,b € Fon with a # b, a # 1 and b # 1. By
factorization of g¢(x,y,1) above, we have a + 1 + ab + a = 0 where o # 0,1 and

1 1
a € Fy. That is, a = ot . Since a,b € Fon and a € Foi, at’ should lie in
b+1 b+1
Fon N Fyi. Since ged(i,n) = 1, we have Fon N Fyi = {0,1}. Therefore, ‘;% =0 or
% = 1. Since a # 1 and a # b, it is a contradiction. Hence, f;(z,y,1) = 0 has

no rational points over Fon except =y, x = 1 and y = 1 when ged(i,n) = 1. By
Proposition E we conclude that F(z) = 22 ™ is APN over Fy» when ged(i, n) =
1. Thus, F(x) = 22! is exceptional APN, since there are infinitely many n where
ged(i,n) = 1. O

Hence, we showed that the Gold function is an exceptional function, i.e., it is an
APN function on Fy» for infinitely many n where ged(i,n) = 1.

5.2 The Kasami-Welch Function

In this section, we will show that the Kasami-Welch monomial is an exceptional
APN function using methods we mentioned in Chapter 4. To show that the Kasami-
Welch function is an exceptional APN function, we need to prove the following claims
and lemmas which will be used in the proof. From now on, we fix ¢t = 2% —2/+1 which
is the Kasami-Welch exponent and we will write f;(z,y) and g;(z,y) for fi(x,y,1)
and g;(z,y, 1), respectively.

Clai : dfi df
aim 5.2.1. If fy(x,y) has a multiple component then —— and —— has a common

Z )
factor.

Proof. Suppose that fi(x,y) = s(x,y)?r(z,y) for some s,7 € Fan[z,y]. We have the
following equalities.

aft o 88([L‘7y) 2ar(xay)
8_x —28($,y) O T(ZE,y)+S($,y) ox
Ofy Os(z,y) ,0s(x,y)
ZJt 9 oA d)
By s(z,y) oy r(z,y) + s(z,y) o
Then, % and % have a common factor. O
ox dy

Claim 5.2.2. There exist 2% — 32° + 3 many («, 3) such that o,  and o+ 3+ 1
are (2 — 1)-th root of unity.
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Proof. Note that a is 2-th root of unity if and only if o € Fy:\ {0} = Fy:*. There are
2% pairs of (v, ) € Fyi X Fgi such that o+ +1 = 0. Namely (o, a+1) for a € Fys.
However, the pairs (0,1) and (1, 0) is not included in («, ), since «, 5 € Fo:*. Then,
there are (2 — 1)? — (2° — 2) pairs where «, 8, +  + 1 lie in Fy*. Hence, there
are 2% — 32! + 3 pairs (o, 8) such that a, 3 and o + 3 + 1 are (2¢ — 1)-th root of
unity. 0

Now, we will investigate the multiplicities of singular points of f;(x,y) where
t = 2% — 2' + 1. Recall the forms of f;(z + a,y + 3) as follows.

R=1+a+p +(a+8+1)

Fl — (Oétfl + )\tfl)xtfl 4 (ﬁtfl + )\tfl)y

Fy = (at—2i + )\t—zi>x2i + (Bt—zi + )\t—w’)yzi

Fyipq = (at—Qi—1 + X:—Qi—l)xzwrl + (Bt—w‘—l + )\t—Qi—l)yQiH + )\t—Qi—1<m2iy + nyi)
Recall that A = a + 5+ 1.
Claim 5.2.3. If P = («, B) is a singular point of fi(z,y) then mp(f;) = 2" + 1.

Proof. Suppose that P = («, ) is a singular point of f;(z,y). We know that if P is
a singular point, then o, 5, + 8 + 1 € Fy:™ from Chapter 4. Since P is a singular
point, Fy = F; = 0. Then, we look at Fy and Fhi, ;.

By = (aHi + )\thi)in + (ﬁthi + )\t72i>y2i

Since t — 2 = 2% — 20 +1 -2/ = 2/(2' — 1) — (2" — 1) = (2" — 1)?, we obtain that
a7 = B = (a+ B+ 1) =1, because o, 3, = a + [+ 1 € Fy:*. Then, we
have [y = (a:2i + 9% + (x+ y)2> = 0, since (z 4+ )% = 2% +y*. Now, we will
check Fyi g # 0.

F2i+1 _ (at72i71 + )\t72i71)x2i+1 + (ﬁtﬂtl + )\t’2i’1)y2i+1 + )\t72i71<x2iy + :CyQi)

Note that the coefficient of (2 y+zy* ) which is \* =2 is not zero. Then, Fyi,; # 0.
Hence, mp(f;) = 2¢ + 1. O

Proposition 5.2.4. [15, Proposition A] Let C be a projective plane curve of degree
d over an algebraically closed field. Suppose that C has no multiple components and
has N simple components. Then, the following inequality holds.

—1 d—1)(d—2
ZmP(mP )S( )( )+N—1
2 2
P
where the sum runs over the singular points P of C.

Suppose that f;(z,y) has a multiple factor where ¢ = 2% — 2/ + 1. We know that
if fi(x,y) has a multiple component then its partial derivatives will have a common
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factor by Claim [5.2.1]

% =t Ptz +y+ 1)
= (@ @y + )T
Qi
= ( 11 (y+(1+a)m+1))
ae]le-*
%—J; =ty '+t +y+ 1)

=¥ (e ty+)TTH

:< 11 (x+(1+a)y+1)>2i

aE]FQi*

There is no factor by + = + 1 with b # 0 of %—Z is equal to a scalar multiple of any

factor y + cx 4+ 1 with ¢ # 0 of %. Thus, f;(x,y) does not have a multiple compo-
nent. Therefore, we can calculate the number of simple components of f;(x,y) using
Proposition [5.2.4] Note that, it is the number of absolutely irreducible components

Of ft'

We know that the number of the singular points of fi(x,y) is 2% — 32¢ + 3 by
Claim and we know that f;(x,y) has no singular point at infinity. Since the
multiplicity of all singular points is 2° + 1 by Claim we can give a lower
bound for the number of absolutely irreducible components of f;, namely N, using
Proposition [5.2.4] as follows.

Zmp(m;—l) < (n—1)2(n—2) LN
(22i—32i+3)<2i21)y < (t_l);t_Q) +N-1

We obtain N > 241 from the inequality above. Therefore, we can say that f; has at

ft(ﬂfay)
(z+y)(xz+1)(y+1)

least 2°4-1 many absolutely irreducible factors. Since g;(z,y) =

gi(z,y) has at least 2¢ — 2 absolutely irreducible factor.

We will give the following proposition to show our main aim which will be stated
after the proposition.

Proposition 5.2.5. [15, Proposition B] Let p(x,y) be a polynomial over a field K.
Supposse that p(x,0) can be written as

p(x,0) = go(w)ho()

with the property des(p(x)) = dea(p(x,0)) = deg(go(x)) + dea(holx)) where go(x)
and ho(z) are relatively prime polynomials in K[z]. Then, there exists al most one
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pair of polynomials G(x,y), H(x,y) in any extension of K such that

p(r,y) = G(z,y)H(z,y)

and G(x,0) = go(x), H(x,0) = ho(x). In addition, if the polynomials G(x,y) and
H(z,y) exist then all coefficients of G(x,y) and H(x,y) are in K.

Aim: g,(x,y) has exactly 2¢ — 2 absolutely irreducible factors. In particular,

g(r.y)= [ palz,v)
(ZEFQZ'\IFQ

such that p,(z,y) is absolutely irreducible of degree 2/ 41 with p,(x,0) = (z+a)**'.

t 1 1 t
Proof of the Aim. Let co(x) = gi(x,0) = xf(tiﬁol)) S +x<;—|(—x1;L ) where t =

221 — 21 + 1. We have the following equalities for f(z,0).

22141 (a: + 1)22i+1
x? T (x+1)%
4+ 1D 42 (x+ 1) + (o4 DY
(z(x +1))*
e 4 D) +a2¥ (2 + 1)+ @+ 2 o+ D
(z(z +1))*
2212 +1) +x22i+1 —{—x2i+1 +$2i+1
(x(x +1))*
(xzi)2i+1 + ($zi)2ix +x2ix2i +x2i+1
(x(x +1))*
(xzi +m)2¢+1

(z(z +1))*

Filz,0) = 272 14 (g4 )P EH = T

Then, we obtain ¢y(z) as follows.

co(x) = gi(x,0) = i o) <:U( : )>

(x(x+1))% \z(z+1

2% 4\ 2+
N <x(x + 1))
Since % + 1 = [loer,, @ + a, we have

@ =a@0=( [[ v+d) = [[ @+



Claim 5.2.6. (z + 1)%co(z) + (2 + 2)ci(z) = (x + 1) where t = 2% — 20 + 1.

Proof. Note that g;(z,y)(z+y)(x+1)(y+1) = filz,y) =" +y' + 1+ (z+y+1)"
Substituting ¢;(z,y) = co(z) + c1(x)y + . .. + ¢;_3(x)y' 3 to this equation, we obtain
the following equalities.

(co(@) +er(@)y + ..+ cs(@ly™™) ((z + y) (@ + Dy + 1)

= (co(z) + cr(@)y + ...+ coms(2)y' )@V + 2y® + 2 +y* + 2+ )
=2ty 1+ (y+ 1)

We check the coefficients of y in the equality above. The coefficient of y in (co(x) +
c(@)y+... +cs(@)y ) (¥ +xy? +2* +y P+ +y) is co(z) (22 +1) + ¢ (o )(m2 +x).
The coefficient of y in 2/ +y' + 1+ (z +y + 1)t is t(x + 1)1 = (z + 1)'"'. Hence,
we have

co(z)(@* + 1)+ cy(z)(2® +2) = (x + 1)1

]
Claim 5.2.7. Suppose that g;(x,y) = G(z,y)H(z,y) inFox,y]. If ged(co(z), c1(x)) =
1 then ged(G(x,0), H(x,0)) = 1.

Proof. Suppose on the contrary that ged(co(x), ¢1(z)) = 1 and ged(G(z,0), H(z,0)) #
1.

G(x,0) = go(x) = po()go(x)

H(z,0) = ho(z) = po(x)ho(x)
We wrote g;(z,y) = co(z) +c1(2)y + ...+ c_3(x)y' 2. We know also that g;(z,y) =
G(z,y)H(x,y). Then, we have the following equalities.

g9:(x,y) = Gz, y)H(z,y)

= (90(a) + @)y + .. (hol) + ln @)y + ..
— (o)) + 10+ . ool Vi) + o)y + .
= po(a)’Go(@)lol) + (po(@)o()ln () + po(a)o(@)gr (@) + ..

Thus, we can conclude that

co(x) = po(@)?go(x)ho(x)

and

c1(x) = po(x)go(x)h1(z) + po(x)ho(z)g1(T).
It gives us a contradiction with ged(co(z),c1(x)) = 1, since ¢o(z) and ¢ (x) has
common factor py(z).

Continuation of Proof of the Aim. Recall that

(5.2.1) co(z) = H (z 4 a)* !

(ZGFQi\FQ
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Suppose that ged(co(z), c1(x)) # 1. Then, by Equation there exists an a €
Fy: \ Fy such that z + a divides both cy(z) and ¢;(z). Then, x +a divides co(z)(x* +

1) + c1(2)(2? + x). By Claim [5.2.6] we know that co(z)(2? + 1) + ¢1(z)(2? + ) =
(r + 1)"'. Then, z + a divides (z + 1)'"! which is a contradiction. Therefore,
ged(eo(x), c1(x)) = 1. Hence, we have ¢:(x,0) = G(z,0)H(z,0) = go(x)ho(x) with
ged(go(x), ho(x)) = 1 and

o) = go(@)ho(x) = [ (z+a)* "

a€F2i \]FQ

We observe that

deg(g:(,0)) = deg,(9:(2,y)) = deg(g:(2,y)).

Then, for any factor p(z,y) of g:(z,y), we have

deg(p(z,0)) = deg, (p(z,y)).

Hence, for an absolutely irreducible factor p(x,y) of g:(x,y), we have deg(p(x,0)) >

0. If x + a divides p(z,0), then (z + a)**! divides p(z,0). Thus, g;(x,y) cannot

have more than 2° — 2 factors. That is, g;(x, y) has exactly 2 — 2 factors p,(z,y) for

a € Fyi\Fy and p,(z,0) = (z+a)* . Then, by Propositionm Pa(,y) € Failz, yl.
O]

Finally, we are going to prove that the Kasami-Welch exponent is an exceptional
APN function.

Corollary 5.2.8. The Kasami-Welch function, defined by F(x) = 2> ~¥*1, is ea-
ceptional APN.

Proof. 1t is enough to show that F(x) is APN over Fy. with ged(i,n) = 1, since
there are infinitely many n which is relatively prime with <.

This holds if and only if g,(z,y) has no rational points over Fo. different from
xr=yorx=1ory =1 Suppose that g;(x,y) = 0. We know from the previous

aim that
I pala.w).

aG]FQi \]FQ

Then, there exists a factor p,(z,y) such that p,(x,y) = 0 for some a € Foi \ Fy.
Since ged(i,n) = 1, by Chinese Remainder theorem, there exists m € Z* such that
m =0 mod n and m =1 mod i. Consider the automorphism o of Fy defined by

o(z) =2*".

Since m = 0 mod n, we have o(z) = 22" = 2. Beside that, for any z € Fy:, we have

o(z) = 22" = 22, since m = 1 mod i.

From the previous aim, we know that p,(z,y) € Failx,y]. Say p.(x,y) = Y ¢ 2%y

We observe that o (pa(z,v)) # pa(z,y), since o(pa(z,y)) = > o(cij)z'y’ = ¢ 2y’
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Pa(z,y). But o(p,(z,y)) also vanishes at (z,y). Therefore, the multiplicity of g;(z, y)
is greater than 1 at this point (x,y), it means (z,y) is a singular point of g;(x,y).
Then, x and y should lie in Fy \ {0}. Thus, we conclude that x,y € Fon™ N Fyi™.
Note that Fon™ N Fyi™ = {1}, since ged(i,n) = 1. That is = y = 1. Hence, ¢:(x,y)
has no Fy» rational points other than x =y or x =1 or y = 1. O

Hence, we showed that the Kasami- Welch function is an exceptional APN func-
tion.
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Chapter 6

Exceptional APN Polynomials

6.1 On Exceptional APN Polynomials

In this section, we will investigate non-monomial exceptional APN functions. We
will use similar way with monomial case to determine exceptional APN functions.

Theorem 6.1.1. [23, Theorem 4.1] Let F' : Fon — Fon be a polynomial function.
Fx)+ Fly)+ F(z)+ Fz+y+ 2)
(z+y)(y+2)(z+2)
lutely irreducible (or has an absolutely irreducible component of Fy). Then f is not

an exceptional APN function.

=0 s abso-

Suppose that surface X defined by

The approach to show that a function which is non-monomial is not an excep-
tional APN function is very close to the method for monomials. We are look-
ing for being absolutely irreducible or having an absolutely irreducible component
for a function F' on Fon. In this section, we will use the function ¢(z,y,z2) =
Flx)+ Fy)+ F(z2) + F(z +y+ 2)

(@ +y)(y+2)(z+2)
absolutely irreducibility to show a polynomial is not exceptional APN.

(as the same function for monomial case) and

Aubry, McGuire and Rodier made the following conjecture in 2010 in [1].

Conjecture 6.1.2. Up to equivalence, the Gold and Kasami-Welch functions are
the only exceptional APN functions.

Here, equivalence refers to CCZ-equivalence.

This conjecture was proved for monomial functions as we showed in previous
section. Now, we will investigate APN property for non-monomial functions. We
are going to investigate the polynomials in three cases. The natural way is separate
polynomial according to their degree, they can be an even degree polynomial or
an odd degree polynomial. First, we will look at the polynomials of odd degree
which are not Gold or Kasami-Welch degree polynomials, i.e., the polynomials of
odd degree but degree is not equal to 2¢ + 1 or 4° — 2! + 1 for some positive integer
i. After, we will examine even degree polynomials and, Gold and Kasami-Welch
degree polynomials, i.e., the polynomials of degree 2¢ + 1 or 4° — 2! + 1 for some
positive integer 1.
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For the odd degree polynomials, Aubry, Mcguire and Rodier have showed in 2010
that functions of odd degree which are not Gold and Kasami-Welch number are not
exceptional APN.

Theorem 6.1.3. [1, Theorem 2.3] If the degree of F is odd and not a Gold or a
Kasami-Welch number, then F is not APN for all sufficiently large extensions of
Fon.

With this theorem, it has been shown that a big part of polynomials are not
exceptional APN. There were only even degree functions and the functions of degree
2 +1 and 4° — 2' + 1 to show they are exceptional APN or not.

For even degree functions, Aubry, McGuire and Rodier have showed following
theorem in the same article [1J.

Theorem 6.1.4. [1, Theorem 2.4] If the degree of F is 2e with an odd integer e,
and if F' contains an odd degree term, then F is not APN for all sufficiently large
extensions of Fon.

As it can be seen in Theorem [6.1.4] they have showed for a special case of even de-
gree function under a condition. However, Caullery has showed in 2014 the following
theorem in [4].

Theorem 6.1.5. [/, Theorem 9] If the degree of F is 4e with e > 7 and e = 3mod 4,
then F' is not APN for all sufficiently large extensions of Fan.

Although a big amount of even degree functions has still left, it has been shown
a part of functions of even degree are not APN on Fa. for a sufficiently large n.

We will examine the functions of degree 2° +1, i.e., the Gold degree functions. To
investigate these type of functions, we consider F(z) = z**1 + h(z) on Fy. where
deg(h(z)) < 2 + 1. Delgado and Janwa have showed for any odd degree h(x) ,with
a mild condition in few cases, are not exceptional APN. To show this result, they
have used absolutely irreducibility of ¢(z,y,z) and ¢i(x,y, z) where ¢ (x,y,2) =
o'yt 2 A (o y o+ 2)

(@ +y)(y+2)(z+2)
the function g,(x,y,2) in previous section. They showed ¢(z,y,2) is absolutely
irreducible which implies under a condition that the function F(x) = 2! + h(z)
where deg(h(x)) is odd and less than 2° + 1 is not exceptional APN.

As it can be observed that ¢;(z,y,z) is the same as

Theorem 6.1.6. [6, Theorem 7] Fori > 2, let F(x) = 22+ 4 h(z) € Fyn [z] where
deg(h(z)) < 2041 and deg(h(x)) = 3mod 4, then ¢(x,y, 2) is absolutely irreducible.

Theorem 6.1.7. [6, Theorem 8] Fori > 2, let F(x) = 22+ 4 h(z) € Fyn [z] where
d = deg(h(x)) < 2'+1 and d = deg(h(x)) = 1 mod 4. If ¢y and ¢q are relatively
prime, then ¢(x,y, z) is absolutely irreducible.
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Since all odd positive integers are congruent to 1 or 3 mod 4, then they showed ab-
solutely irreducibility of ¢(z, y, z) for odd degree h(x) under an additional condition.
We know from previous section and Theorem [6.1.1} if

F(x)+ Fly)+ F(z) + F(x +y + 2)
(z+y)(y+2)(x+2)

has an absolutely irreducible factor then F' is not an exceptional APN function.
By showing ¢(x,y, z) is absolutely irreducible rather than it has an absolutely irre-
ducible component, we can conclude that F' is not an exceptional function.

In 2017, Delgado and Janwa have managed to show following result.

Theorem 6.1.8. [5, Theorem 10] If d is an odd integer, then ¢qiyq and ¢q are
relatively prime for all i > 1, except d = 2' + 1 and ged(l,i) > 1.

After giving this result, they have alleviated the condition on the odd degree of
h(z) and they have given the following theorem in the same article [5].

Theorem 6.1.9. [5, Theorem 11] For i > 2, let F(z) = 22*! 4 h(z) € Fyn [2]
where deg(h(z)) < 2+ 1 and deg(h(z)) is an odd integer (not a Gold number 2! + 1
with ged(l,i) > 1). Then ¢(x,y,z) is absolutely irreducible, and F(x) can not be
exceptional APN.

The missing case for Gold degree polynomials F(z) = 2% ™ 4+ h(x) with deg(h(z))
is an odd integer is when deg(h(r)) is any Gold number 2!+ 1 where ged(l,i) > 1. In
the next section, we will introduce our contribution in this case, deg(h(z)) is Gold
number and ged(l,7) > 1.

However, Delgado and Janwa have proved under a condition that the Gold degree
polynomials where degree of h(x) is a Gold number 2! +1 with ged(l,i) # 1 is neither
exceptional APN.

Theorem 6.1.10. [7, Theorem 7] Fori > 2, let f(z) = 2* ™' + h(z) € Fon[x] where
deg(h(x)) =2+ 1 < 28 + 1. If ged(l,i) # 1 and h(z) contains a term of degree m
such that ged(pgiy1, om) = 1, then ¢(z,y, z) is absolutely irreducible and F is not
exceptional APN.

Until now, we know that the function F(z) = %+ 4 h(z) is not an exceptional
APN function when deg(h(z)) is odd but not a Gold number. To finish the case for
the Gold degree polynomial, we have to ask what if the degree of h(z) is an even
integer?

Delgado and Janwa have showed a result when deg(h(z)) is an even integer in [7]
for a special case under several conditions.

Theorem 6.1.11. [I, Theorem3.2] Suppose that F(z) = 22 +' + h(x) € Fyn[z] and
deg(h) = 271 + 2. Let i be an odd integer and relatively prime to n. If h(x) does
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not have the form ax®" 2 + a2a® then ¢ is absolutely irreducible, while if h(x) does
have this form, then either ¢ is absolutely irreducible or ¢ splits into two absolutely
irreducible factors that are both defined over Fon.

As it can be seen that it has been shown for a small number of functions of the form
¥ + h(z) where degree of h(z) is an even integer, are not an exceptional APN.
However, it has been proven that a big infinite family of Gold degree polynomials
can not be exceptional APN.

We will investigate the functions of the form z* 2+ 4 h(x), namely Kasami-
Welch degree polynomials. Rodier was proved the following theorem for this type
of functions in [24].

Theorem 6.1.12. [2]. Theorem 4.1] Suppose that F(z) = x¥' 21 4+ g(z) € Fyn [2]

where deg(x) < 221 =214 1. Let g(x) = 25201 21 a;x’. Suppose moreover that
there exist a non-zero coefficient a; of g such that ¢;(x,y, ) is absolutely irreducible.
Then ¢(z,vy, z) is absolutely irreducible.

Thus, there are still some cases for Gold and Kasami-Welch degree functions which
are not proven.

6.2 A Proof For Gold and Kasami-Welch Degree
Polynomials

In this section, we will give our main result on a type of Gold and Kasami-Welch
degree polynomials using a similar method with monomial APN functions.

Consider the polynomial F(x) = Zj:o c¢ja? € Fon[z] and the polynomial

Fx)+ Fly)+ F(2)+ F(z+y+2)
(+y)(y+2)(x+2)

o(x,y,2) = € Fonlz, vy, 2].

By setting
Py 4+ (xy+2)
(= +y)(y+2)(z +2)

we can write ¢(z,y, z) as the following.

¢j(I, Y, 2) =

M&

Z‘ Y, 2 C]¢] €, Y,z

7j=3
The sum is starts from j = 3, since ¢o(x,y,2) = ¢1(z,y,2) = ¢a(x,y,2) = 0.
In addition, we know from the proof of Theorem that we have the following
polynomial for j = 2% 4 1.

(6.2.1) Gort1 = H (z + (@ + 1y + az)

aGFQk \]F2
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Moreover, for j = 228 — 2% 4+ 1, we have

(6.2.2) P2k ok 41(T, Y, 2 H Pa(T,9),

a€F \[F2

where p,(z,y) is absolutely irreducible polynomial over Fox of degree 2% + 1 for each
a € Fye \ Fy such that

(6.2.3) Pa(z,0) = (z + )+

We consider a Gold degree polynomial, F(z) = 22t 4 h(x) € Fon[x] where h(z)
is a polynomial of degree less than 2 + 1. Theorem was stating that for a
polynomial F(z) = 22 1 + h(z) € Fan[2] where deg(h(z)) < 28 + 1 and deg(h(z))
is an odd integer, in addition, the degree of h(z) is not a Gold number 2° + 1 with
ged(i, k) > 1, the polynomial ¢(z,y, 2) is absolutely irreducible. Then, F(z) is not
an exceptional APN function. Therefore, we are interested in F(z) = 22+ +h(zx) €
Fyn[2] such that the leading term of (x) is of the form z%+! with ged(k,1) > 1.

We know from the section ”Exceptional APN Monomials” that F'(x) is not an
APN function over Fy» if and only if ¢(x, y, 2) has a point (z,y, 2) € Fan X Fan X Fan
with distinct coordinates. Note that the zero set of ¢(z, y, z) defines an affine surface.
We consider the homogenization ¢(z,y, z,t) of ¢(z,y, z) defined by

o(x,y, 2z, 1) = Zc]gb]xy, )td=.

Let X be the zero set of ¢(z, 3, 2, t) in the projective space P3, i.e., X is the projective
closure of X. Our main aim is finding an absolutely irreducible curve lying in X
which does not lie in the hyperplane defined by ¢. Using the Hasse-Weil bound, we
will conclude that ¢(x,y, z,t) has a rational point (z,v, z,t) € Fon" on an extension
of Fon for a sufficiently large n such that ¢t # 0, © # y, y # 2z, © # z. It will give us
that F'(x) is not an APN function on Fy. for a sufficiently large n, i.e., F(z) is not
an exceptional APN function.

For this aim, we consider the affine part X of X corresponding to variable z. That
is, we consider the zero set of

d
Q;(x7y7t) - 37 yJ]-?t = ZC]¢] x y? td_j'
7j=3

Let H be the hyperplane defined by y. Then, the intersection X N H is defined as
the zero set of the following.

4+ 1+ (z+ 1)jtd‘J
z(z+1)

d
(6.2.4)  g(x,t) == ¢(x,0,1) Zc]qb] x,0, 1)t = ch

Jj=3 Jj=3
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Lemma 6.2.1. If g(z,t) in Equation has an absolutely irreducible factor over
Fon containing t, then F(x) is not an exceptional APN polynomial over Fan.

Proof. Let h(z,t) be an absolutely irreducible factor of g(x,t) containing ¢. Note
that h(x,t) # t, since g(x,0) = cd% # 0. Let X be the curve defined by
h(z,t). Then by the Hasse-Weil bound X" has sufficiently large number of rational
points for all sufficiently large extension of Fy.. Hence, for all sufficiently large
extension of Fan, there exists (x,t) € X such that zt # 0 and = # 1, since X N{zt =
0} and X N{z = 1} has cardinality at most 2deg(h) and deg(h), respectively, by
Bezout’s theorem. Then («,,7v) = (z/t,1/t,0) is a zero of ¢(x,y,z) such that

a # v, a# B and v # 8, which gives the desired result. m

We will state the following proposition from [25] which is a special case of Eisen-
stein’s Irreducibility Criterion to prove following lemma.

Proposition 6.2.2. [25, Proposition 3.1.15] Let F be a field and g(x,t) € Flz,t].
Write
glx,t) = ga(2)t + ga_1 ()t + ...+ g (2)t + go(z)

for some g;(x) € Flz] for 0 < i < d. Set c(x) = ged(ga(x),...,g0(x)). We denote
by m; the multiplicity of g;(x). Suppose that the followings hold.

e myg=0 and myg > 1.

e m; >mg foralll <i<d-—1.

e gcd(my,d) = 1.
Then g(x,t)/c(x) is absolutely irreducible over F.

Lemma 6.2.3. Let F(x) = 22" ! + Z?k:z cjz? € Fonlx] with ¢, # 0. Suppose that
there exits o € For \ Fy such that ¢;(c,0,1) = 0 for alll < j and ¢;(c,0,1) # 0.
Then F(z) is not exceptional APN.

Proof. Note that by Equation [6.2.1], the polynomial ¢or (2,0, 1) can be factorized
as

$oe(2,0,1) =[] (z+0).

a€F, 1 \F2

That is, the minimal polynomial p(z) of « is a simple factor of ¢grq(2,0,1). Since

¢j(a,0,1) =0 foralll < jand ¢;(a,0,1) # 0, z+« is also factor of ¢;(x,0, 1) for all

j =1<j < 2Fbutnot ¢(x,0,1). Hence, g(x, ) is absolutely irreducible Proposition

[6.2.2] which gives the desired result by Lemmal6.2.1 F'(z) is not exceptional APN.
]

Using Lemma [6.2.3, we obtain the following result.

Theorem 6.2.4. Let F(z) = 2+ + 30 c;a?"+! € Foulz] for some integers
ki < - <kg<kandc #0. If ged(ky, ..., ka, k) < ged(ka, ..., ka, k), then F(z)
is not exceptional APN over Fon.

92



Proof. Let ged(ky, ..., kq, k) = s and ged(k, . . ., kq, k) = st for some integers s > 1,
t > 1. Then, Fost C For, Fosr C Fox, for all @ = 2,...,d and Fost N Fyr, = Fos. By
Equation [6.2.1] we have the following equalities.

d
g(z,t) = ¢(x,0,t) = Z Citars 11 (, 0, 122" 4 g (2,0, 1)

i=1

d
(6.2.5) :ZQ H (r+ a) g2E-2h H (r+ a)

aEFQki \]FQ OcEFQk \]FQ

Let a € Fost \ Fos, ie., a € Fyr \ Fy. By Equation we have ¢;(a,0,1) =0 for
all 28 +1 < j < 2% and ¢gr; 41 (,0,1) # 0. Then, we obtain the desired result by
Lemma [6.2.3 O

Remark 6.2.5. We observe that ¢(x,y, z) is not absolutely irreducible in the case
s > 1 unlike the case given in Theorem[6.1.9

By Theorem [6.1.9] and [6.2.4] we obtain the following result.

Corollary 6.2.6. There is no exceptional APN binomial of Gold type. That is, if
f(x) = 22"t 4 az® ! for a nonzero a € Fyn, then f(x) is not exceptional APN over
Fon.

In [7], they showed the following theorem.

Theorem 6.2.7. [7, Theorem 8] Let F(x) = 22" +144h(x) € Fon[z] where deg(h(z)) =
2k2 41 < 2 4+ 1 and ky > 2. For the polynomial h(x) = Z?:z a;z2" ! where a; # 0

for all 2 < i < d, and ged(ky, ks, ..., kq) = 1, ¢(x,y, z) is absolutely irreducible.

That is, F(z) is not an exceptional APN function. Under the same conditions,

if ged(ky, k..., kq) = 2" then ¢(x,y, z) is divisible by pgon .y and ¢(z,y, z) is not

absolutely irreducible.

In Theorem |6.2.4] we showed absolutely irreducibility for a special type of the
polynomial h(x). We can observe that the condition ged(ky, ka, ..., kq) = 1 can be
removed, when we take h(z) = 3.0 ¢z 1.

However, we have to mention that Berger, Canteaut, Charpin and Laigle-Chapuy
contributed a more general result for the function of the form F(z) = 3", ¢ja® ™
over Fon where ¢; € F?" is not an APN function, see [2]. They showed that there is
no APN function of the form

F(z) = ZQZBTH € Fon[z]

el

where [ is a finite set of integers of size at least two on Fon. Therefore, it is not
an exceptional APN function. However, they used a different approach related to
permutation polynomials to show this result.
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We applied a similar method to the Kasami-Welch type polynomials. We obtained
the following result.

Theorem 6.2.8. Let F(x) = 22241 1 520 02" =241 € Fou (2] for some inte-
gers ky < -+ < kg < k and ¢; # 0. Suppose that ged(ky, k) = 1, k #Z kymod 2 and
ged(ky, ... kq) > 1. Then F(z) is not exceptional APN over Fan.

Proof. We will show that g(x,t) given in Equation is absolutely irreducible
over [Fon. Then, we obtain the desired result by Lemma [6.2.1] By Equation [6.2.2
and [6.2.3, we can write g(z,t) as follows.

d
2k _ok_o2k; L ok;
g(x,t) = Z Cithoar; _ops 41 (2,0, 1)E* "2 T2 ook ok (2,0, 1)
i=1
d k; k
626) =Y c| [ @+ |2 I @+a)® ™
i=1

angki \F2 a€lF, \F2
Note that g(x,t) is absolutely irreducible if and only if

Az, t) = 2572225 00 1) € Fona, 8]

is absolutely irreducible. Set a;(x) = Hae}FQZ\ng (x + a)zlﬂ. Hence, we consider
d
(6.2.7) B, t) = ap(z) ™ 272 LN " gy (o) R T
i=1

Let ged(ky, . . ., kq) = s for some integers s > 1, i.e., Fos C For, foralli =1,...,d.
Since ged(ky, k) = 1, we have Fory NFyre = Fo. Then o € Fos \ Fy is a root of
ar,(z) of multiplicity 2% + 1 for all i = 1,...,d and ag(a) # 0. That is, the
minimal polynomial p(z) of @ over Fon has multiplicity 0 in ax(z) and multiplicity
2k 41> 2M 4+ 1in ay,(z) for alli =1,...,d. Set

m = ged(2°% — 28 — 2°M1 4 ok oMy 1)),

Now, we observe that m = 1 under our assumptions. Since 221 —2F1 = 2 mod (2% +
1), we have

m = ged(2%F — 28 — 2. 2M 4 1)
= ged(2%71 — 1,2 4+ 1)ged (28 + 1,25 4-1)
= ged(2" +1,2M 4+ 1).

Note that in the last equality, we used the fact that

2gcd(2k—1,2k1) -1

2k—1 k _ _
ng(2 - 172 t ]') - 2gcd(2k—l,k1) -1 =1

since ged(2k — 1,2k;) = ged(2k — 1, k). Suppose that k is even and ky is odd.
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Hence, we have

gcd(22k . 1’ 22k1 . 1) 2gcd(2k,2k1) -1
T ged(2F — 1,22k — 1) 2sed(RZR) — |

ged (28 + 1,22 1) =1

since ged(2k,2k;) = ged(k,2k;) = 2. Since ged(2F + 1,28 + 1) is a divisor of
ged(2F +1,2%% — 1), we conclude that ged(2F +1,2% + 1) = 1. Similarly, if k is odd
and ki is even, we observe that ged(2F 4+ 1,2% + 1) = 1. Note that ged(k, k1) = 1
implies that ged(ay(X),ar, (X)) = 1. Hence by Lemma [6.2.2) we conclude that

h(z,t) is absolutely irreducible, which gives the desired conclusion. O

Corollary 6.2.9. There is no exceptional APN function which is CCZ or EA equiv-
alent to the function

d
k k;
F(z) =2+ E cix®
i=1

under the conditions in Theorem [6.2.4] and the functions
d
F(x) _ x22k,2k+1 + Z C¢$22ki72ki+1
i=1

under the conditions in Theorem [6.2.8.
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