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Abstract

Wireless Mesh Network (WMN) is mulhop highspeed networking technology for
broadband access. Compared to conventional network service providing systdids are
easy to deploy and cesffective. In this thesis, W propose a secure and seamless pre
payment system fdhe Internet access through WMNSSPayWMN)

Practical payment systems for network access generally depend on trustworthiness of
service povider. However in real life service providersnay unintentionally overcharge
their clients This misbehavior in the system meguse disputes between ttientsand the
service providersEvenif the service provider isightful, it is very difficultto convince the
customer since thservice providergienerally do not have justifiable prodfsatcan easily
be denied by thelients

Themain goalof SSPayWMNis to providea secure payment scheme, which is fair to
both operata andclients Using crytographic tools and techniques, all systmitiesare
able to authenticate each other and prdgefeservice in an undeniable waworeover,
SSPayWMN provides privacy and untraceability in order not to track down particular userOs

network activities.

We implemened SSPayWMN on a network simulator 3)s and performed
performance evaluation to understand the latency caused by the systemOs protocols. Our
results show that our protocols achieve low steady state latency and in overall put very little
burden on the system.
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Serhat Can Lelo#lu
Bilgisayar Bilimi ve MYhenidli#i, YYksek Lisans Tezi, 2013
Tez Dand"mand: Doe. Dr. Albert Levi

Anahtar Kelimeler: ...n ...demeli Sistemler, GYvenlik, Mikiteme, Kablosuz ...rgY A#lar
...zet

Kablosuz ...rgY A#d (K...A) eok £kmeli, yYksek ba#lant@tzd sa#layabilen a#
teknolojileridir. Ald"0lagelmi" a# servisi dajfan sistemlere nazaran kurulumuldso ve
ekonomiktir. Bu tezde, gYvenli véesintisiz bir $n 3deme istemini (SSPayWMN)
anlat§oruz.

A# ba#tantdosd isin tasarlanmd"deéime sistemleri genelde servisa#laydcdsonon
gYvenilirli#inden ku"ku duymazlar. Fakat servis sa#lajgicdhaen istemeden de olsa
fazladan ¥retlendirme ypabilirler. Bu tarz durumlar mi¥ri ve servis sa#lay6cd anasd
anla"mazlG#asebédiyet verir. Servis sa#laydcolar hakld dahi olsalar bunu teriyg
kanotlayacakkar edilemexandtlardlmad6#6 isin m¥eriyi ikna edemezler.

SSPayWMN'in a8l amacd gYvenli bir S3deme sistemi kurmandnsganfiem servis
sa#laydchem demY"teri iein adil bir Sdeme sistemi sa#nakt. Kriptografik algoritmalard
ve teknikleri kullanarak, sistemibYtYn elemanlaré kimliklerini kélagiabilir ve sonradan
inkar edilemeyecek "ekilde servis &aabilir veya sevislerden faydalanabilirler. Bunun
yandnda SSPayWMN kullandcdlardmahremiyetini ve sistemdeki hardlezinin takip
edilememesini sa#r.

SSPayWMN bir a# simYlatdrY (ns3) Yzerinde test edildi ve performansd
de#erlendirildi. Sistem tarafdndan sebep oluhngecikmeler hesaplandd. Sdaue
protokollerimizin dY"Yk gecikme de#lerinde dengeyiyakaladoklarGng3stermi'tir ve

protokdlerin sisteme minimum oranda yYk getirdi#ini kandtlamd"td
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1. INTRODUCTION

WMNSs [1] offer brcadband network acceswith high-speednetwork connection.
WMNs are easy to deploy and cost effective compared to conventional Internet service
providing infrastructures such as higbwered servers. Mesh networks dynamically organize
themselves and do not need a centraldethent;they can be considered assabsetof ad
hoc networks. Mesh nodes deliver packets from source to destination in ehoithanner,
thusthey exterd thenetwork coverage. WMNSs couldterconnect withconventional WAFi
networksand also other netwk types such a®ViMax [2], ZigBee[3] and 3Gradio access

[4].

WMNs are cost effective and they extettie network coverage, thus they could be
used for network servicproviding. A necessity for a billing stem automatically emerges
for network service providing. Such systems require secure billing protocols that ensure
anonymity and confidentiality of the client. A secure billing scheme should guarantee that a
client could not get service without payment and service prowdanotovercharge the

client.

There has beepxtensive research about mipayment systems for network service
providing systemsRived and Shamif5] proposed Payord for micropayment purposes.
Their work opened a new research area and majfications and improvement§] were
performed on their scheme. New algorithms increased performance and flexibility. The
research on micropaymesthemes are still ongoing, there are some modermagpEs on
micropayment such gd9]. In [7] authors suggested to use hash chfihsand public key
cryptography to pvide confidentiality, anonymity and untraceability for clients.

Micro-payment systemgenerallyput partial or full trust in network service providers.
This application gives service providers power to force clients to stick with them, which
decreaseshe flexibility of the system. Furthermore, network service providers could
overcharge the clients; there is a necessity for systemto protect clientOs rights. Clients
should be able to object an overcharge situation with undeniable proofs. A systetimese
properties should also ensure good performance with confidentiality, anonymity and
untraceability for the clients.



SSPayWMN implements a prepaid billing scheme with simple structure and trust
models. Authentication, confidentiality, neepudiation and client privacy are taken into the
consideration in the system desi@GPayWMN employs some cryptographic primitives to
ensure system security. The billing systéepends on hash chaiasd uses every element of
the hash chain as a token, which buise intervalsfor Internet service. SSPayWMN
employs a Trusted Third Party (TTRyhich forceshonest usage of the system by every

party.

1.1.CONTRIBUTION OF THE THESIS

In this thesis we propose a secure and seamless prepayment system for THiBINS.
sysem depends on an-aeirrency that is sold by a trusted third partycufrency in
SSPayWMN is generated in a unique wagPayWMNcovers anonymity and untraceability
lacksof similar prepayment systems.

Authentication, confidentiality, nerepudiation,fraud protection is provideth the
system The usersarenot beingable to deny using credits for the servitest are received
the operatolis not being able to charge more than the usage amodaddlitionally, inter
operator settlemens performed in asecure way such that each operdtascryptographic
proofsprovided service for every client in the systdmorder to provide privacy aflients
our scheme providesintraceabilitysuch that no unauthorized entity will be able to track

down a particulauserwith certain limits

We evaluated the performance of SSPayWMN using network simulations. These
simulations are conducted in two groups. The first group is unit tests, aims to simulate
protocols of protocols of SSPayWMN, independent from each ¢thanalyze the delay
caused by protocoldJnit test results show that all of SSPayWMN protocols reach steady
stateperformanceSSPayWMN is designed to reckon with rlf@ challenges such as stable
Internet service during client mobility and overweightwork service demand in rush hours.

In the second simulation group, called #& scenario simulations, the clients are selected
considering human behavior and they are categorized. Idifeegtenario simulations the
system also reached steady statieich ensures system stability.



1.2.ORGANIZATION OF THE THESIS

The organization of this thesis is as follows. A brief introduction will be given in
Section 1 We will give background information on wirelessesh networks and
cryptographic primitives irSection 2; moreover, we will give literature survey on billing
systems and related works of SSPayWMN in the same section. In Section 3, requirements
and protocols of the system are described. In Section 4, we will present the simulation
environment and sialation results. We will discuss the success of SSPayWMN in Section 5.
Finally, we will give the conclusiain Section6.



2 BACKGROUND INFORMATI ON AND LITERATURE SU RVEY

In this section we givéackground information about WMNSs in Sectidri. Section
2.2 gvesbrief background information on cryptographic primitives. A literature survey will
be given and related works of SSPayWMN will be explained in Section 2.3. The proposed
system is the improved version of a previous prdgctsimilarities and differences wifl3]

will be explained in Section 2.4.

2.1BACKGROUND ON WIRELESS MESH NETWORKS

Wireless Mesh Network (WMN) ia multi-hop type ofwireless networking, designed
as an alternative to tradihal centralized wireless netwank achieved by mesh routers
Mesh routers and mestetworkclients form up WMNs. Each mesh node functions as a host
and also as a router, relaying packets on behalf of other nodes, connecting nodes that are not
located witln the transmission range of each other. WMNs cradt@ocnetwaks, which
are dynamicallyselforganizedand selfconfigured. WMNs are easy to deploy and €ost
effective systems, they are easy to maintain and provide robustness and reliable service

coverae.

WMNs comprise of two types of nodes: mesh routers and mesh clients. A wireless
mesh router provides mesh networking by using routing functions that do not exist in
common wireless routers with gateway/repeater capabilities. Mesh routers have multiple
wireless interfaces to expand flexibility of WMNs. Mesh routers in WMNs achieve wider
coverage compared with conventional routers by using +#mofii technology with lower
transmission power. Moreover it is possible hgpothesizeimproved scalability by
optimizing the medium access control (MAC) protocol in a mesh router.

2.1.1.Network Architecture

WMNSs are categorized into three considering the operation of the nodes in the network.
Thesecategoriesre infrastructure, clierand hybridWMNSs.

Infrastructure/Backbone WMNg& he architecturef this WMN is shown inFigure2.1.
Both wireless and wired netwa comprise infrastructure WMNBash lines depict wireless

connectionswhereas solid lines depict wired commusations. Mesh routers establish an
4



infrastructure to mesh clients to connect. The infrastructure is a cloud from the clientsO point

of view. It is a black box that delivers packets originated from the clients to the gateways.

Internet

—
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~ 1 4 7
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Mesh Router ~ ~

/ with f>ateway Bt / N yith Gateway N Wired Clients
! g $ i R
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l 6 'E = with Gateway/Bridge “ith (Jalo\mv/Brldge e é et )
Sehsnr 4
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\
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Wi-Fi / 3 \ SR
Networks . :g N : ) Networks
& Base Station & B'lse Station
 Cellular T WIMAX
Networks Networks

Figure2.1. Infrastructure/Backbone WMNSs. (taken frodj)[

The mesh routers are selbnfigured and selfiealing. In a case of node addition or
removal, mesh backbone configures itself by forming up neighborhood. Additionally, mesh
routers could connect to the Internet with gateway functionality. Infrastructure meshing
provides easy to access to Internet by forming up clouds for clients. Bridging and inter
networking functionalities of WMNs enable clients to connect to mesh backbone with
conventional WAFi or cellular devices and also via Ethdrleks. As depictedn Figure2.1,
base stations could also connect to memstkbones, which providaternet connectivity for

all the clients of base stations.
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Figure 2.2. Client WMNs(taken from 1])

Client WMNSs:Client meshing is a subset of Infrastructure meshing. As previously
explained mesh routers establish a backbone for mesh clients, however in client meghing ca
the whole network is a backbone amtoeverwants to join the network has to be a part of
the backbone and provide routing functionality. As showRigure 2.2, client meshing is a

commune type of networking.

Hybrid WMNSs: This architecture is combination of two previously explained mesh
architectures. Mesh clients can access Internet through mesh backbmwerthey can

communicate with each other by using a singaédocnetwork.
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Figure2.3. Hybrid WMNSs(taken from 1])



As shown inFigure 2.3, mesh backbone provides Internet connectjwitiyereasClient
WMNSs provide connectivity to mesh backboned@tantmesh clients.

2.1.2.Characteristics of Wireless Mesh Networks

Characteristics of WMNs are explained as follows:

¥ Multi-hop Wireless NetworkMain accomplishment of WMNs is providing
extended wireless network coverage without increasing transmission power or
additional antennas.

¥ Support forAd ha Networking:WMNs provide flexible networking, which has
abilities like self-configuringand selfhealing. Deployment, node addition and
removal are easy to accomplish since mesh routers diprnouting paths by
themselves.

¥ Mobile Dependence on the TypeMesh NodesMesh routers usually do not
change their locations, whereas mesh clients are assumed to be mobile.

¥ Multiple Types of Network Accesdesh routers are accessible via IEEE 802.11
protocols and alstsom peerto-peer protocols.

¥ Dependence of Reer-Consumption Constraints on the Type of Mesh Nodes:
Mesh routersusually do not have powertonsumptionconstraintsbut it is
advisable for mesh clients to have some forms of power consumption
techniques

¥ Compatibility and Interoperability with Existing/ireless NetworksS?VMNs are

compatible withwi-Fi networks as well as other types of networks.

2.2 BACKGROUND ON CRYPTOGRAPHIC ALGORITHMS

To establish a secure system, cryptographic algorithms are employed. A brief
explanation and introductido cryptogaphic primitives are provided this section

In following sectionshash functions, hash chains and HMAC functions are explained.
Moreover symmetric cryptography is described. Finally public key cryptograpxplained
at the end of this section.



2.21.Hash Functions

Hash functiond9] are irreversible mathematical functions that map input strings of
variable length to fixed sized output stringfash functions operate fast and it is infeasible to

find the input string o& givenhashvalue.
A cryptographic hash function should have at least the following three properties:

¥ Preimage resistance: Given a hash value v, it should be infeasible tthénd
input string x such as =111 (hash of x).

¥ Second premage resistance: Given an input it should be infeasible to find
another input string, such that (!!,) ! tutr, 1,

¥ Collision resistance: It should be infeasible to fime input string !, and !,
such that! (1,)! 11,1,

Cryptographic Fixed
Input o .
String _
: . Function Output
(Variable Lenght)

Figure2.4. Hash Function Example

Figure 2.4 depicts the hash function flow. The function maps a messagéxedssize
string. The output lagth depends on the hash algorithm; various hash algorithms have

different output sizes.

Once well regarded and now outdakedh algorithms afgD5 [10] andSHA1[11]. In
parallel with mprovementsof cryptanalytic attacks and computational power, these hash
functions arenot considered as secure anymdsp.to date, popular andell-regardechash
functions areSHA2 [12], which is a set oB6HA-256, SHA384 and SHA512 and SHA-3

[13] also known as Keccak



2.2.2.Hash Chains

Applying a hash algorithm ta!"™'# valueand using the output as an inport the next
hash function forma hash chain. Every output of a hash algorithm representk @ lihe
chain. Length of the hash chdi¥] is determined by the number of times the hash algorithm

is executed.
Generate
i H |8 H =8| H | =%
Reveal

Figure2.5. Hash Chain Depiction and Usage

Since hash functianare irreversibleas shown irFigure2.5, it is easy to go forward in
the chain but it is not computationally feasible to go backwards.

A hash chain witim elements is denoted as:

W, LM, )N ()

Knowing the first link in the chainwhich is! |, gives the opportunity to verify the
following links in the chain as well. If one could establish a system, successful at distributing
the frst link in the chain, it is feasible to use hash chains as future keys for other
cryptographic functionsr tokens for micropayment

Hash chains are easy to deploy and edff&ctive therefore they are widely used in
prepaymensystems, gpecially forsystems that have delicacy for computational delay

2.2.3.HMAC Functions

A Message Authentication Code (MA{9)][15] is a shorimessage, whicls calculated
to provide authentication and messagtegnty. A MAC algorithm isa function, which

generates a MAC using a secret kéglculating the MAC of the message and comparing the



received MAC check the integrity of the messdféhe values are equal then the integrity of
the message is verified.uthentication is also provided because a party, who is able to
calculate a specific MAC value, proves that she knows the secret key.

HMAC [16] is one of the most popular MAC functions that use a keyed hash function.
Hash functons are fairly fast algorithms, which makes HMAQast algorithm

2.2.4.Symmetric Cryptography

Symmetric cryptography is the oldest kind of cryptographic primitivieich provides
confidentiality This primitive employs shared secret keys between twieparhese secret
keys are used in encryption @hintextsand decryption of ciphertext§he security level of a
symmetric cryptographic algorithm mostly dependstonkey size. Modern algorithms use
at least 12&it long keys.

Shared Shared
Secret Secret
Key Key
Transmitted D 1
: rpti Ciphertext i ecryptec
Plaintext = Encry ption P > Decry ption —> Plaintext
Algorithm Algorithm

Figure2.6. Symmetric Key Cryptography

As shown inFigure 2.6, aplaintext is used as a parameter with the shared secret key in
an encryption algorithm Encrypted data is transmitted through iasecure radium. The
receiver of the encrypted message decrypts the ciphebyaxdingthe shared secret kay
the decryption algorithm.

Modern symmetric cryptographic functions could be categorized under two classes,
which arestream cipher@&ndblock ciphers Sream ciphersencrypt data byte by byte. RC4
[17] is an example forstream ciphersSecure Socket Layer (SSL) and Wirgduivalent
Privacy (WEP) employRC4. On the other hanblock ciphersencrypt an input data as fixed
sized blocks, and producdxed sized outputsData Encryption Standard (DER)] is once
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considered as the most popular symmetric key cryptography standard but it is not considered

as secure any longdRC5[19] and Blowfish[20] are some other examples of symmetric key

cryptography Advancel Encryption Standard (AES)12] is an example of modern

symmetric cryptography algorithms

2.2.5.Public Key Cryptography

Public Key Cryptosystem (PKC) differs from Symmetric Key Cryptosystem according

to number of keys used. PKC uses two separate laes;of them is the public key the

secondoneis the private key. The owner secretly ke#psprivate key while broadcasting

the public key It is computationally infeasible to calculate private key by exploiting the

public key.

Public
Key

v

Plamntext =—>|  Encryption

Transmitted
Ciphertext

Private

Key

v

Decryption

Decrypted
——> Plaintext

Figure2.7. Public Key Encryption

PKC is used for confidentiality purposes. for encryption and decryptiont is also

used for digital signing and verification. The type of encryption key defines the purpose of

the algorithm. If the sender uses the public key for encryption then the algoptmatesor

confidentialty purposes ashown inFigure2.7.
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Private Public

Key Key
Digital
Plaintext —> Signature Signature | Verification Valid
< < - - .
Algorithm “|1 Algorithm Signature?

Figure2.8. Validating a Signature

Authentication and nerepudiation are provideoly using private key as the enctigm
key as depicted ifrigure 2.8. Since no one could know the private key of the owner, only
private key owner could produce tHmital signature with thiprivate key.These signatures
could beverified using the public key. Sincihe public keys are broadcasinyonecould
verify the digitally signed plaintext.

Some of the widely knowasymmetric key cryptographic algorithms &il&ptic Curve
Cryptography (ECC]J22][23], Digital Signature Algorithm (DSAJ24], EIGamal[25] and
the most known one is RJR&6] algorithm.

2.3.LITERATURE OF PAYMENT SYSTEMS AND SIMILAR WORKS OF
SSPAYWMN

There has been extensive research on gilliystems for network access. In this section

a brief explanation will be given about similar works of SSPayWMN.
E-Payment schemg27] could be grouped under tvatasses

¥ Online PaymentThe eller checks the payment by colisig a trusted party
before verifying it.
¥ Offline Payment.The seller does not check the payment before serving the

client.

Online payment scheraeould be subdividginto two sulgroups:

12



a Payment by Transaction: Buyer and seller do not need a previongemant
before the payment.

b Payment by Accounffhere exist anaccount or a previous engagement between
seller and buyer.

Micro-payment systems are built onpayment syi'ems. Micrepayment schemes
generally employ a type of electronic currencxcéshé-coin). General requiremenita8] for

micro-payment schemes are:

Anonymity: A payment should not reveal buyerQOs identity.

¥ Divisibility: The amount of money should be divided int@w@rency. The €
currency should have a unilue.

¥ Transference: The-eurrency should have approximately equal value when it is
transferred between parties.

¥ Prevention of Double SpendinGlientsshouldnotbe able taisee-currencyfor

a second time.

Rivest and Shamif5] introduceda simple micrgpayment schemealled Payword.
Their protocol uses RSA algorithm for public key cryptography and-tlagims as payment
tokens.In PayWord protocolthe buyer generates a hash chain for a specific seller before
making a purchse. The seller checks if the user is an authenticatedM@ag user and the
hash chain is indeed generated by this particular user. The amount of purchase is determined
by the hash operation count performed on a value. The buyer selects the value dhd after
purchase deletes the hash chain. The seller collects the deserved money from the Bank, which
is a trusted third party in the system.

Payword is a credibased payment schemie. [6], the drawback of the systemare
pointed. [6] states thatee main drawback iseller specificthash chainsClients should store
information about the sellers to be able to generate seller specific hash chains. Every time a
new sellelis added to a system the cltershould be notified. Ithe existenceof large amount
of sellers the system becomes infeasible. Furtherntioeayser shouldstore different hash
chains for every seller and store the last used hash token for all of the hash chains.

Rivest and Shamirpened p an exciting field of researcsince therthere has been

somemoadificationson their work. In ], authors propose a new algorithm, which increases
13



the performance of the previoafgorithm They suggest an efficient payment system that
uses RSAyped blind signaturg29]. The system supports anonymignd untraceable
paymentsThe systemsupportsoneway authenticationclient is authenticated to the network
but the network does not authenticate itself to the cliBm systemis useful for payment
systems dealing with low amount of paynssdunt.

Hwang and Sung30] proposed a new micropayment scheme in 2006. Their micro
payment scheme uses eway property of hash chainsa elliptic cune cryptographyfor

blind signaturesndfor the purpose of providing anonymity. The system has three phases:

1. Registration Phase: Buyer and seller registers to the system by authenticating
themselves to the trusted party.

2. Blinding Phase: The buyexecutes withdrawal protocol with the trusted party
before purchasing for argervice.

3. Transaction Phas&he buyer requests service from the seller and send-the e
currency in this stage.

4. Redemption Phas&he seller communicates with the trusted party to redeem

the deserved money.

The proposed scheme of Hwang and Sung remains secure and it provides anonymity as
well. However as [6] states, the usage of elliptic curve cryptographypgayenent systems

slows down the entire system.

Up to now, general-payment skemes have been described. In this thesis, we focused
on micropayment schemes for broadband Internet access using WMNSs. In the rest of this
section, we explain payment schemes for broadband network access in WMNs and other
network types.

Chen, Jan, and Ch¢31] proposed a micrpayment systerfor GSM calls which uses
hashchaintokensas ecurrency.They introduced a TTP, which is actively present in the flow
of the system. Their proposition was that there was no need fac fkelyl operations on
client side to provide an undeniable and secure payment scheme. However their assumption
was falsified byLi, Wang, Zhou and Chef81]. In [31] it is shown that a dishonest migbi
user could make calls without payment and also a misbehaving service provider could
overcharge foiits service. The authorsrgpose a new billing scheme j81] and in their
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scheme TTP generates two signatures for a semwigieh areStarting Time Signature and
Finishing Time Signature. The duration between these signatures determines the duration of
the GSM call. There exist 5 communication steps and 4 public key operétitomstation of

the system is the billing schenaglds extra time to the call and makes the client pay more

without getting service.

In [33], the authors use a higével approach for billing and proposea architecture.
Their focus is mostly its performance on a thresholdedhabandwidth management
algorithm. Untraceability isat supported in the system.[84], the authors propose UPASS;
a double hash chain based prepaid billing architecture for WMNs. Their trust model is based
on both classicatertificatebased publi&key cryptography and identdyasedcryptography.
The drawbacks o0f33] are the complex trust and payment structures, missing simulative
and/or analytical performance model, and disregarding usensyrartg/privacy. Similarly,
UPASS does not consider client anonymity and untraceability.

Qi, Zhao, Wang and Chdi35] have introduced a security authentication and an
undeniable billing protocol for WMNs. The proposed schemes uBSA public key
encryption for authentication purposes and elements of hash chainsua®rey. The
proposed authentication protocol has key generation steps, which slows down the system.
Furthermore the systedoes not fullyprovide anonymity and urgceability.

Many research on billing systems for WMNs have been done and many challenges
have been tackled using cryptographic techniques. The general situation of the proposed
systems isa lack of anonymity and untraceability support or bad performaace fhigh
frequency payment scheme. SSPayWMN offsetable and affordablgerformance for
paymentswith high frequency (needs to be verified by TTP too oftem)l also secure

authentication with anonymity and untraceability properties.

2.4.DIFFERENCES AND SIMILARITIES WITH AN EARLIER WORK

The idea of SSPayWMMasfirst found and rootetly Can YYcel, in his theg8]. The
motivation behindur thesis is same wit[8], to build a secure and seamlessropayment
system for wireless mesh networksbasicsystemis taken over and improved.
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The topology of the network used is analogous to previous network topology. System
flow is very similar except some changes have beade The packet flow used wdsm
access points to operators, with mesh backbone and gatewhgsvieen. The connection
mediums between clients to the gateways were not encrypted and insecure lines. Gateways
and operators were connected with secure links. The assumption of seesrédiween
gateways and operatois not changed buive also brought symmetric cryptograpbgsed
security between gateways and access points. New shatebecome securer

Most of the protocolbave beerchangedmoreover we have addédo new proteols,
i.e. Distribution of Public Keysand Change Alias HoweverAccess Point Authentication
protocolis used intact as it appeard &j.

The main addition to the system is a Trusted Third Party (TWRjch brings an
ultimate athority to the system. The usagé TTP andits servers providecredibility.
Operators settle by communicating with TTP. Firstly clientsgag to TTP for the Internet
service they are going to receive. Operators receive their payment from the TTY sisthe
thelogs of their service.

[8] used operataras the end point of erid-end protocols. We use TTP as the end

point in order to provide undeniable verification and validation for critical applications.

In [8] some system entities were assumed to have public keys but an algorithm to
distribute these keysewelacking. Existence of a TTP brings a possibility to use certificates
in the system. SSPayWMN employs certificates for distribution dilipukeys. The
distributed public keys could be broadcasted since they are signed by theTHi$P.
mechanism is added to SSPayWMN in this thesis.

Previous version of SSPayWMN did not clarify how the access points of the operators
will be placed in the meabpolitan area and the distribution of access points between
operators. In SSPayWMN simulations two operators exist. Operators share the-area in
between and compete to serve the users with stronger access points. There is a rivalry
between operators sincéients connect to stronger access points. An operator with low
amount of investment for the system could not survive since high amount of access points are
needed to serve in a wide range. The clients would not connect to an access point with a low
signalrate if there is another access point with high signal rate in their range. As it will be
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explained later, there is no difference between operators in the sense of payment for the

clients.

Anonymity and untraceabilitgf the clientswere not provided ifi8]. These properties
of the system should be provided by the system as long as there is no request for user actions
and identity by a formal authority such #se police departmentCurrent version of
SSPayWMN provides anonymitand untraceabilitfo some extentUsing aliases as client
identity provides anonymity in the system. The aliases are changed periodically therefore
only the actions between the periads be trackedlhe time period and detaile@signwill
be explaind in Section 3.2

In [8], roaming between operators was costly therefore it was0@iftoseamless to the
client. Clients were customers of a particular operator, winighies an overcharge in the
case of roaming to another og®r. Current version of SSPayWMN makes every user of the
system a client to the TTP. The TTP pays operators for their services. The new setting
enables SSPayWMN to provigeireseamless roamingn returnSeamless Mobility in Home
Operator and Roamingprotocols have been changed to Seamless Mobility Semimless

Roamingespectively.

Internet service providing is simplified in the current version. Theppygnent was for
a total packet size. laur version clients buy hash tokens thattovide Internet sevice for a
predefined period of time. Seamless micropayment is preserved. Furthemeoleave
increased the Update Packets interval in the systensSPayWMN, we set the update
packets interval to a value slightly larger thah!!"#3$% !"#"$%& "#$%& In a situation
where a client that does not send the next hash tekbim this period, that means the client
is dropped Therefore theburdenon the system caused by update packets is reduced
significantly andwith the new settings it is easier to handle the dropped clients.

In [8], simulations of the proposed scheme were done considering the same type of
client In this thesis, we have divided the clients into groups consideltedy socie
economical statusSpeed, traveling distances, clientOs frequency of system usage are all
affected by the client typeand deterministic random distributiongarlier version of
SSPayWMN was lacking simulations of rdi#é situations, which areovered in the current

version. Possible situations in rdifé¢ such as the diversity in mobility or system usage in
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time were notproperly covered in[8]. In [8], burst scenario only covered userying to
authenticate themselves into the system on the same time. A rush hour scenario was lacking
in which clients try to authenticate themselwexlose time perioddyut not necessarily on
the same exact moment. Current version covered most gfosble scenarios withima

ordinaryday.

[8] empbyed the Random Way Walk Modf6] of the network simulator. In this
model, clientsO mobility patterns wetatally random with no logical baseThese mobility
patterns were not systematic, which causes unrealistic results in simulltiohis thesis,
clients move from one point to another for a purpose. The new setting brings more realistic
simulationresults. The new network simulations arsigeed considering a real metropolitan
area. We have used a modehilar to Manhattan Mobility Model[37]. The setting of the
roads is a grid, and the clients move from one location to another by using these roads. We
have refaced the movement probabilities of the original Manhattan Mobility Model with
random speeds and destinatioBpeed and distances to destination are randonclieumt
types also affect themAdditionally our simulations cover a larger area with more asces
points than the simulations [8]. Simulationsin [8] had 32 access points with 16 gateways.
Our simulations have 100 access points with 32 gateways.

A very significant improvement of8] is the change of the network simulator used to
simulate the systenin [8], the systenwas simulated using the Rigte Event Simulator:
OMNET++ [38]. OMNET++ has offered GUlupport and strong network simulation tools
but it was lacking IEEE 802.11s support. Therefore, an ad hoc network simulation was
executed to mimic the simulation of a real wireless mesh network. Converting the previous
simulation results to a new networkmsilator was not feasible because there was no
connection between OMNET++ and another network simulator. It was inevitable to
implement the system from scratch arthernetwork simulator, which has IEEE 802.11s
wireless mesh network support. We have ehosetwork simulator 3 (R8) [39]. ns-3
supports IEEE 802.11s. Hewer ns3 did not support inteetworking for mesh networks. It
was infeasibldor usto implementfull internetworking and bridging functionalities for mesh
netvorks on ns3. As a solution, we have implementedtwal bridges between network
nodes, and write every packet sent or received on text files. Every node in the system checks
for packets to send in the text fildsvery node in the mesh backbone had tnierfaces in
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our design. The delay of passing the packets from one interface to another was neglected.
This is, actually how int&etworking and bridging functionalities of wireless mesh networks

was mimicked.

Detailad and more realistic simulation setttn@nd scenariobrought higher quality
results In this thesis, we focused on latency metrics for both independent protocol
performances and for overall system performancg8]lrsome latency tests have been done,
but this dd not reflect the typical behavior.

To conclude, in this thesis we have considerably impr¢8edrom both design and

implementation (simulation)spects.
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3. REQUIREMENTS AND PROTOCOL S OF THE SYSTEM

In this section we will explai the requirements of the system and general system
design. Then we will give brief explanation for system protocols. Finally we will explain the
settlement of the protocols and money flow in the system.

3.1.REQUIREMENTS OF SSPAYWMN
A secure prpayment skeme foAlWMNSs requires following attributes:

Wide Coverage:Users should be getting service within a large area.
SeamlessRoaming: Users should connect and maintain their connectod
continue to get service even while they are moving. Designed casmeungthod
should apply to different operatofstom payment point of viewglients should be
able to switch between operators as they move withgetvice interruptian

¥  SeamlesMobility (Handoff) : Users should be able to switch between access points
of the same operatais they move withowt noticeable delay

¥  Anonymity: It should not be feasible to track down a userOs network actions from
their payments (unless law enforcement requdm®sgso).

¥ Mutual Authentication: For preventing malicious use of m@rk, both user and
network should be mutually authenticated.

¥  Two-way honesty: Clients cannot deny that they did not take service. Operators
cannot claim that they provide service more than they actually provide. These are to
be guaranteeby using strog cryptographic protocols.

¥ Untraceability : It must not be possible to relate connection sessions of the users with
other connection sessions. In this way, higher level of privacy could be provided.

¥ Performance: System should workffectively with stable pgéormance. Additional

caused by the system should be minimal

3.1.1.General Design of the Network

Our SSPayWMN systerdoes not only consistf a mesh backbonebut also WiFi
clients and wired servers. Mesh backbone basically sétegpacketsfrom clierts to server
so thatheclients areable to get service.
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Servers of the operators are wired and will be communicated via regular 802.3 Ethernet
protocol in its local area. Mesh backbone will communicate within itself uBiBg 802.11s
protocol. Clientswill use IEEE 802.11a/b/g Wi protocols to connect to the access

points/mesh routers.

3.1.2.General Overview of the Proposed Scheme

The proposed systensuppors user identification, authentication as well as
authorization and accountinghe main objectve is to design and develop a secure payment
infrastructure for WMNSs that also conseigd users' privacy and fairne€ur system model
assumeshe existence afnobile clients and operators, who will be charging the service they
give. The operator's mestadkbone is made of several mesiuters, whichare actually
Access Points (APs) with IEEE 802.11s support. This backbone is connected to operator's
server via a gateway. Thesgistsa TTP(Trusted Third Party)whichis reachable througan
operator. Theas system components drgted togetherwith their icons used in the protocol
figures, inTable3.1.

Table3.1. System Entities

# . .
' Mobile user (client)
# Access Point (AP) with megluting capability. From now on in this document, it
&;B called as AP, but please note that it also has routing capability.

Mesh backbone of the operator

@" Gateway (GW) that connects the mesh backbone to outer world and also to
operator's server

' Operator's server (OP). Keeps necessary logs and user info.

Trusted Third Party (TTP). Payment related logs are mostly to be generated
TTP.
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Since the g¢énts are mobile, they may haner among different mesh routers (i.e.
access points) of éhsame operators. They may also roam among different operators, not only
due to coverage reasons, but also for having a better quality service. Our system aims to have
seamless mobilityhandoff)and seamless roaming for payment purposes such that when the
client gets service through a new AP or switch to another operator, authentication and

authorization are not performed from scratch.

Fromsecurity point of view, we aim to have mutual authentication between client and
the network in our protocols. Anonyiy of the clients andintraceabilityacross different
usage periods (a.k.a. unlinkability) are privacy related goals of the protocols.

From payment point of view, our main aim is to have a fair system in which all the
claimed transactions bear cryptodnapproofs. In this way, the clients cannot repudiate using
a service and the operators cannot claim for services that they do not provide. The latter is
especially important during int@perator settlement; it is also important to resolve client

disputes
The symbols used in this dauent are given ifable3.2.

Table3.2: The List of the Symbols

! XOR operation

! Concatenation

o) Encryption of! using the key

Ly Decryption of! using the key

P Taking hash of" times

"#$ 11 Taking HMAC of! using the key

! I'"" element of the hash cimefusage order)

"mo-n Public key of TTP

" -TTP Private key of TTP
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" I"™ Access Point or its identity

OP, 1" Operator or its identity

| Public key of I" ,

| Private key of!" ,

" Seaial Number

(i Nonce created by entity

" Previous Alias

" New Alias

"#$,; Public key certificate of" ;

" Initialization Vector

" Timestamp

" Connection Request

" Disconnection Request

I Roaming Request

I"# Change Alias Request

"#$%& Mobility Request

" Response (used in various protocol as positive acknowledgment)

" Disconnection Acknowledgement

I"#$ Roaming Acknowledgement
"#$%&' Mobility Response

I"#$ Length of Anolymized Subhash Chain

I"# Hash Token Renewal Interval

I"# Anonymized Subhash Chain
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3.1.3.Network Topology and General System Design

SSPayWMNemploys previously explained system entities. The system entities are
assumed to be located in a metrooliarea. While access points establish a mesh backbone
and wait for clients to connect to them, gateways transmit the packets received from the

access points to servers of the operators.

Figure3.1. Netwok Topology

Figure 3.1 shows the topology of the network and connections between entities.
Connection between serving access points is wirgadsthey uséEEE 802.1b/g Wi-Fi
protocol Mesh backbone uséSEE 802.11s.The mesh dckbone emulates a cloud from the
mobile userOs perspective. It is a black box; which receives packets from mobile user and
delivers them to the gateway in a milop manner. Mesh backbone uses HyMiudeless
Mesh Protocol (HWMPJMO].

Connection medium between mesh backbone arelvggt (GW) is either wireless or
wired. GWs and operators communicate through wired connection. The connection between
an operator and TTP is also wired. These connections use 802.3(Ethernet protocol

3.1.4.Connection Card Structure

Connection Cards the main deed that clierttsly fromthe TTPand use to get Internet

service. We use a prepaid system, in which connection cards indkees for credit
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generationPlease note that the tokens in tomnection card are not directly used to pay for
the Internetservice, but to generate credits to paytfe Internet serviceHash tokens are
generated using hash chains as discussed below. Connection cards also havBeauigiue

Numberg!" ), which are to be used for alias computation.

Tokens are basically links in a hash chain. For each set of tokensSTRhgicks on a
random!"'# and takeashes of it many times. Tmeimber of hash operatiomsactually
the number of token in set. For example, if the client wants a hundred hash tpkersthe
hash of!""# is taken hundred times. More fordyala hash chain with 100 tokens is

constructed in the following way.

1 Tseed!

N I A R

NIRRT

E

Ly Ll Lty )

Ly LT

I', is the first tokenin the chainThe client uses this hash token to form a connection

request for TTPThe generation of credits is explained in the follgyvwsection.

Connection Cards are refillable with hash tokens, which are to be sold QyTEhe
Operatorscompete with each other to provide highality service for broadband access in

the WMN since the users are assumed to have free roaming.

Serial Numler!" is a128bit value With this settingthe system isble to support up
to ! 128 ysers. Haskokens are to be generated using SE6® hash algorithmhencethey are
256-bit long.

Considering current technologymart cardsare suitabldoolsto be onnection cards
A simple Connection Card with 4 KB memory could star€ and approximately1000

hash tokens.
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3.1.5.Anonymized Hash Chains

Clients change their aliases periodically to make their actions unlikable to their aliases.
However, an adversa could trace a clientOs actions by tracing the link between the hash
tokens of the client.

To provideuntraceability in the system, clientsrio up anonymized subhash chains
from the original hash chailhe client and the TTRletermineshe amount ofhe hash
tokens that will be used in the next session. The Change Alias Inté#valgnd Hash Token
Renewal Interval (# ) determine the Length of Anonymized Subhash Chdl#$ () as

following:
"#$%! 1" N"H#'$%&'() N"# 1" 1 L ainsI"#$ |1 CAI'I"#

In unit simulations and redife scenario snulations we have useli# ! !I" and
[ = N

An anonymized subhash chdior an original hash chaiis calculated as explained
below.

Recall that an original hash chain wittelements is denoted as follows.
IHSHY&N 1" TITIME LIE 1L T E T T T

Whenthe client wants to use the hash tokero form a connection request, she has to
form an anonymized subhash chairheTlast token of the anonymized subhash chain is

calculated afollows:
Pliygg o DIy igg 0D HE%!

Client and the TTP calculate thg$ elementsof the anonymized subhash chéawn

performinghash operaticgon! '), 4 1, as follows:

M#'$%&'() Mg 1ty (1'% )

TR (N

e ,)ll "#$ 11 (I 1

rEs !)!! " !!! "#$ 11 !
A sample for he generation of the anonymized subhash chains is depictagure

3.2
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Figure3.2. A Sample forGeneration of Anonymized Subhash Chairith "# 11 Il I"# 'l Il and

"#$ LLowrrrrom

Before any authentication or chagjias phasgthe client sends the first hash token of
the remaining hash chaim(Figure3.2 the first hash token isgd TTP knows thé™'# value
of the client. TTP and the client are able to form the anonymized subhash chain
simultaneously. When the client sends the first hash token of the remaismghwn to the
TTP, TTP counts backwards from the received hash t8¥én ltimes. TTP computes the
corresponding anonymized hash token and takes the hash of the !6#$putimes and
calculates 1"# = 11" (1! g TN g U DI 1L e 1. These
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operations form up an anonymized subhash chain and the anonymized hash tokens are spent

in reverse ordeas shown below
"HSOM " H#S% " 1 1 TLASCL Y e ) D
"#$%&I"#I" Mg | 1S (gt g 11 ) I"HE%S & 1
NORD R AT (AT I B
E
I"HS WHSON" E L LY g 1 NHS%0S Q" 1

NSNS N | TRy

In a case of a disconnection or connection drop before spending all the hash tokens in
the anonymized subhash chain, client stores the index of the last used hash token index. For
the next connection request ttleent sends the first hash token in the remaining hash chain to
the TTP. For the new session, both the client and the TTP generate a new anonymized
subhash chain.

In a mobility situation, clients transfer the next anonymized hash token to the new
access @int. The clients start to get service from the new access point when the transfer is
finished.

An adversary could not relate two different anonymized subhash chains since using the
hash output of XOR of a hash token and a random nonce value generdiashlahains.
Every time a new anonymized subhash chain is generated a different nonce value is used. The
hash operation on the seed of the anonymized subhash chain prevents any relation between
different anonymized subhash chaikkare formally, considerte following two anonymized
subhash chain seed calculations:

F#'$%& () MU It rn gty g b L '#$%!)

MH#'$%& () MU LIt LIy T L L 1EHS0 !

28



Here sipposel ; and!, are on the same hash chain, for daegisaryit is infeasible to
find out! ! "#$%! and!,! !"#$%! by using!"#" , or I"#" ,. Therefore, an adversary
could not discover any hash token in the original hash chain by exploiting anonymized
subhash chain becausetbé irreversibility property of hash algorithmigus, it cannot link
Iy and!,. Therefore,we can say thatisage of anonymized subhash chains provides

unlinkability amongdifferent sessions.

3.1.6.Alias Computation

Aliases are temporary idengfs for clients. They change frequently using a secure
protocol. Untraceability is achieved by changing aliaséy the previously stated way
however it isonly durable to some extent.

The serial number'( ) of the @nnectionCard, which is bought fromraoperator, will
be used as a base for clientOs aliases. An alias will be computed by performing the following
operations:

1. Client will pick a random 12®it unsigned number and calhér Nonce.
2. Perform XOR operation witH" and her nonce; take th ha& of the output.
P 1 I"#s% ! T 1"#$%

3. Client will use this alias whenevheridentity is required.

Aliases are 12®it values; even if it is a very small possibility to have the same alias
with another client at a given point of tintkeere is still a nonzero probabilitfo address this
problem, TTP check the proposed alias to be a unique one. This check is doBikainge
Alias protocol which will be mentioned in Sectidh2

The nonce values used somputationof the aliases are tbe sent in encrypted
messages to theTP in the related protocolhereforeonly the client and the TTP can relate
the aliases originated from a particular.

3.2.PROTOCOLS OF THE SYSTEM

In this section, we will explain the protocols of the system. There are 10 protocols in
the system. Entb-end Twoeway protocols consist of Initial Authorization afRteuseof a
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Connection CargdDisconnectiorandChange Abs protocols.Initial Authorization andReuse

of a Connection Cargrotocols are executed each time a client connects to the system. These
protocols are not necessary for ongoing connectidhange Aliagrotocol exists to provide
untraceability to somextent. Client® actions could not be related to previous sessions when
they executeChange Aliasprotocol Disconnectionprotocol is necessary for operators to
collect their money from the TTHDisconnectionprotocol marks the end of the provided
service.Endto-end Twoeway protocols send packets from clients to the TTP and return the
packets back to clienttlpdate Packetprotocol is @ Endto-end Oneway protocol, which
sends packets from clients to the TThdate Packetprotocol ensures the stabilitf the
system and preven#sy inconvenience in a case of connection interrup@her protocols

i.e. Seamless MobilitySeamless Roamingacket Transfeand Access Point Authentication

are independent protocols and do not belong to any gBegmles$lobility and Seamless
Roamingprotocols are executed in mobility situations of the cliebtstribution of Access
Point Public Keysgrotocolis performed for distributing the signed public keys of the access
points. This protocals not implemented in ghsimulations and it is assumed to occur before

the system deployment.

3.2.1.Initial Authorization and Reuse of a Connection Card

Initial Authorization is the beginningpr system usagé/Nhenever a clienpurchases
new hash tokens from th&TP, she will need to authorizenerself to TTP. Initial
Authorization Protocol, shown inFigure 3.3, achieves mutual authentication and

authorization of the user.

The clients may disconnect before using up all the credits in a connectiofiReas#
of a Connection Car@ReuseCC) protocol allows the clients to connect using the remaining
credits in a card.ReuseCC protocol does not differ extensively fromitial Authorization
protocol. The main difference is instead of sending first haskntokhe client sends
whichever token is the next one. Alias will change before the protocol &atksprotocols
compute nevaliaes before sending the Connection Requgst3. The crucial point here is
that TTP should be able to update last hashevalutry of the client in the database and

associate it with the new alias.
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The access point is a member of a mesh backbone and a particular access point is to be
selected according to its transmission power. Sihiseassumed thadll access points have
thesame attributes, the serving access peitite closest access point to the client.

y | N -- 1 i}
: Mesh
Client Backbone Gateway Operator TP

CR=
Epu_TTdNOnCE! SN ” Nonce || b'

CR
Forward Forward

Forward

Dpr-TTHCR)
SN = Nonce SN! Nonce
Check SN and Hrelevancy

GeneratéAnonymized Subhash Chain (ASC
ASC = {Hj, Hiyq, -, Hiy asc-1}
CalculateAlias = h (Nonce SN)
StoreAlias and H'

—
RP

GeneratéAnonymized Subhas
Chain

{H', Hit1, - Hisasc-2

~

RP

Dpy-TTHRP)
RP' = RP
E'<'GW'AP( ) StoreAlias and H'

RP’

Dk-cw-AP(Ppy-TTHRP?) Dpy-TTHRP)
StoreAlias and H' StoreAlias and H'

T T
| |
' '

Figure3.3. Initial Authorization and Reus€C

Mobile cliens introducethemselveso the operator usinignitial Authorizationprotocol.
Iy ! Iy in Initial Authorization protocol,! ;! !, I I 1 in Reuse of a Connection Card
protocol. TTP already knows mobile userOs serial numbe} andthefirst element! |, of
herhash chainThe nobile user doesot want to revedter!" to any adversary because that
I" will be usedall the time andt is sensitiveinformation from security and privacy points of

view. To achieve anonymityhe mobile client computes an alias and usleis value instead
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of I" . The nobile client will changeher alias periodically ashe continues to get service

(Change Aliagrotocolwill be explained later).

Initial AuthorizationandReuseCC steps are described below.

1. Client computes an alias using a noH&$% thatshe generated.

b
C.
d.
e. Client starts to generate an anonymized subhashn casithe network

"#$%! 1"#$% ! " #

Syttt (The!! is assumed to havecredits)

L e NS0 T ML IES% 1!

Client sends this' to!" ;.

processes client®s.

2. 1", receives the connection request and relays the request through mesh backbone.

3. Gateway receives tHe and relays it to the operator.

4. Operatorrelays!" toTTP.

5. TTP receivesheconnection requesgt ! ) and decrypts it using its private key.

a.
b.

=~ o 2 o

g.
h.

P IS0 U T I"H$% LI 11T INoncell 1" 1 1"#30% 1 1\ #
TTP checks alias' uniqgueness within its database of users, it would make the

client start over the protocol if aliésnot unique.

It computed"#$% !l " 11 U"#$% | I"
TTP checkd" and! , association. Stor&#$% ! " and! #
TTP compute$'#'$%&'() 1"# | I | pagc 11! I"#$% 1 #

TTP generates anonymized subhash irchbdy taking the hash of
"#'$%&'() Seed !"#$ times. The output of the last hash operation gives
the first token of the anonymized subhash chain, whith, ig

TTP compute’ !! 11, NAlias! ! 1!

TTP sendRP to the Operator.

6. Operator receive’s and verifies the signature using public key of TTP.

a. Operator sends to the gateway.

b.

The (peratorgets!"#$%and! !, and stores these values.

7. GWreceived" andverifies the signaturasing public kg of TTP.

a. GW uses the shared secret key With and calculates! ' 1 1, . | 11" 1

b.

GW sendd" !to the!" ,.
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c. GW verifies the signature of TTP.
d. GW stored"#$%and! !,.

8. AP, received" !anddecrypts it using thehared secret key with GW.
a. !" , verifies the signature using publicykef TTP.

b. It calculated"#$%and! !, and stores these values.

The wired links are secured however thediumbetween GW andPs areinsecure;
therefore the packets thare sent through this medium are encrypted with shared secset key
between GWs andPs.

3.2.2.Access Point Authentication

After authentication processes of the client with the TTP, a second authentication step
begins. Client and access point will mutuallythenticate each other for satenmunication
this protocol ensures the featuhMutual Authenticationof SSPayWMN

Figure3.4, describes the protocol briefly.

o <L

| Client | | Access Point |

Start Challenge-Response

HMAC . (Challenge)
|

|
|
|
!
:
: Send Challenge
i
:
:

| Verify H'; |

Figure3.4. Access Point Authentication

1. ", sendsa challenge request to thikent, whichstarted connection.
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2. When client receives this challenge request
(a) Client drops the packet if it is not thHe, thatshesent connection request.
(b) Client drops the packeitthere was not any .
If (@) and (b) are invalid then the client sends a 18®& challenge to thdP, .

3. ", takes the HMAC othis challenge, and uses relevanbnymized subhash token
as the key oHMAC.
() "#$%&H" 1 1"HS | 111" HSYH

(b) 1" | sendd"#$%&#" to the client.
4. Client alsotakes the HMAf the challenge and uses the stomednymized suiash
token! !, as the key. Then it compares the result with the one that access point sent.

If it is authenticated, client starts to use access point to get Internet service.

3.2.3.Packet Transfer

After mutual authentication of client ad,, theclient starts to sendatapackets as
shown inFigure 3.5. These packets represent the Internet usage of the client. Client could
send as many packets as she wants in the period of time, which is bought by a hash token. In
this protocol the usage of hash tokens and data packets are explained.
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Check token h(k';) == Hj

Store H and ServiceStarting tim

Send Ack

Send packet pg, length = 512 bytes

Check if CurrentTime - StartingTim
exceeds the threshold

D

Send packet py;, length = 512 bytes

New Token command

‘ Calculate H 4 l

|"'i+1

Check token h(k) == H' ¢
Store H ¢ and ServiceStarting
time

Figure3.5. Packet Transfer

1. Client starts the session with the fisstonymizechash toker{in this case current has
value is! ) of the remaining hash chain.
2. 1", received !, and updates clientOs service starting time
(@) Checksift (! L)t 1}

35



(b) If true sends acknowledgemeht( ) to client and updates currently used hash
value ad !;.
3. Client senls first512-bytedata packet;, .
If the client gets served for over the threshold value (5 minute interval is used in
simulations) then the AP asks for the next hash token.

5. The steps betwedit) and @) are repeateds long as client gets Internet\see.

3.2.4 Changing Alias

Anonymity propertyis achievedby using aliases, butomplicatedpart is achieving
untraceability The aliasesshould changen a basis that an adversary, who knows a certain
clientOs alias, could not be able to trace client®$yaon herhome network, and also could
not traceher movements among the operators or access p&@héents generate anonymized
subhash chains to break tivék between the hash tokens that they receive service. Clients do
not fully trust to the opator andits access points and assume that the access points could

storeand linkthe hash tokens of different sessions.

To be able to change alias in a safe wadignt needs t@wommunicate with TTP but
interrupting TTP very often would slow down the emtioperation due to extra delays.
Thereforeperiodic changes of aliases are mandatory and these changes are adlyieved
makingaccess pointto askall of the activeclients for new aliases after a certain period of
time. Attackers or access points themsslwould know that aliases are changed but would
not know the mapping between old aliases and the new ones. Such alpsoatsm used in
Mix Networks[41].

Simultaneous alias changes aim to preatécls that would aim taanalyze network
traffic of access points and examine connection requEst®rcing alias chang by the
access pointsa more generalized control over the cliesachieved Attackers ould not
understand which client wanted to chariger alias, becausall the clients getting service

from a particular access point have requested to change their aliases at that particular time.

The client should request changing gliascause client and the TTP should be the only
partieswho know association between alias and a client@G\.
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I"#$%8 | 1"#$ 1"#$% is a local timer that runs on every Access Point. All of the timers
are set roughly to the same time manually. System designer decides on the time value on
which the access point will count down from (50 minutes of timgogeis used in
simulations).The timer period is updateable by the TTP. TTP knows every access pointsO
public key, it could send new interval by encrypting the new value with the public keys of the
access points. Howevehis process is not covered imsilations.
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Figure3.6. Changing Alias

Change Alias ptocol is shown irFigure3.6 and described below.

1. Client continues to get service, in other words useP#uoket Transfeprotocol.
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When the!"#$%! ! I"#$ "#$% countdown finishesAccess Poirst broadcast
"Change Alias" command to all dheir clients. The intervalvalue is a system
parameter50 minutes of interval value is used in the simulations

2. Client receies "Change Alias" command.
a. Client computes a new alias by picking up a new random nt#$% and
computed"#$% ! "
Client forms a Change Alias Request( )
e (MH$% 1 1T L IHS% 1)
The clientsendghe!"# to!" .

® 2 o T

Client generates a new anonymized subhash chain as the TTP processes the
connection request of the client.
3. ", received"# and relays it to th&W via mesh backbone.
4. Gateway forward§'# to operator.
5. OperatorforwardsCAR to TTP.
6. TTP receives Change Alias Requé$¥t () and decrypts it using its private key.
a Dy VIHS%N ML 1ES% L LT "HS% I " 1 Nonce ! !,
b. TTP checks for new alias"!"#$%!! 1" | uniqueness and sta over the
protocol if not unique.
c. TTP computes'#3%!! " II INonce! "
$" TTP compute$'#'$%&'() W"# | 111 pug | DI"#S% )#
e. TTP generates anonymized subhash chain by taking the hash of
"#'$%&'() !"# , "#$ times. The output of the last hash operation

gives the first token of the anonymized subhash chain, whidh!is=

P, rag 11! HE%).

f. It checksSN and! , association and storé%#$%! ! !I1"#$%! !I" | and
I,

g. ltcomputed" !l 1 T"#$%! 1 111

h. TTP send$" to operator.
7. Operator receives .

a. Operator send$ to theGW.

b. The operatocomputed"#$%ard! ', and stores these values.
8. GWreceived" .
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a. The GW encrpts the!" and calculates!'! 1, . o 11" 1

b. GW sendd" !to the!" ,.

c. The GWecalculated"#$%and! !, and stores these values.
9. I", received" !anddecrypts it as follows:

a Ly e M0

b. The!" , verifies the signature using public key of TTP.

c. TheAP, revealsAlias andH!,and stores these values.

3.2.5.Update Packets

In standardflow of the system after authentication, access poirttandle the
accounting. Because of the fact thatess pointkeep the last alias and token of the client
they are able to validate next token by performing hash operation to the token they kept and
compare it with new coming hash tokétoweverit is essential to send periodic updates to
the TTP to prowe stability in the system in the case of client drops.

Access points keep track of ongoing communications, after some time passed without
update from a user it send disconnection request by itself. When access points broadcast
change alias commands theglate all the record related to previous connections therefore

they do not send unnecessary disconnection packets to TTP.
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Figure3.7. Update Packets

Protocol design of Update Packets protocol is shovigare3.7 and the details of the
protocol are explained below.

1. After client sends the firgnonymized subhadbken theaccess point starts to count
the time passed. Aftérunits of time (value of is a system parametelr minutes of
an time interval is used in simulatignaccess poirgncrypts the Alias anldstly used
hash tokemusing the public key of the TTP and sends this ciphertoekieGW.
2. The GWreceives theipdate packet arfdrwards it to TTP through related operator.
3. TTP receives the update packet and decrypts the packet using its private key. TTP

updates the last token used by the client.
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4. In a case of client drops from the network, access point concadethat Alias, hash
value and a time stamp and gmis them with the public key @iTP. Sends itto TTP

as a disconnection request from the client.

3.2.6.Disconnection

To be able to run Ree<CC, the clienthasto run aproper disconnectioprotocol The
Update Packets protocol brings stability to the system in case of a connection interruption,
but the main assumption that most of the users will be disconnecting from the operator
using theDisconnectiomprotocol that we explain in this section andrigure3.8.

Client Backbone | |gperm | P

DR=
EPU_-l—l-p[Nunc:e & SN Il Monce Il Hi]

DR

Forward Forward

Forward

Dpg7p(CR)
SN = Nonce = SN & Monce
Check SN and Hi relevancy

Calculate Alias = hiMonce & SN)
Mark client az dizconnected
RP = EPFI—'ITP[‘““ Il H'iJ

—

RP
—_—

RP'=Ex awap®P) || PPu-TTR(RP)
Mark client as
dizconnected

D (CpyrreRPY
K-GWEARTPU Mark client as

dizconnected

Mark client as disconnected

Figure3.8. Disconnection
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Disconnection protocol idescribed below.

1. Client forms a disconnection request
YO b e HIHS% D I IES0 11 1#
¥ Client sendshe packeto the!" .

2. ", relays!" tothe mesh backbone, to make it reach tad3ihé

3. GW receives and forwards thie to the Operator.

4. Operator receives and forwarthe!" tothe TTP.

5. TTP receives thé' .

¥ TTP calculates SN and checks the relevancy between SN,and
¥ TTP computes the Alias, similar with the previous -éménd twoeway
protocols.
¥ TTP computed #$%&&'$("%& #$%& ()*(+  I"# I" 11 11y 1(1"#$%!
)
¥ TTP sendshe!" totheOperator.
6. Operator receives .
¥ Operator relay$' to GW.
¥ Operatowerifies the signature and marks client as disconnected.
7. GWreceived" .
¥ ltrelays!" tothe mesh b&bone.
¥ GW verifies the signature and marks client as disconnected.

8. !I" | eventually gets th& , verifies the signature on it and disconnects the particular
client, whichcorresponds to thB#$%it received.ldeally access points are assumed
to delete allinformation about the past connections for the sakizeging memory
space However if operators decide to trace userOs actions then they could do so for a

limited time until the client changesit'#$%

3.2.7.Distributing Access PointPublic Keys

Achieving seamless mobility in home operator and also to support seamless roaming, a

public key distribution mechanisis integratedn SSPayWMN system.
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In Figure 3.9, a generic model for public key distribution isosm. This protocol has
two parts; one is certificate generation for access point public keys, the other one is
distribution of the public keys. The part between operator and the TTP is offline. This part of

the protocol runs during sep, before the depyment of the access points in the field.

If an operator wants to add a new access points to the metropolitan area then it should
perform the same protocol but his time only for the new access points.

Compute a Public Key for every AP )
APList = (APl Il PU-AP;. AP, Il PU-AP; E)

APList

Generate Certibcates for Public Keys

Store Certi for distribution

Certi

Certi

Store Certi
Broadcast Certi

I

Figure3.9. Distributing Access Point Public Keys

Distributing Access PoinPublic Keys algorithm is described below.

1. Operator generates public/private key pairs for the access points in its mesh backbone
and embeds these keys to them before the deployment.
¥ Opaator forms an access point lidt#$%4&; which consists of access

points and their corresponding public keys.

44



¥

Operator sends this list to the TTP through a secure channel or in offline

manner.

2. TTP receives th&'#$%&and starts to generatertiicates for every access point and

public key pair.

¥

¥
¥
¥

Certificates are formed as:

R e L L

TTP stores these certificates for distribution.

Other protocolsare employedsuch adnitial Authorizationor ReuseCC
protocols) of SSPayWMN for certificate distribution. Suppose an AP does
not possess its certificate. In such a case whenever this access point gets a
connection request it will concatenate a certificate request to the packet.
When the TTP recees such a request, it concatenates corresponding
certificate to the connection response. Then, TTP sends the connection

response anti#$ , together tahe operator.

3. Operator receives the connection response and the certificate and relays these packets

to the access point through gateway and mesh backbone.

4. Access pointeceives and storets certificate and broadcasts it to thearby access

points.

3.2.8.Seamlesdvobility in Home Operator

Seamless Mobilitis run whenever the clieqterforms a handover between two access

points of her home operator

Everyaccess poinbas its public/private key paand ability to broadcadts public key

handoffin homeoperatorcould be handledth a seamlesway. As it is shown irFigure 3.10,

client gets a signebandoverticket from its old access point and uses this signed ticket to

maintain to gethelInternet grvice from a nevaccess point
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Figure3.10. Seamless Mobilityn Home Operator

Seamless Mobilityprotocol is described belovn this setting,!" |, is the last access
point that the clientgs senice.!" | , is the access point that the client would like to continue

to getservice

1. Client sends Mobility Request!(#$%& )to!" | .
¥ I"#$%& ! Alias!! ", 11,

2. ", received"#$%& and forms &RequesAcknowledgement!(#$%&).
¥ OHS%& N N e My TIMHSORT LHL LI T
¥ 1", sendd"#$%& to the client.

¥ ReqAck consists of the mobilityicket that the client uses to get services
fromthe!" | . Itis signed by" , and encrypted fo¥' , .

3. Client received"#$%& and forwards it to the neaccess poin@” | ).

46



4. 1" decryptd"#$%& using its private key.

¥ 1", revealsthe signed ticket of thdP, . !" | sendsthis signed data to
its affiliated operator tase it for collecting funds from TTP.

¥ 1", verifies the signature over this signed ticket usingOs public key.
Then, it checkd" in order to decide whether the ticket has expired or
naot.

¥ Then,!" , starts a challengeesponse protocol with the client.

¥ The rest ofthis protocol is the samas Access Point Authentication
protocol.

3.2.9.SeamlesRoaming

Seamles®oamingis run whenever the client changes the serving access pibing
new oneandstartsto get service in a different operatorOs network

Public Key Cryptography enables us to handle seamless roaming without performing
the authentication process from scratéls it is shown inFigure 3.11, client gets a signed
roamingticket from its old access poiahdusesthis signed ticket to maintain to get Internet
service from a newaccess poinin parallel the old access point sends a disconnection request

to its operator for the client.
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Figure3.11. Seamless Roaming

Seamless Roamimgotocol is described belown this protocol, the client would like to
switch from its old operatof'( , ) to a new one!( , ). In this setting)" , is the last access

point that the client@s services fromi" |, . !I" | , is the access point that the client would like

to continue to get services'ih, network.

1. Client sends ##$%&" M"#$'%& (I )to!" .

¥ O D HSRI N

2. ", received! and forms a Roaming Acknowledgemelit$ ).
¥ OU'HS U e Ty TIESOA I LT T
¥ 1", sendsRAck to the client.

¥ I"#$ consists of theoamingticket that the client uses to get services
fromthe!" | .

3. ", starts the disconnection protocol for the client after sertimj#$ .
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¥ This disconnection protocol runs in parallel with the roaming protocol.
Thus it does not put an extra delayoaming. Old operatot”(, ) stores
disconnection acknowledgement () to support its claim to get funds
for the services that it provided until roaming occurs. TTP stores the
information that this disconnection is due to a roaminfj tg in order
not to get confused wheh , disconnects without a connection request
reached to it.
¥ In this scheme!" , Os signed ticket serves as a formal document, which
represents the beginning of the session With.
4. Client receiveRRAck and forwards it to the new operatd ().
5. 1", decrypts!"#3$ using its private keyThe rest of this step is the same with (4) of
Seamless Mobilitgrotocol.

3.2.10.Payment to the perators (Settlement)

The settlement of the operators isigar with the settlement step [8]. The purpose
and the technique is the same, howeherlog design and TTP operations are differbmt.
other wordssettlement step of SSPayWMN is altered but not completely changed.

In SSPayWMN operators claim their money from the Tbl? showing heir service
logs. A log proves a service that has been provided between a connection request and a

disconnection request.
gL RS NS %& " # 1"#S "% &I "H# 3% I "##S% & # " #S%&# N II" #

Operators store connection requgsts) of the clients;"# are formed inthe Initial
Authorization and Reuse of a Connection Camfotocols. When a client makes!'a ,

operator stores. After receiving thé" , operator forms its log as follows.
" 1= 10pld" "#3%E&E&'S("Y& #$"%&I " THIMAS%EI"#S%EE'S("Yo& #S%&H N I" #

I" stand for timestampin the logs!"# are mandatory in the logs tnake TTPOs job

easier.

When TTP receives two consecutive logs from an operator:
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1. TTP will sort the logs according to théir value.
2. TTP firstdecrypts” since itis encrypte with the public keyf TTP.!" consists of

I"#$% !"#$% and the first hash token to be used to get service.

Consider
" 11 1. "Nonce! SN!I"#$% ! | 1l#
TTP decrypts it using its private key, and gets SN by the X@#Radion:
"#$% I 1" 1 I"H#$% ! It

Note that SNOs first token used is

"H#H$%& " # 1"#$" % &YEand "#$%&&'$ ("% & #$"%&Yare formed by using the
tokens from the original hash chains. Therefore, anoreang&ibhash tokens are not
needed to based in settlement phase.

. TTP decrypts the Signed Connection Response using its public key, and gets the alias
and the hash token. TTP compares the values with the ones in connection request. If
they match, thethe logis marked as valid

. The abovementioned log is only a service starter; operator needs to show- service
ending log to claim its money from the TTP.

Service ending log naturally has a larfjervalue;therefore thidog comes later
in the sorted list of logs.

TTP takes the ending log and decryipts using its private key.

TTP getd"#$% !"#$% andthe hash token from the decryptéd . TTP makes
the XOR operation:!"#$% ! 1" | 1"#$% ! 1" and gets thd" . Note that!"
used is the hash token came with!" :to end the service.

. TTP takes the Signed Disconnection Response and decrypts it using its public key.
TTP gets the alias and the hash token from it, and comhereslues with the ones
came with the" . If the values match, TTP considers the log as a valid service
ending log.

. After validating the logs, TTP performs the hash operation over service ending hash
token until it reaches the service starter hash tok€R counts these hash operations.

This count is mapped to funds for the provided service.

However the misusage of the logs shouldablelressedConsider the situation of a

client:
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¥ Gets service frorherhome operator betwed , and!
¥ Gets servie from a foreign operator betwe! , and! .

¥ Gets service frorherhome operator betwed . and!

In this type of situation hoe operator has tw!"# and!"# , whereadoreign operator

has " and!" .Home operator has the kolving logs

PHLLL S NI NS08 | #
ELLL S T IHG0eRN” | #
g L= S N SR | #
Log! = II"#$ W | WHIEgoen |

The home operatohasserved betwee! , and! » andalsohasserved betwee! .
and! ;,. Home operator would want to takkee money for serving betwee! , and! . . It
could pretend that it has served thert betweer! , and! ,» by not sendin¢"# ! and
I"# 1. Since!"# ! indicates that client is disconnected from the operat! - wtand "# !
suggestshatthe dient started to get service from the operatd  t Sendingonly !'!" ! and
I"# 1 results TTRo think that thenome operatohasserved the client betwed , and! . .
This way @erator would want money for serving 30 hash tokens.

Abovementionedsituation suggestthat thereshould be maotheroperator, which ha

served betwee! , and! . . Secondperator would have two logs as follows.
I"# 5L IE$ It I IHS%8It | #
g LEE tgg e S NHtESe&It L #

Foreign operator proves that itshserved betwee! , and! ,» by showing the signed

" and!" .

TTP would see that it has already paid home operator for service to that particular client
betweer! , and! ,,. This means that home operabastricked TTP to pay more.
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In the proposedystem TTP is the one who has the authority, it pays operators their
money. Ifthe TTPfinds an operator misbehaving it could give a penalty to the operator and
do not pay for future services, or there could be several other kinds of @gnsiltice TTP

has the proof it could bring the subject to the court as well.
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4. PERFORMANCE EVALUATI ON

In this section we will explain the simulation environment and properties of system
entities in the implementation. Then timings of cryptographic operatiortsfferent system
entities will be explained. Unit test results and comments on independent protocol
performances will follow. Then we will present thieent models and mobility scheme. The
overview of realife scenario simulation resultwill be given. Finally, every realife

scenario simulation result for protocols will be shown and explained.

4.1. SIMULATION ENVIRONMENT

The simulations of SSPayWMN are conducted usingd.nss3 is a widely used,
popular and a free network simulator-31g&s a discete event network simulator. It is mainly
used in research and academia. Th8 psoject is still being developed by-8sisers, since it
is an open platform for developers-3isupports 802.11s and wireless mesh networks and
coding is done in C++ prograning language.

The simulator was run on a computer with 2.4 GHz Intel Core 2 Duo, 2 GB 1067
MHz DDRS3, Apple MacBook OSX v10.6.8.

The network topology is hierarchical and WMN supports connections widr SEEE
802.11 protocolsclients communicate Wit TTP viaaccess pointsGWs and operators in
sequence. Access points are connected to gateways-tdtiMbps WiFi connection. Some
important specifications about tleecess pointsre shown inTable 4.1. Update Interval

deternines the time value between two update packets that access point send to TTP.
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Table4.1: AP Specifications

AP-Gateway

Connection bit rate 6-54 MbpsbWi-Fi

AP-Gateway Distance 70m
Service Duration per .
5 minutes
token
Update Interval 1 minutes

The network consists of 32 gateways and 100 access points. In unit simulation there is
only one mobile client whereas in rdéé scenario simulations there &@0-300-500mobile

clients.

4.1.1.Cryptographic Operations and Their Timings

Public Key Cryptography timings for access posms gateways are mentioned4:2].
For operator serverand TTP servers, timings frof#3] are used. For mobile clie)
performance value®r iPhone 4 are computed using operj4d] by running the command
penssl| spedd The details of the results are given in Appendix 1

Platform speifications are shown iffable 4.2, andRSA-2048 timings are shown in
Table4.3. For AES timings the values frof21] are usedand they are shown ihable4.4.
Timings ofhash algorithms are taken frgab] and they are presentedTiable4.5.
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Table4.2: Platform Specifications

Gateway Linksys Sewer Client
WRT54GS
[42] (AP) [42] [43] [44]
CPU Dualcore Not
Speed 2.08 GHz 200 MHz 64 bit 2.8 | disclosed
P GHz by Apple
AMD
Broadcom Arm
CPU type | Athlon XP MIPS32 Intel Xeon CortexA8
2800
RAM 512 MB 32 MB - -
Table4.3: RSA-2048Timings
Gateway WLFlzrjl'i(SSXé S Server | Client
[42] [42] [43] [44]
RSA Private
Key 47.3ms 1529.0ms 8.13 ms| 120 ms
Operation
RSA Public
Key 1.3 ms 37.9ms 0.32ms| 3.3ms
Operation
Table4.4: AES-128 Timings
Linksys
Gateway WRT54GS Sewer | Client
[21] [21]
Approximate
AES128 | gomms | 0.0Lms . .
Timingsper
block
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Table4.5: SHA-256 Timings

Linksys )
Gateway | WRT54GS S[ZrS\aer C[lii?t
[45]
Approximate
SHA255 - 0.@ms | 0.0002ms | %:0®
Timings per s
256-bit block

4.2 UNIT TEST RESULTS

Unit testsare simulation runs per standalgomtocol behavior In these tests there is
only oneuser, and this user performs the same protocol every minute. These tests are done to

ensurethe robust behavior of modules of thestem.

As discussedn Section 3,some protocols show similarity considering packet sizes,
cryptographic operations and patkeutes. Since there would be no difference between unit
tests of protocols that are in the same group, there is one result chart for a particular group of
protocols.

4.2.1. Unit Test Result for End-to-End Two-Way Protocols

Unit tests for endo-end tweway protocols consist of a user, running the same protocol
every minute.Endto-end Twoeway protocols consist ofnitial Authorization ReuseCC,
Change Aliasand Disconnectiorprotocols.Figure 4.1 presens the average delay of pket
delivery over time. In this simulation the user sends the packet to a serving access point and
the packet hops 2 times in the mesh backbone until it reaches the gateway. Gateway forwards
the packet to operator and operator transmits the packet toTTTHPprocesses this packet

and sends it back to the client through the same route.
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Figure4.1. Endto-End TwoWay Protocols Unit Test Result

Thereis an initial delay that shows variation arou@idlL seconl. This unstabl®ehavior
is caused by different initial packet delays. System needs some packets to set up paths
between mesh nodes. The performance stabilizes inatmtheshows a significant decrease by
the end of the simulatiol\verage delagonvergedo 0.0945 second

4.2.2 Unit TestResult for Access Point Authentication

Access Point Authenticatioprotocol consists of a challengesponse protocol. It

contains two HMAC operations.

Unit test for this protocol contains a user, trying to run acces# puthentication
protocol with a serving access point every minute. fEsellting chart, presented &igure
4.2, shows the average delay of the protocol versus time.
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Figure4.2. Access Point Authentication Protocol Unit Test Result

Averagedelay of access point authentication converges to 0.05 second in the steady
state. The initial delay values are higher than the later ones, because nodes need some time to
establish and see whs around. At the time of initial deployment, wireless nodes send and

receive beacons and perform operations using them.

4.2.3 Unit Test Result for Seamless Mobility and Roaming

Seamless MobilitandSeamless Roamimyotocols have the sanbehaviorsince client

sends and receives same length of pacKkétss, they are grouped together for unit tests.

Unit test for Seamless Mobilityand Seamless Roamingrotocols consist of a client
changes serving access point every minute. Client is located in bétweaocess points and
these access points are both eligible for service. Since these protocols must be seamless to the

user it is important to get reasonable delays for these protocols.
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Figure4.3. Seamlss Mobility and Roaming Protocols Unit Test Result

Figure 4.3 presents the unit test result f8eamless Mobilitand Roamingprotocols.
Similar to other protocols, there is a transitive period at the beginning of the simulations;
however it reaches steady statdue of 3.28 secondBecause of the public key operatipns
the delay value is higher than usual in these protocols. However, a client does not stop
receiving service fronthe old access point untibeamless Mobilityr Seamless Roaming
protocolsis finished. Therefore, a user doest experience a noticeable delay causedaby

handover.

4.2.4. Unit Test Result for Packet Transfer

Packet Transfers the mostly used protocol in the system. It is crucial to have small
amountof network delay for this protocol because of often use. Unit test scendtachkét
Transferprotocol is that a client sends 10 packetSh¥byte every minute.

Figure4.4 shows the unit test result for Packet Transfer pradtoco
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Figure4.4. Packet Transfer Protocol Unit Test Result

Unit test gave a higher average delay value at the early parts of the simulation but
expectedly it reaches a balance through tand shows a signdant decreasby the end
Packets are received in a very short amount of time, which is aroundG€6énd.

4.2.5. Unit Test Result for Update Packets

Update Packetprotocol takes place between AP and TTP. In this simulation access
point updates the usenfo stored at operatoFigure4.5 shows the average delay Qdpdate
Packetgprotocol over time.
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Figure4.5. Update Packets Protocol Unit Test Result

In the simulation scenarid\Ps update operator once in every second. @oulation
showed that there is approximatedy02 second maximum network delay for updating

operator for the client usage.

4.3.USER MODELING AND MOBILITY IN REAL -LIFE SCENARIO

The proposed system intends ferve a variety of users (a.k.a. network clients).
Network clients differ in their network usage frequency with respect to time of day, their
mobility patterns and frequency of usage.

Certain kinds of actions are defined, such as authorization (initiaeuse of a
connection card), disconnection, packet transfer (network usage), payment related roaming
and payment related AP handover. All of these actions are triggered as a result of a random
event. Connection and network usage related actions are &uggecording to &wvo-state
Markov Chain modelRoaming and handoff related actions are triggered by user mobility.
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4.3.1.User Actions

In reatlife scenario simulations, network usage related actionmadeledusing twe
state Markov Chain as shown ligure 4.6. There are two states that a user could be in:
Connectedand Not ConnectedState transitions or staying in the same state triggers some
actions as described below.

BecomeActiveProb/
Initial Authorization-Reuse of a Connection Card

D

1-BecomeActiveProb/ StayActiveProb/
Remain Idle Packet Transfer
1-StayActiveProb/
Disconnect Legend:
Transition Prabability/
Action to be taken

Figure4.6. State Diagram of Clients

The initial state igNot Connectedin this state, the user switchesGonnectedstate
with the probability valueof I"#$%"&#'()"*+$, . This state transition triggermitial
Authorization(if the CC is useddr the first time) oReuse of a Connection Capdotocol (if
the connection has been used before). In this way, the user starts consuming the network and
getting the service. While ilNot Connectedstate, the user stays in the same state with
probabilityvalue of! — "#$%"&#'()"*+$,

While in Connectedstate, the user remains connected (i.e. stay in the same state) with
the probability of"#$%&™()*+,- . Staying connected triggePacket Transfeprotocol. In
other words, the user conties to get service via the currently connected ARZdnnected
state, transition tdlot Connectedtate occurs with probability bf! "#$%&™()*+,- . This

transition disconnects the user esconnectiorprotocol.

In this 2state Markov cha model, the average connection duratign, , is calculated
as the expected value of stayingdannectedtate, as given below.

R R R N N e B (I I D AR N U e €)
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Where,! . denoted"#$%&"()*+,-

The expected value of stayingot Connectedtate is the average idle time for a user

between two connections. This valligyg, is calculated as follows.

e R P L I o R P R B e )

SRR

Where,! = denoted"#$%"&#'()"*+$,

4.3.2.Client Types

Three different user types are outlined with different networking andbilityo
requirements. Considering whether they are working, studying or domestic provides the

differentiation among user types.

The network usage within one day has bewudeledin three time slots: (ijmorning
(06:00D13:59), (ii) daytime 14:00D21:59), and (iii) evening 22200 D05:59).

User types are described as follows:

¥Students: This kind of clients uses network services mostly in the evening
when they return back from school. Their possibility to use network services during
morning andevening is relatively small comparing to miday time. Thus, the
probabilities for being active are higher for evening. Students are assumed to be
mobile at the beginning and end of theytimeslot since they go to their school. Until
the end of the@veningslot, stuents would more likely to get service in their homes in
an immobile way.

¥Employees:This kind of clients has routine lives. They are immobile and not
So active duringevenings However, during the daytime, they are very active and use
network services aheir work places. Moreover, they are mobile as they commute
to/from work from/to home at the beginning and end of the working times.

¥Domestics: This type of users does not work outside and spend their time at
home. Usually the domestics get Internet merin an immobile way. These users are

highly active at all times.
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The parameters df#$%&"()*+,- and!"#3%"&#'()"*+$, are determined based on
the abovementioned discussion about the client type characteristics and the time slots. These
values are given below. The triplet!# !#! specify the probabilityalues formorning

daytime and evening, respectively.

#P%"&H'()"*+$! 1 I"HS%&'( W LT He e g
"#$%"&H# ()" +$! < I"#$%&"! N LT HERot rn g
"H#$%"&H#'()"*+$! 1 I"#F%&" L UL Lt e nen g
#
M#P%&™()*+,- | I"#$%&'( Wt rngghn it g
M"H#P%&™()*+,- < I"#$%&"! I 1 nenr nen g
M#$%&" ()*+,- | "#$%&" ! N=I110 0 e

These values also determitie average connection duration and idle time by using Eq.
|

1 and 2. For example, a domestic client remains idle during daytin'lr(—;—lf(!?m! — =
1" minutes between connections. Once connected, average connection time for this

category islﬁ! #' I" minutes.

4.3.3.User Mobility and Timing

Reattime scenario covers Internet usagd @-500users in a km? metropolitan area.
The simulationtime begins at ®00 a.m. and lasts for 24 hours. Simulation time is divided
into 3 parts consiadang morning daytime and evening. Every part of the day has different

statistical values for clieftehaviors

Simulations are run for 1440 seconds, however every second in the simulation stands

for 1 minute in real life.

64



In reallife scenario simulationslients are able to move from one location to another.
The time and direction of their movement is selected at random but probabilities are affected
by user roles. For example, when school is over, a student is most likely to move towards her
target destiation (e.g. her home).

Clients are assigned a random target access point. Every one of 100 access points has 3
initial clients. The client moves from its current access point to the target access point on the
grid. An example movement pattern is showrfFigure 4.7. As a client moves from access
point A to the access points B, if she needs to connect to the Internet, she forms up a new
connection with the access point, whiclihisclosest tahe clientOs current location.

A

g -

O S wel
T T Y T R ‘l
A b
A |
P =
. -

1 ]
u" Oy T R —— iBbl

Figure 4.7. User Movement from A to B

In reallife scenario simulations, there are two operators and they have same amount of
access points. In current simulations, each operator has 50 access points. Theeclires e
handover or roaming if there is an active connection during movement between access points.

In such a case, depending on the new access pointOs affiliated operator, userOs movement
triggers eitherSeamless Mobilityor Roamingprotocols. If new acss pointOs affiliated
operator is same as the one that client currently asekthenit means the client would

perform Seamless Mobilitprotocol for handover. Otherwise, the client would 8eamless
Roamingprotocol.

Clients are assigned uniformly disuted random speeds betwezrmkm/h to 6 km/h.
The clients are assumed to move without a motor vehicle.
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4.4.REAL -LIFE SCENARIO SIMULATION RESULTS

Reallife scenario consists df00, 300 and 50@nobile clients trying to get network
service in a lkfmetrgoolitan area. This scenario simulates an ordinary day with 24 hours.
In these simulations clients have mobility patterns as mentioned before. ClientOs network
usage frequency is affected by their seetmnomical statudn following sections we will
give latency values for each protocdlinally, we will explain the overall burden on the

system caused by the systemOs protocol.

4.4.1.Simulation Results of Protocols

In this section, we will briefly explain each protocolOs run time performahee.
protocok are performed on a network wiBi35 network entities. We hawmulations for
100, 300 and 5006lients, 100 access points, 32 gateways, 2 operator servers and a server of
the TTP. Every protocol in redife simulationsare executed simultaneously; tHere, real

life scenario simulation results have bigger latency values than unit tests.

In reatlife simulations client models and mobility schemes are considdried.client
roles and systematic mobility gave us realistic simulation redultthe begining, every
access point starts with 3 initial clients but then these clients move randomly in the
metropolitan area and the initial setting do not remain as it was in the beginning.

4.4.1.1.RealLife Scenario Simulation Result fotnitial Authorization and Reuse of
a Connection Card Protocsl

Initial Authorization andReuse of a Connection Cafl@euseCC) protocok areusedto
start servicdrom the systemilnitial Authorization protocol only occurs at the beginning of
the simulations; howeveReuseCC protocol takes placequently in the system
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Figure4.8. ReatLife Simulation Result for Initial Authorization and ReuS€ Protocols (100 Clients)

Figure4.8 shows Initial Auhorization and Reus€C protocol performances in the real
life scenario simulation with 100 clients. The average delay for these protocd$retarg.3
second After some time, the protocol achieves a steady paffiermancef 0.3second.
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Figure4.9. ReallLife Simulation Result for Initial Authorization and ReuS€ Protocols (300 Clients)

Figure 4.9, stows the same kind of simulatioesults as the one previous. However,

this time there are 300 clients in the system. With this setting, Initial Authorization and
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ReuseCC protocols show variation on delays between 0.2 and 1.2 seconds. By the end,

average delay convergesapproximately0.35 second.
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Figure4.10. ReatLife Simulation Result for Initial Authorization and ReuG€ Protocols (500 Clients)

Figure 4.10, shows Initial Authorization and Reu§< protocolsO performances in a
system with 500 clientdn this simulation the protocols show an initial disorder, average
delay vares between 0.2 and 0.8 secondsthetsteady state performance is achieved after
100 minutes around 0.5 second.

Performance comparison of these protocols is depictdéigure4.11. Comparing the
results of the simulations with 100, 300 and 500 clients, we could see that network
performance slightly decreases as the number of clients increase. However, the decline in
system performance stays in reasé@dével and showsnaincrease. The delay values start

from 0.3 and gets up to 0.5 second.
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Figure4.11. Initial Authorization and Reus€C Performance wrt. Number of Clients

4.4.1.2 ReatLife Scenarb Sinulation Result for Changeéilias

Every active client useShangeAlias protocol in the system in every)6ninutes.The
protocol is first used atd8h minute and it is used entire time of the simulation.
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Figure4.12. Reallife Simulation Result for Changing Alias Proto¢tD0 Clients)

Figure 4.12 shows theChange Aliasprotocol performance in redlife scenario

simulation with 100 clients. #the beginning of the protocol the delay the protocol varies
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between0.2 and0.28 secondsThe average delay for the protocobnverges t®.26 second
steady state
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Figure4.13. Reallife Simulation Result for Changing Alias Protocol (300 Cign

Figure4.13, shows Change Alias protocol performance in-liéalscenario simulation
with 300 clients. Initial delay values vary between 0.7 asécbond The system achieves a
steady state performance around 50.6econdafter some disorder caused by initial
deployment by the system entities. The Change Alias protocol delay values show a
significant decline.
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Figure4.14. RealLife Simulation Result for Changing Alias ProtocbDQ Clients)

Figure 4.14, shows theChange Aliasprotocol performance in reéfe scenario
simulation with 500 clients. Initial delay values vary between 0.65 and 1.1 seconds. The

protocols achieve a steady state delay aroundd&@nd.

Change Aliasprotocol has 0.26 second of steady state performance for 100 clients;
however, the steady state performance incresgesinearlyand reaches up to 0.7 second of
delay for 500 clientsThe summary of Change Alias protocol performacoeparison

considerig number of clients is depicted éiigure4.15.
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Figure4.15. Change Alias Performance wrt. Number of Clients

4.4.1.3.RealLife Scenario Simulation Result fobisconnection
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Figure4.16. Reallife Simulation Result for Disconnection Proto¢nD0 Clients)

Figure4.16 showsDisconnection protocol performance in ritd scenario simulatin
with 100 clientsDisconnection protod®s average delay starts from 0.1 second and shows a
slight increase by the time passes. By the end the protocol redohegarformance around

0.2 second.
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Figure4.17. Reallife Simulation Result for Disconnection Protocol (300 Clients)

Figure 4.17 shows Disconnection performance in a system with 300 clients. Initial
delay values show variance between 0.2 and 0.4 seconds but therrdgeadelay value
converges t@ value slightly ove0.25 second.
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Figure4.18. Reallife Simulation Result for Disconnection Protocol (500 Clients)
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Figure4.18 shows DisconnectioprotocolOs performance in a system with 500 clients.
Initially, the protocol delay values differ between 0.2 and 1.2 seconds. Disconnection
protocol achieves a steady state performance and causes network and computational delay

around 0.5 second.

Disconnetion protocolshows an increase from 0.2 second to 0.45 second. The protocol
shows a increase as the number of clients gets highlkee. comparison is shown Figure
4.19
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Figure4.19. Disconnection Performance wrt. Number of Clients

4.4.1.4 RealtLife Scenario Simulation Result for Update Packets

Update Packetprotocol is an endlo-end oneway protocol. It is expected to get lower
delay values for this one. Only access points Wpdate Packetprotocol and they send

packets to TP. The packets are sent every minute
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Figure4.20. Reallife Simulation Result for Update Packétstocol (100 Clients)

As it is seen oifrigure4.20, which shows the Update Packets protocolOs performance in
a system with 100 clientat the early stages of the protocol, the average delay value varies
between @7 and0.13 second but then after some time the prot@eakches a day value

around 013 second.
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Figure4.21. Reallife Simulation Result for Update Packets Protocol (300 Clients)
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Figure4.21 shows Update Packets protocol performance inlifeatcenario simulation
with 300 clients. The system achieves a steady state performance by the end of the simulation

and causes a delay value aro0r2 second.
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Figure4.22. Reallife Simulation Result for Upda Packets Protocol (500 Clients)

Figure 4.22 shows Update Packetgprotocol performance under a system with 500
clients. Update Packets protocol achieves a steady state performance around 0.4iiecond

the previously mentioneck#ings.

Update Packetgprotocol shows mincrease as the number of clients gets higher. The
reatlife scenario simulation for 100 clients results around 0.13 second of delay; whereas, the
simulation for 500 clients gives around 0.35 second of delay. fi¢rease occurs with
tolerable valuesrigure4.23 depicts the comparison of Update Packets protocol performance

considering the number of clients.
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Figure4.23. Update Packets Perfoance wrt. Number of Clients

4.4.1.5.RealLife Scenario Simulation Result for Seamless Mobilignd Seamless

RoamingProtocok

Seamless Mobilitprotocol is used when a handover happens between access points. If
these access points are belonging to dame operator then it means the client is using
Seamless Mobilitgrotocol.

Roamingprotocol is used when a handover happens between access points. If these
access points are belongings of different operators then it means the client Raesingg

protocol.
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Figure4.24. Reallife Simulation Result for Seamless Mobiliynd Seamless Roamifgotocos (100 Clients)

Figure4.24 shows Seamless Mobilignd Seamless Roaming protocoésformance on
a system with 100 clientt could beseenthattheseprotocok has an initial average delay
3.15secondsand by the time passes the delay that caused by these protocols shows a slight
increment In steady state, aserspendsaround3.30 second for the overall protocol run
Although this delay seems a bit high for a protocol that aims to be seamless, the protocol
execution can overlap the actual usage with old access pbim,. the client does not stop
getting service from the old eess point until she finishes all the handover process with the

new access point.
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Figure4.25. Reallife Simulation Result for Seamless Mobility and Seamless Roaming Protocols (300 Clients)

Figure4.25 shows the protocolgerformance on a network with 300 clients. Unlike the
ones in previous simulation, the protocols reach a steady state performance around 3.35
seconds of average delay.
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Figure4.26. Reallife Simulation Result for Seamless Mobility and Seamless Roaming Protocols (500 Clients)
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Figure4.26 shows Seamless Mobility and Seamless Roaming delays in a system with
500 clients. In this system, theopocols achieve a steady state performat840 seconsl

Different reallife scenario simulations for 100, 300 and 500 clients show that the delay
values forSeamless Mobilitand Seamless Roamingrotocols start from 3.3 seconds and
reach 3.4 secondshe increase occurs linearlyhese protocols do not show a significant
change as the number of clients gets higliegure 4.27 depicts the change in the
performance of the Seamless Mobility and Roaming protocols performartee msnber of
clients change.

3,42
3,4
3,38 /
3,36
3,34 /
3,32
3,3 /

3,28

3,26

3,24 T T ,
100 300 500

Figure4.27. Seamless Mobility and Seamless Roaming Performance wrt. Number of Clients
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4.4.1.6.RealLife Scenario Simulation Result for Packet Transfer
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Figure4.28. Reallife Simulation Result for Packet Transfer Proto@0 Clients)

Figure4.28 shows Packet Transfer protocol performance in a network with 100 clients.
The average delay value of the ool starts from 0.002 second at the beginning of the
simulation. The protocoldelay linearly increasesver time and causes 0.02 second of

network delayat the end
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Figure4.29. Reallife Simulation Resli for Packet Transfer Protocol (300 Clients)

Figure4.29 shows Packet Transfer protocol performance in a network with 300 clients.
Initial performance of the protocol is instable but it achieves steadyastated0.04 second

of average delay.
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Figure4.30. Reallife Simulation Result for Packet Transfer Protocol (500 Clients)
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Figure 4.30 depicts the performance of Packet Transfer protocol in a systenb®ith
clients. The protocol achieves a steady state average delay around 0.06 second.

Packet Transfer protocol delay linearly increases as the number of clients increase. The
protocol delay is 0.02 for 100 clients; whereas, it is around 0.06 second fari&0G.
Figure 4.31 shows the change in Packet Transfer performance as the number of clients

increase.
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Figure4.31. Packet Transfer Performance wrt. Number of Clients

4.4.2.0Overall Burden of the System

Realtlife scenario simulatiofor 500 clientgprovided the results ihable4.6. Charts on
Figure 4.32 and Figure 4.33 are drawn exploiting the results Table 4.6 In averageover
1000 minutes of Internet service needs a delay2db 115 minutes of waitingwhich yields
approximately 1.5% overhead
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Table4.6: Simulation Results fo€Client Types

Total Average Internet Average
Total Internet Usage . SSPayWMN
. SSPayWMN Usage Time for a
Time ; Delay for a
Delay Client ;
Client
Studeng 160858Minutes 2660Minutes 963 Minutes 15 Minutes
168296 . 1013 )
Employees . 2062Minutes ] 12 Minutes
Minutes Minutes
Domestics 176792Minutes 2558Minutes 1038 Minutes 15 Minutes

Difference between client types affects the system usage of the clients. The
probabilistic values, which are mentioned in Section 4.2, determine the system usage
frequency of the cliest As it is seen oitable4.6, domesticsare the most active clients in
the systemEmployeesand students follondomesticsin that sense. Oable 4.6, the
simulation results are grouped into two sub@syuwhich are: Total Internetsdge and
Average Internet Usagdotal Internet Usage means the overall sum of network usage of
these500 clients in a daywhen we analyze the delay values we see that a client experiences

a delay, which is approximately5% of the total amount of received service.

84



1000000

100000

10000

- log scale

1000

100

Time (seconds)

Students Employees Domestics

B Total Internet Usage
[ Total Delay

Figure4.32. Total Amount of Service Usage Times for Client Types vs. Total Delays

10000

1000

- log scale

100

10

Time (seconds)

Students Employees Domestics

I Average Internet Usage
[l ~verage Delay

Figure4.33. Average Service §hge Times for Client Types vs. Average Delays

85



As described before the clients are grouped inwul@roups. The client roles and
probabilistic values affect their behavior in the system, which results difference between

overall values of the simulations.

Figure4.32 andFigure4.33 shows the overall results for rddé scenario simulation.
Figure4.32 shows comparison of minutekents used as idle or actiiéigure4.33 shows the

average value for the clients of the same group.
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5. DISCUSSIONS

In Section 2the requirements for a secure and seamlespgmment scheme were
discussed. In this section the success of the proposed system on meeting rismeatgiand

simulation results are discussed.

Wide Coverage

The main strong side of WMNSs is economical wide network coverage. This objective
was important since the proposed system intends to serve high amount of users within a large
metropolitan area. Test SSPayWMNOs success on providing network service within a wide
area, we have used-8simulator In our simulationsall of the mesh routers covarcircular
area of 100 meters of radius. In our simulatiarien? area is covered. The size of the area
could be widened with more access points.

We have covered a wide area with accesatpas well as we have grantedelrnet
access for large amount of users. The-liéakcenario simulations ensured that SSPayWMN
is a scalable system for large amoohtlients and remains stable when the number of clients

increases.

SeamlesMMobility and Roaming

Seamless Mobility and Roaming property of the system describes the ability of the
users to handover between access powthout experiencing a noticeablelalg To provide
seamless mobility and roaming, we have implemer@edmless Mobilityand Seamless
Roamingprotocols. These protocols transfer the current hash token of the client to another
access point. The client does not stop getting service from dhacokss point until tse
protocols are finished. Whenever these protocols finish their process, client starts to get
service from the new access point. Usage of these protocols prevents clierts tor

another authentication and disconnection praess

Anonymity

This property of the system is required to keep the clients anonymous; theti@fore,
propertyprevens any adversary to compromise a clientOs real identity or any other sensitive
information. To provide anonymity, SSPayWMN employs alia€dy TTP and the client
herself could relate the aliases to clientOs identity. We have computed the aliases using a hash
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function over an outpudf XOR operation on SN and a randaNonce. In this way SN
remainsa secret because of the irreversibility mdp of the hash functionsFor law-

enforcement reasongsers must give their identities Tousted Third PartyTTP) for getting
connection cards. Therefore, as farTd® keeps clientsO identities ¢ users canemain

anonymous

The delay values foSeamless Mobility and Seamless Roaming protocols are higher
than the other protocols; however, a client does not stop to receive service from the old
access point until these protocols are finished. Therefore, there does not occur a noticeable
network orcomputational delay for a client that affects her system usage.

Untraceability

As mentioned earlier, our system employs aliases to provide anonymity. However, in
case of a adversarycompromiss the clientOs aliatie adversargould trace all the actien
of that client.Untraceability is achieved in two steps: the first one is untraceability of client
aliases;the second one is the untraceability of clientOs hash tokeesfirst part of is
achieved by forcing the clients to change their aliases peailbdi Our way of alias
generation prevents any relation between sessions of the clients. The second part of
untraceabilityis achieved by usage of ananized subhash chains. These hash chains have
limited amount of hash tokens that are enough for a dlietiitthe next change alias round.
Every time a client changes her alias she becomes unlinkable with previous sessions.
SSPayWMN supports untraceability to some extent, which is a significant contribution for

prepayment systems on WMNSs.

Mutual Authenticaion

This property is required to provide security of the client and prevent an adversary to
mimic an access poinEurthermore, this property is necessary to prevent an adversary to
mimic a valid client.Mutual Authentication has two steps: the first daethe clientOs
authentication and the second one is the networkOs authentication. The network authenticates
clients in Initial Authorization and ReuseCC protocols. Clients send their SN and
corresponding hash tokens to get authenticaethe system,he client and the TTP are the
only parties who know these values. Therefore, when client provides these values, she
authenticates herself. On the other hand\doess Point Authenticatigorotocolaccess point
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also proves that it knows the current hasketo of the client. Since, hash functions are
irreversible, no one but the owner of the hash chain could not know the current hash token by
looking at the previous oneAccess Point Authenticatiqerotocol provides the second part

of the mutual authenticah property.

Two-way honesty

This property means that in SSPayWMN, it not possible for clients to con operators;
whereas, it is not possible for operators to overcharge clients. In SSPayWMN, we addressed
this objective by using hash tokens asuerency.Because of the irreversibility property of
hash algorithms it not feasible to find the next hash token by using the previous hash tokens.
In case of a denial of a provided service by the client, operators could show the logs of the
provided network servewith the corresponding hash token. Therefore, it is not possible for
a client to deny provided network service. On the other hand, operators could not overcharge
their clientsbecause an operator could not know the next hash token in the hash chain by
exploiting the previous hash tokens.

Performance

The performance of SSPayWMN has been evaluated with simulations us3ngwe
groups of simulationare performed: unit tests amnelatlife scenariosimulations Unit tests
ensured the stable performandgh® protocols irstandalonerun; whereas, redife scenario
simulations ensured the stable system performance Htifeesituations. We have conducted
reaklife scenario simulations for differemumber of clients100, 300 and 500. We have
comparedhe protocol performances considering the change in clients count. The difference
between the average delay values of different-lifealsimulations showed that with
increasing number of clients SSPayWMN protocols show higher network delays. However,
the increase is linear; therefore, SSPayWMN ensures stable performance in different sized

networks.

89



6. CONCLUSIONS

In this thesis, we have proposed a secure and seamless prepayment scheme for wireless
mesh networks (SSPayWMNDur payment scheme is based oshahains and provides
undeniable payment. This system provides fairness to both operators and to clients.
Moreover, SSPayWMN provides privacy and untraceability to some extent. Furthermore;
SSPayWMN can successfully handle seamless handover betweeromgpbyatliminating
the need for rauthentication from the scratch.

We have conducted two types of simulations to evaluate our system us3ndJng
tests and redlfe scenario simulations. In unit tests we have evaluated the standalone
performances othe protocols. In redlfe scenario simulations, we have introduced client
types and their mobility schemes to achieve realistic simulation results. THiéereaknario
simulations evaluate the system performance for an ordinary day usage.

Our resultsfor unit tests show that SSPayWMN protocols achieve steady state
performances in independent executions of system protocolslifRestenario simulations
show that SSPayWMN protocols could achieve steady state performance in a daily basis.
Both simulatims ensure the stable performance of SSPayWMN and shows that our system is

a flexible and robust system.
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APPENDIX 1

We have considered thdemts of SSPayWMN to have iPhone 4 on their hands. The

system causes network delays as well as computational delays.

OpenSSL is run to understand that how much time an iPhone 4 needs to finish a certain

cryptographic task. OpenSSL is run on a MacBookcbgnecting the iPhone 4 to it. The

result of the command Oopensll speedO is presented below.

The highlighted values of the result are used.

OpenSSL run on iPhone 4:

Doing md2 for 3s on 16 size blocks: 113903 md2's in 2.93s

Doing md2 for 3s on 64 size bloc ks: 59789 md2's in 2.96s
Doing md2 for 3s on 256 size blocks: 20740 md2's in 2.94s

Doing md2 for 3s on 1024 size blocks: 5722 md2's in 2.95s

Doing md2 for 3s on 8192 size blocks: 741 md2's in 2.95s

Doing md4 for 3s on 16 size blocks: 962184 md4's in 2.99s

Doing md4 for 3s on 64 size blocks: 808365 md4's in 2.94s

Doing md4 for 3s on 256 size blocks: 553565 md4's in 2.94s

Doing md4 for 3s on 1024 size blocks: 251644 md4's in 2.96s

Doing md4 for 3s on 8192 size blocks: 41204 md4's in 2.94s

Doing md5 for 3s on 16 size blocks: 512656 md5's in 2.88s

Doing md5 for 3s on 64 size blocks: 446107 md5's in 2.70s

Doing md5 for 3s on 256 size blocks: 323702 md5's in 2.65s

Doing md5 for 3s on 1024 size blocks: 169849 md5's in 2.79s

Doing md5 for 3s on 8192 size blocks: 300 73 md5's in 2.68s
Doing hmac(md5) for 3s on 16 size blocks: 933276 hmac(md5)'s in 2.62s
Doing hmac(md5) for 3s on 64 size blocks: 741506 hmac(md5)'s in 2.72s
Doing hmac(md5) for 3s on 256 size blocks: 490370 hmac(md5)'s in 2.62s

Doing hmac(md5) for 3s on 1 024 size blocks: 202907 hmac(md5)'s in 2.63s

Doing hmac(md5) for 3s on 8192 size blocks: 28168 hmac(md5)'s in 2.32s
Doing shal for 3s on 16 size blocks: 466460 shal's in 2.83s

Doing shal for 3s on 64 size blocks: 498797 shal's in 2.92s

Doing shal for 3s on 256 size blocks: 298535 shal's in 2.90s
Doing shal for 3s on 1024 size blocks: 114257 shal's in 2.94s

Doing shal for 3s on 8192 size blocks: 16773 shal's in 2.94s

Doing sha256 for 3s on 16 size blocks: 577481 sha256's in 2.93s

Doing sha256 for 3s on 64 si ze blocks: 350266 sha256's in 2.96s
Doing sha256 for 3s on 256 size blocks: 158648 sha256's in 2.96s

Doing sha256 for 3s on 1024 size blocks: 49984 sha256's in 2.93s

Doing sha256 for 3s on 8192 size blocks: 6722 sha256's in 2.88s

Doing sha512 for 3s on 16 size blocks: 120505 sha512's in 2.93s
Doing sha512 for 3s on 64 size blocks: 121406 sha512's in 2.91s

Doing sha512 for 3s on 256 size blocks: 43968 sha512's in 2.92s

Doing sha512 for 3s on 1024 size blocks: 15084 sha512's in 2.94s

Doing sha512 for 3s on 81 92 size blocks: 2119 sha512's in 2.96s
Doing rmd160 for 3s on 16 size blocks: 500321 rmd160's in 2.88s

Doing rmd160 for 3s on 64 size blocks: 518314 rmd160's in 2.93s
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Doing rmd160 for 3s on 256 size blocks: 294776 rmd160's in 2.93s

Doing rmd160 for 3s on 1 024 size blocks: 108497 rmd160's in 2.92s
Doing rmd160 for 3s on 8192 size blocks: 14321 rmd160's in 2.69s

Doing rc4 for 3s on 16 size blocks: 8838055 rc4's in 2.96s

Doing rc4 for 3s on 64 size blocks: 2573509 rc4's in 2.91s

Doing rc4 for 3s on 256 size bl ocks: 670210 rc4's in 2.93s

Doing rc4 for 3s on 1024 size blocks: 168703 rc4's in 2.92s

Doing rc4 for 3s on 8192 size blocks: 20854 rc4's in 2.71s

Doing des chc for 3s on 16 size blocks: 1656140 des cbc's in 2.75s

Doing des cbc for 3s on 64 size blocks: 42 5114 des cbc's in 2.83s
Doing des chc for 3s on 256 size blocks: 108385 des cbc's in 2.87s

Doing des chc for 3s on 1024 size blocks: 28718 des cbc's in 2.76s

Doing des chc for 3s on 8192 size blocks: 3510 des chc's in 2.81s

Doing des ede3 for 3s on 16 size blocks: 646206 des ede3's in 2.83s
Doing des ede3 for 3s on 64 size blocks: 164355 des ede3's in 2.87s

Doing des ede3 for 3s on 256 size blocks: 41628 des ede3's in 2.83s

Doing des ede3 for 3s on 1024 size blocks: 10274 des ede3's in 2.87s

Doing des ede3 for 3s on 8192 size blocks: 1241 des ede3's in 2.80s

Doing aes - 128 cbc for 3s on 16 size blocks: 2403683 aes - 128 cbc's in 2.89s
Doing aes - 128 cbc for 3s on 64 size blocks: 649635 aes -128 cbc's in 2.81s
Doing aes - 128 cbc for 3s on 256 size blocks: 174904 ae s- 128 chc's in 2.89s
Doing aes - 128 cbc for 3s on 1024 size blocks: 45134 aes -128 cbc's in 2.94s
Doing aes - 128 cbc for 3s on 8192 size blocks: 5175 aes - 128 cbc's in 2.68s
Doing aes - 192 cbc for 3s on 16 size blocks: 2168292 aes -192 cbc's in 2.91s
Doing aes - 192 cbhc for 3s on 64 size blocks: 600481 aes -192 cbc's in 2.93s
Doing aes - 192 chc for 3s on 256 size blocks: 155498 aes - 192 cbc's in 2.90s
Doing aes - 192 cbc for 3s on 1024 size blocks: 39192 aes -192 cbc's in 2.91s
Doing aes - 192 cbc for 3s on 8192 size block S: 4777 aes - 192 cbc's in 2.86s
Doing aes - 256 cbc for 3s on 16 size blocks: 1983041 aes - 256 cbc's in 2.94s
Doing aes - 256 cbc for 3s on 64 size blocks: 540276 aes - 256 cbc's in 2.90s
Doing aes - 256 cbc for 3s on 256 size blocks: 137713 aes - 256 cbc's in 2.89s
Doing aes - 256 cbc for 3s on 1024 size blocks: 35393 aes - 256 cbc's in 2.93s
Doing aes - 256 cbc for 3s on 8192 size blocks: 4384 aes - 256 cbc's in 2.93s
Doing aes - 128 ige for 3s on 16 size blocks: 2375637 aes -128ige'sin 2.92s
Doing aes - 128 ige for 3s on 64 si ze blocks: 698695 aes -128ige's in 2.94s
Doing aes - 128 ige for 3s on 256 size blocks: 183967 aes -128ige'sin 2.91s
Doing aes - 128 ige for 3s on 1024 size blocks: 46891 aes -128ige's in 2.86s
Doing aes - 128 ige for 3s on 8192 size blocks: 5870 aes -128ige's in 2.93s
Doing aes - 192 ige for 3s on 16 size blocks: 2129667 aes -192ige's in 2.94s
Doing aes - 192 ige for 3s on 64 size blocks: 615957 aes -192ige's in 2.90s
Doing aes - 192 ige for 3s on 256 size blocks: 159366 aes -192ige's in 2.89s
Doing aes - 192 ige for 3 s on 1024 size blocks: 40431 aes -192ige's in 2.90s
Doing aes - 192 ige for 3s on 8192 size blocks: 4566 aes -192ige'sin 2.62s
Doing aes - 256 ige for 3s on 16 size blocks: 1874993 aes - 256 ige's in 2.85s
Doing aes - 256 ige for 3s on 64 size blocks: 546698 aes - 256 ige's in 2.93s
Doing aes - 256 ige for 3s on 256 size blocks: 143584 aes - 256 ige's in 2.87s
Doing aes - 256 ige for 3s on 1024 size blocks: 36373 aes - 256 ige's in 2.82s
Doing aes - 256 ige for 3s on 8192 size blocks: 4479 aes - 256 ige's in 2.88s

Doing ideacb  c for 3s on 16 size blocks: 1616991 idea cbc's in 2.84s
Doing idea cbc for 3s on 64 size blocks: 419827 idea cbc's in 2.85s
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Doing idea cbhc for 3s on 256 size blocks: 107747 idea cbc's in 2.91s

Doing idea cbc for 3s on 1024 size blocks: 26694 idea cbc's in 2.90s
Doing idea cbc for 3s on 8192 size blocks: 3366 idea cbc's in 2.91s

Doing rc2 cbc for 3s on 16 size blocks: 1456945 rc2 chc's in 2.86s

Doing rc2 cbc for 3s on 64 size blocks: 387618 rc2 cbc's in 2.92s

Doing rc2 cbc for 3s on 256 size blocks: 98467 rc 2 cbc'sin 2.89s

Doing rc2 cbc for 3s on 1024 size blocks: 24847 rc2 cbhc's in 2.92s

Doing rc2 cbc for 3s on 8192 size blocks: 3091 rc2 cbc's in 2.95s

Doing blowfish cbc for 3s on 16 size blocks: 3588480 blowfish cbc's in 2.92s

Doing blowfish cbc for 3s on 64 size blocks: 969771 blowfish cbc's in 2.92s
Doing blowfish cbc for 3s on 256 size blocks: 244745 blowfish cbc's in 2.89s

Doing blowfish cbc for 3s on 1024 size blocks: 63589 blowfish cbc's in 2.97s

Doing blowfish cbc for 3s on 8192 size blocks: 7246 blo wfish cbc's in 2.65s
Doing cast cbc for 3s on 16 size blocks: 2605484 cast cbc's in 2.93s

Doing cast cbc for 3s on 64 size blocks: 689905 cast cbc's in 2.88s

Doing cast cbc for 3s on 256 size blocks: 158869 cast cbc's in 2.80s

Doing cast cbc for 3s on 1024 size blocks: 44980 cast cbhc's in 2.90s

Doing cast cbc for 3s on 8192 size blocks: 6318 cast cbc's in 2.92s

Doing 512 bit private rsa's for 10s: 2657 512 bit private RSA's in 9.77s

Doing 512 bit public rsa's for 10s: 29891 512 bit public RSA's in 9.75s

Doi ng 1024 bit private rsa's for 10s: 507 1024 bit private RSA's in 9.81s

Doing 1024 bit public rsa's for 10s: 9986 1024 bit public RSA's in 9.80s

Doing 2048 bit private rsa's for 10s: 79 2048 bit private RSA's in 9.53s

Doing 2048 bit public rsa's for 10s: 29 34 2048 bit public RSA's in 9.85s
Doing 4096 bit private rsa's for 10s: 13 4096 bit private RSA's in 10.50s

Doing 4096 bit public rsa's for 10s: 818 4096 bit public RSA's in 9.70s

Doing 512 bit sign dsa's for 10s: 3096 512 bit DSA signs in 9.80s

Doing 512  hit verify dsa's for 10s: 2681 512 bit DSA verify in 9.78s

Doing 1024 bit sign dsa's for 10s: 1004 1024 bit DSA signs in 9.58s

Doing 1024 bit verify dsa's for 10s: 877 1024 bit DSA verify in 9.78s

Doing 2048 bit sign dsa's for 10s: 297 2048 bit DSA signs i n 9.68s
Doing 2048 bhit verify dsa's for 10s: 249 2048 bit DSA verify in 9.73s

OpenSSL 0.9.8k 25 Mar 2009

built on: date not available

options:bn(64,32) md2(int) rc4(ptr,char) des(idx,cisc,16,long) aes(partial) idea(int)
blowfish(ptr)

compiler: arm - apple - darwin9 -gcc -fPIC -fno - common - DOPENSSL_PIC- DOPENSSL_THREADSD_REENTRANT
- DDSO_DLFCN DHAVE_DLFCN_H D__DARWIN_UNIX03 - O3 - fomit -frame - pointer - fno - common
available timing options: TIMEB USE_TOD HZ=100 [sysconf value]

timing function used: getrusage

The' numbers' are in 1000s of bytes per second processed.

type 16 bytes 64 bytes 256 bytes 1024 bytes 8192 bytes

md2 622.00k 1292.74k 1805.93k 1986.21k 2057.72k
mdc2 0.00 0.00 0.00 0.00 0.00
md4 5148.81k 17597.06k 48201.58k 87055.22k 114810.60k
md5 2848.09k 10574.39k 31270.83k 62338.84k 91924.63k
hmac(md5) 5699.40k 17447.20k 47914.02k 79002.57k 99462.18k
shal 2637.23k 10932.54k 26353.43k 39795.64k 46736.20k
rmd160 2779.56k 11321.53k 25755.17k 38048.26k 43612.50k
rc4 47773.27k 56599.51k 58557.60k 59161.60k 63039.10k
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desc bc 9635.72k 9613.89k 9667.79k
des ede3 3653.46k 3665.06k 3765.64k
idea cbc 9109.81k 9427.69k 9478.77k
seed cbhc 0.00 0.00 0.00

rc2 chc 8150.74k 8495.74k 8722.34k
rc5 - 32/12 cbe 0.00 0.00 0.00
blowfish cbc 19662.90k 21255.25k 21679.83k
cast chc 14227.90k 15331.22k 14525.17k
aes- 128 chc 13307.59k 14795.96k 15493.23k
aes- 192 chc 11921.88k 13116.31k 13726.72k
aes - 256 chc 10792.06k 11923.33k 12198.80k
camellia -128 cbc 0.00 0.00 0.00
camellia -192 cbc 0.00 0.00 0.00
camellia - 256 cbc 0.00 0.00 0.00
sha256 3153.48k 7573.32k 13720.91k
sha512 658.05k 2670.10k 3854.73k
aes- 128 ige 13017.19k 15209.69k 16184.04k
aes- 192 ige 11590.02k 13593.53k 14116.85k
aes - 256 ige 10526.28k 11941.53k 12807.49k

sign verif 'y sign/s verify/s

rsa 512 bits 0.003677s 0.000326s 272.0 3065.7

rsa 1024 bits 0.019349s 0.000981s 51.7 1019.0

rsa 2048 bits 0.120633s 0.003357s 8.3 297.9

rsa 4096 bits 0.807692s 0.011858s 1.2 84.3

sign verify sign/s verify/s

dsa 512 bits 0.003165s 0.003648s 315.9 274.1
dsa 1024 bits 0.009542s 0.011152s 104.8 89.7
dsa 2048 bits 0.032593s 0.039076s 30.7 25.6
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10654.79k
3665.71k
9425.74k
0.00
8713.47k
0.00
21924.29k
15882.59k
15720.14k
13791. 27k
12369.43k
0.00
0.00
0.00
17468.81k
5253.75k
16788.95k
14276.33k
13207.78k

10232.71k
3630.81k
9475.69k
0.00
8583.55k
0.00
22399.71k
17725.02k
15818.51k
13682.93k
12257.25k

0.00

0. 00

0.00
19120.36k
5864.48k
16411.96k
14276.59k
12740.27k



