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Abstract. In this work, we present methods for conducting higher-order non-profiled
side-channel attacks on Lattice-Based Cryptography (LBC). Our analysis covers two
scenarios: one where the device leakage is known and follows Hamming weight model,
and another where the leakage model is not Hamming weight based and unknown
to the attacker. We focus on the Post-Quantum Cryptography (PQC) standards,
the Dilithium digital signature (i.e. ML-DSA) and the Kyber key encapsulation (i.e.
ML-KEM) algorithms. For Hamming weight leakage, we develop efficient higher-order
Correlation Power Analysis (HOCPA) attacks in which the attacker must compute a
function known as the optimal prediction function. We revisit the definition of optimal
prediction function and introduce a recursive method for computing it efficiently.
Our approach is particularly useful when a closed-form formula is unavailable, as in
LBC. Then, we introduce sin and cos prediction functions, which prove optimal for
HOCPA attacks against second and higher-order masking protection. We validate
our methods through simulations and real-device experiments on open-source masked
implementations of Dilithium and Kyber on an Arm Cortex-M4. On the real device,
we achieve full secret-key recovery using only 700 and 2400 traces for second and
third-order masked implementations of Dilithium, and 2200 and 14500 traces
for second and third-order masked implementations of Kyber, respectively. For
the unknown leakage scenarios, we leverage generic Side-Channel Analysis (SCA)
distinguishers. A key challenge here is the injectivity of modular multiplications in
NTT based polynomial multiplication, typically addressed by bit-dropping in the
literature. However, we experimentally show that bit-dropping is largely inefficient
against protected implementations of LBC. To overcome this limitation, we present a
novel two-step attack to Kyber, combining generic distinguishers and lattice reduction
techniques. Our approach decreases the number of predictions from q2 to q and does
not rely on bit-dropping. Our experimental results demonstrate a speed-up of up to
23490× in attack run-time over the baseline along with improved success rate. In
certain scenarios, higher-order attacks become feasible only through the proposed
approach, as classical methods are shown to be unsuccessful.
Keywords: Higher-Order Side-Channel Analysis · Correlation Power Analysis ·
Kyber · Dilithium · Masking · Kruskal-Wallis Test

1 Introduction
Shor’s algorithm [Sho94] has established that quantum computing poses a significant threat
to classical public-key cryptographic schemes, including RSA and ECC currently widely
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deployed in secure communication systems. Consequently, LBC has gained significant
attention due to its conjectured resistance to quantum attacks. Among the four initial
PQC standards published by NIST, three of them are lattice-based schemes. Among
those, Crystals-Kyber [BDK+18] Key Encapsulation Mechanism (KEM) and Crystals-
Dilithium [DKL+18] Digital Signature Algorithm (DSA) are based on module lattices
(ML), which are standardized under the names ML-KEM and ML-DSA, respectively.

While lattice-based cryptographic algorithms are resistant to quantum attacks, pro-
tecting them against SCA attacks is a highly active research area, and potential attack
scenarios must be carefully considered. Power based SCA attacks are generally categorized
into profiled and non-profiled ones. Profiled attacks assume access to an identical (open)
clone of the victim device for power measurement and modeling, whereas non-profiled
attacks operate without such a reference. To mitigate power based SCA attacks, mask-
ing [CJRR99] is the state-of-the-art countermeasure, and its effectiveness is quantified by
the masking order.

The main operation in LBC is the polynomial multiplication, which is efficiently
implemented using the Number Theoretic Transform (NTT) algorithm. This operation
is also the main target for non-profiled SCA attacks against LBC [CKA+21, MWK+24,
TS24, TMS24, SLKG23, RBVB23, QLZ+23, KT23]. This is expected, as polynomial
multiplication involves both secret and public data as input operands, which is a necessary
condition for non-profiled attacks. When the power leakage characteristic of the victim
device is known to be a function of the Hamming weight of processed data, it is effectively
exploited by the well-known CPA [BCO04]. However, a function known as the optimal
prediction function must be calculated to tackle the masking countermeasure [PRB09].
While this computation is straightforward for symmetric cryptography, additional effort is
required for attacking protected implementations of LBC [TMS24].

Although the Hamming weight assumption usually holds for software implementations,
the leakage characteristic of the victim device can be more complex for hardware imple-
mentations [LBS19, GMPO19]. In such cases, and especially when the leakage model
cannot be recovered through a profiling device, it remains unknown to the attacker. A
common approach in this scenario is to use so-called generic distinguishers, which perform
the profiling on-the-fly. Efficient examples of generic distinguishers are Mutual Information
Analysis (MIA) [GBTP08] and Kruskal-Wallis Test (KW) [YOR23]. Application of those
in the context of LBC is also challenging and remains relatively underexplored. This
difficulty arises primarily from the fact that the modular multiplications in the NTT based
polynomial multiplication are injective functions [HRG14]. A known workaround is to
use the so-called bit-dropping trick; however, this method incurs information loss and we
demonstrate that its efficacy against masked LBC implementations remains uncertain.
Among the existing non-profiled attacks against LBC, only [TS24, TMS24, QLZ+23]
present attack results against protected implementations, which are limited to first-order
masking and also assume Hamming weight leakage. In this work, we explore and develop
methodologies that enable higher-order non-profiled SCA attacks against LBC in both
Hamming weight leakage and non-Hamming weight leakage scenarios.

Related Work. The most of the published SCA attacks against LBC is profiled
[PPM17, BAE+24, DNGW23, BNGD23, WBD24, XPR+21, KAA21]. In the profiled
setting, [PPM17] showed that a single measurement from the victim device is sufficient
to retrieve the secret input of NTT in certain circumstances. [DNGW23, BNGD23,
WBD24, XPR+21, UMTS24] target data conversion primitives between polynomial and
binary representations, such as those involving message encoding or decoding. These
studies (except [UMTS24]) are essentially chosen-ciphertext attacks (CCA) against Ky-
ber, which require sending specially crafted ciphertexts to the attacked device. No-
tably, [DNGW23] successfully attacks an open-source fifth-order masked implementa-
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tion of Kyber using deep-learning techniques. The authors also discuss that their
methodology can be considered as a public profiling attack. In this case, the attack
still involves a profiling step, as in traditional profiled attacks. However, the profiling
can be performed directly on the victim device, eliminating the need for a separate
clone device accessible to the attacker. As previously mentioned, to the best of our
knowledge, all non-profiled SCA attacks target the NTT based polynomial multiplica-
tion [CKA+21, MWK+24, TS24, TMS24, SLKG23, RBVB23, QLZ+23, KT23]. [TMS24]
shows that the signed arithmetic widely employed in efficient implementations of LBC
leads to a vulnerability by creating a strong dependency between the Hamming weight
and sign of the number. The authors leverage this observation by introducing the absolute
value prediction function, which is effective against first-order masking. [QLZ+23, KT23]
combine SCA attacks and other cryptoanalysis techniques such as lattice attacks. In
particular, these studies post-process the output of the SCA attack using lattice reduction
algorithms such as LLL and BKZ, allowing a significant number of incorrect predictions
by the SCA to be tolerated and corrected.

Our Contributions. Below is a list of the contributions introduced in this work.

• We introduce a novel and efficient method for computing the optimal prediction functions
for higher-order SCA attacks using a recursive approach. Our approach enables the
derivation of closed-form expressions for higher-order attacks when possible, while also
offering advantages in scenarios where closed-form solutions are infeasible, such as when
the attacked device uses unsigned modular arithmetic in LBC.

• We propose novel prediction functions, based on sin and cos functions, for HOCPA
attacks against the arithmetic masking in LBC. These functions are particularly effective
for attacking second and higher-order masking when the modular arithmetic in the
target implementation is signed.

• We explore application of generic distinguishers, such as MIA and KW, for attacking
lattice-based schemes when the leakage model of the victim device is unknown. We
present a novel two-step attack on incomplete NTT multiplication (e.g. Kyber) by com-
bining generic distinguishers with lattice problems, namely solving instances of the SVP.
We show that our approach is particularly favorable against protected implementations.

• Our study reveals that, recovering the deltas, the factors between the even and odd-
degree coefficients of Kyber’s secret polynomials in incomplete NTT domain, are
sufficient to recover the entire secret polynomial.

• We provide practical side-channel attack results against higher-order protected imple-
mentations. Our results are unique in the literature as these are the first non-profiled
third- and fourth-order attacks demonstrated against both Kyber and Dilithium. We
also present the first non-profiled attack results in which the victim device’s leakage
function is unknown to the attacker.

2 Background
2.1 Notation
Uppercase bold letters denote matrices while lowercase bold letters denote vectors. Elements
of those are accessed by the lower-index, such as Ai,j and ai. We use the notation [ai]mi=0
to denote a vector formed by the elements a0, a1, . . . , am. Uppercase monospace letters
denote sets. Elements of those are accessed by the lower-index, such as Ai. We use the
notation {Ai}m

i=0 to denote a set containing elements A0, A1, . . . , Am. Lowercase italic letters
denote variables, such as x. Uppercase letters denote random variables, such as X. ←
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denotes sampling uniformly at random, such as X ← X. Upper-index with round brackets
denotes samples of random variables, such as X(i). Upper-index with curly brackets
denotes secret shares of variables used in masking schemes, such as X = X{0} + X{1}.
We also use the shorthand notation X{0:d−1} = {X{0}, X{1}, .., X{d−1}} to refer to all d
shares. Polynomials are also denoted by lowercase italic letters, such as a(x). For brevity,
we often omit the indeterminate x and simply refer to the polynomial as a. Calligraphic
letters denote functions, such as F .

2.2 Lattice-Based Cryptography (LBC)
Crystals-Kyber and Crystals-Dilithium are among the first Post-Quantum Cryptography
(PQC) standards selected by NIST, now standardized under the names ML-KEM and
ML-DSA, respectively. The main mathematical object is the ring of polynomials Rq =
Zq/(xn + 1), where n is referred to as the ring modulus and q is referred to as the coefficient
modulus. In this ring, each element is a polynomial of degree n− 1 whose coefficients are
in Zq. The security of Kyber and Dilithium relies on the well known Ring Learning With
Errors (R-LWE) problem [Reg09].

Kyber. The secret and public key pair is generated through the R-LWE equation
t = As + e where (t, A) ∈ (Rk

q × Rk×k
q ) is public and s ∈ Rk

q is the vector of secret
polynomials. The vector of polynomials e represents the error term and is discarded after
the key generation process. The parameter k is depends on the chosen security level.
Coefficients of polynomials in s are sampled from a centered binomial distribution whose
output is in [−η, η] where η is another parameter determined by the desired security level.
Specifically, (k, η) takes the values (2, 3), (3, 2), and (4, 2) for the low (Kyber512), medium
(Kyber768), and high (Kyber1024) security levels, respectively. For all security levels,
q = 3329 and n = 256.

Dilithium. The key generation in Dilithium is also based on the R-LWE equation
t = As1 + s2. In contrast to Kyber, the error term is retained as part of the secret key
in Dilithium and is denoted by s2 ∈ Rk

q . On the other hand, A ∈ Rl×k
q is not necessarily

a square matrix. Coefficients of the polynomials in s1 and s2 are short like Kyber. In
this case, these are sampled uniformly at random from [−η, η]. The relaed parameters
(k, l, η) is (4, 4, 2), (6, 5, 4), (8, 7, 2) for low (Dilithium2), medium (Dilithium3) and high
(Dilithium5) security levels of Dilithium, respectively. For all security levels, q = 8380417
and n = 256.

2.3 Number Theoretic Transform (NTT)
The Number Theoretic Transform (NTT) is the state-of-the-art approach for performing
polynomial multiplication in Rq. For operands s, c ∈ Rq, the outline for NTT-style
multiplication is as follows:

s · c = NTT−1(NTT(s) ⋆ NTT(c)) (1)

NTT and NTT−1 denote the forward and inverse applications of the NTT, respectively.
The multiplication in NTT domain is referred to as the base multiplication, which is
performed element-wise and denoted by ⋆. To simplify notation, we denote NTT-domain
representation of polynomials by using hat, ŝ = NTT(s). While the NTT and inverse NTT
is usually implemented by so-called butterfly circuits in O(n log n) time, it is also possible
to model these as matrix multiplications. For instance, the inverse NTT can be expressed
as s = Mŝ, where M ∈ Zn×n

q is considered as the transformation matrix while s and ŝ are
represented by their coefficient vector.
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Dilithium’s Complete NTT. For the NTT to be complete over Rq, the modulus q must
satisfy q = 1 (mod 2n). The modulus employed by Dilithium leads to a complete NTT. In
this case, the element-wise multiplication refers to n independent modular multiplications,
ŝi · ĉi (mod q) where ŝi, ĉi ∈ Zq for 0 ≤ i < n.

Kyber’s Incomplete NTT. On the other hand, the modulus q employed by Kyber
leads to an incomplete NTT as q = 1 (mod n) for q = 3329. Then, each ŝi · ĉi corresponds
to multiplication of degree-1 polynomials where ŝi,0, ŝi,1, ĉi,0, ĉi,1 ∈ Zq for 0 ≤ i < n/2.
The base multiplication algorithm for this case is presented in Algorithm 1.

Modular Reduction. Operating over Rq for the NTT and other operations require
performing modular arithmetic in Zq. In classical cryptography, the elements of Zq are
represented by the unsigned range [0, q). On the other hand, many implementations of
LBC employs signed arithmetic in the central range [−q/2, q/2] [KRSS19]. We evaluate
both of these reduction ranges in our study.

Algorithm 1 Base Multiplication for (log(n)− 1)-layer incomplete NTT
Input: ŝ, ĉ; the resulting vectors from (log(n)− 1)-layer forward Number Theoretic

Transform (NTT) transformation on s, c ∈ Rq

Output: ẑ = ŝ ⋆ ĉ

1: for ∀i ∈ {0, . . . , n/2− 1} do ▷ Compute ẑi = ŝi · ĉi

2: ẑi,0 ← ŝi,0 · ĉi,0 + ŝi,1 · ĉi,1 · ζi (mod q) ▷ δi is the twiddle factor
3: ẑi,1 ← ŝi,1 · ĉi,0 + ŝi,0 · ĉi,1 (mod q)
4: end for

2.4 Non-Profiled SCA Attack
We assume that the side-channel leakage L is a random variable that is the sum of a
data-dependent leakage function L(X) for the random intermediate variable X ∈ X and
independent noise following Gaussian distribution N (µ, σ):

L = L(X) +N (µ, σ) (2)

In the non-profiled SCA attack setting, the attacker has access to ν side-channel
leakages L = {L(i)}ν−1

i=0 and the corresponding publicly known and varying inputs to the
attacked algorithm C = {C(i)}ν−1

i=0 . The known data are referred to as traces. The attacker
chooses a target function G that combines the unknown secret s and C with X = G(s, C).
The attacker places an hypothesis s′ for the attacked secret and computes the set of
hypothetical intermediates X′ = {X ′(i)}ν−1

i=0 where X ′(i) = G(s′, C(i)). Notice that we treat
X ′ as a random variable defined as X ′ = G(s′, C), since it depends on the randomness of
C. Then, L is statistically compared to X ′ over the observations L and X′. The hypothesis
with the best statistical score is the output of the attack. The statistical method used by
the attacker is known as distinguisher in the SCA literature. Distinguishers studied in this
work are explained in Section 2.6.

Application to NTT Multiplication in LBC. We denote the secret polynomial
in lattice-based cryptosystems by s and its representation in the NTT domain by ŝ.
This can correspond to any si in Kyber, or to s1,i or s2,i in Dilithium, for any i. To
perform non-profiled SCA attack on s, a natural choice for the target function is the
base multiplication [TS24, TMS24, CKA+21, MWK+24], which allows attacking each ŝi

independently. When the NTT is complete as in Dilithium, this is a set of independent
modular multiplications, G(ŝi, ĉi) = ŝi ·ĉi mod q. For the incomplete NTT case as in Kyber
and specific implementations of Dilitihum [AHKS22], the base multiplication is presented
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in Algorithm 1, which consists of independent multiplications of degree-1 polynomials. The
attacker can target the lower degree-coefficient from these multiplications G(ŝi, ĉi) = ẑi,0,
the higher degree coefficient G(ŝi, ĉi) = ẑi,1, or both G(ŝi, ĉi) = ẑi,0|ẑi,1. For any of these
target functions, both ẑi,0 and ẑi,1 depend on both ŝi,0 and ŝi,1, so these must be predicted
together [MWK+24, TS24, TMS24].

2.5 Masking of NTT Multiplication
The masking countermeasure operates as a secret sharing scheme through the cryptographic
execution. For (d− 1)-th order masking, d shares are used. In particular for NTT-based
polynomial multiplication, the secret polynomial is masked as s = s{0} + s{1} + .. + s{d−1}

where s{j} are sampled uniformly at random in Rq for 0 ≤ j < d− 1 and the last share is
computed as s{d−1} = s−

∑d−2
j=0 s{j}. Since shares are distributed additively, this type of

masking is known as arithmetic masking. We refer to the set of d secret shares by s{0:d−1}.
As a result of masking s, the polynomial multiplication s · c is performed over the shares
independently, s{j} · c for 0 ≤ j < d, where s · c =

∑d−1
j=0 s{j} · ĉ. Accordingly, the base

multiplication, which is the target function for the SCA attack explained in the previous
section, is also applied share-wise, ŝ{j} ⋆ ĉ. The output of the chosen target function for
individual shares, X{j} = G(ŝ{j}

i , ĉi), satisfies X =
∑d−1

j=0 X{j} (mod q) (except for the
case G(ŝi, ĉi) = ẑi,0|ẑi,1). We frequently refer to the latter equality throughout this paper.
Note that power leakages corresponding to any d− 1 shares, e.g. {L(X{i})}d−2

i=0 , and X
are mutually independent.

2.6 SCA Distinguishers
2.6.1 Correlation Power Analysis (CPA)

CPA [BCO04] is a widely-used side-channel distinguisher, based on Pearson’s correlation.
The attacker estimates the correlation coefficient between X ′ and L as follows:

ρ̂(L′(X ′), L) = ˆcov(L′(X′), L)
ˆstd(L′(X′)) · ˆstd(L)

(3)

CPA requires the attacker to predict the device leakage function, denoted by L′.

2.6.2 Higher-Order CPA (HOCPA)

To perform a CPA attack on a masked implementation, a function that combines the
leakage of shares L0, L1, .., Ld−1 must be used. The most frequently used combination
function is the mean-free product [PRB09], which is defined as follows for a d-th order
attack:

C(L0, L1, .., Ld−1) =
d−1∏
i=0

(
Li − E[Li]

)
(4)

To simplify the notation, we use C({Li}d−1
i=0 ) for the above definition. To efficiently

perform a HOCPA attack by means of a combination function, an optimal prediction
function must be calculated [PRB09]. Specifically, for a d-th order attack:

fd
opt(x) = E

[
C
(
{L′(X{i})}d−1

i=0
)∣∣X = x

]
(5)

where X =
∑d−1

i=0 X{i} thus the expectation is taken over the random shares X{0:d−2}.
The attacker then estimates ρ̂(fd

opt(X ′), C({Li}d−1
i=0 )). The correlation achieved by the

optimal prediction function fd
opt is called optimal correlation.
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2.6.3 Mutual Information Analysis (MIA)

MIA [GBTP08] is a generic and information-theoretic side-channel distinguisher. Unlike
CPA, MIA does not require the attacker to predict a specific device leakage function L′.
Let H(L) denote the entropy of L, and let H(L|X ′) denote the conditional entropy for L
and X ′. The mutual information between L and X ′ is defined as

I(L, X ′) = H(L)−H(L|X ′) (6)

Verbally, the entropy in L not covered by X ′, namely H(L|X ′), is subtracted from
H(L) to formulate the mutual information in between. In practice, the attacker estimates
Î over L and X′. Computing H requires the probability density functions of its input,
X ′ and L. A common practice to estimate probabilities over observations is to use the
histogram method. MIA trivially generalizes to a higher-order attack. For d = 2:

I(L0, L1, X ′) = I(L0, L1)− I(L0, L1|X ′) (7)

A drawback of generic distinguishers is that these can’t distinguish if the target is an
injective function, such as the modular multiplication employed in this study. A solution
to address this challenge to apply bit-dropping to the output of the target function so it is
no longer injective.

2.6.4 Kruskal-Wallis Test (KW)

KW [YOR23] is another generic distinguisher based on ranked side-channel leakages.
Initially, the observed leakages L are ranked from smallest to largest while the ties are
resolved by assigning the average of the ranks that the ties would have received, denoted
by R = rank(L). The ranked data are partitioned based on hypothetical intermediates X′.
The set Rx = {Ri | X′

i = x, 0 ≤ i < ν} contains the ranks of leakages corresponding the
traces where the intermediate X ′ = x.

Then, KW statistic is defined as

KW(X′, R) = (ν − 1)
∑

x∈X νx(Rx − (ν + 1)/2)2∑
x∈X
∑νx

i=0(Rx
i − (ν + 1)/2)2 (8)

where νx denotes the number of elements in the set Rx and Rx = (
∑νx

i=0 Rx
i )/νx. To perform

a higher-order attack using the KW distinguisher, a combination function such as the
mean-free product C is used to combine the leakages before ranking them.

2.7 Lattice Attacks
Prior work has demonstrated that recovering a subset of the NTT domain secret coefficients
ŝi through the SCA attack is sufficient to efficiently compute the entire normal domain
secret polynomial s [KT23, QLZ+23] using lattice attacks. Intuitively, this is due to the
fact that the attack in the NTT domain leads to an overdetermined system. While the
search space for the NTT domain secret polynomial is qn, it is significantly smaller in the
normal domain due to the small coefficient distributions, as explained in Section 2.2. In
particular, it is (2 · η + 1)n for both Kyber an Dilithium, where coefficients are drawn from
different distributions (see Section 2.2 for the corresponding values of η).

The idea is to encode the (inverse) NTT transformation as a lattice problem, such as
SIS or LWE. In particular, [KT23] consider the inverse NTT transformation s = Mŝ. Let
Mkŝk and Muŝu denote the known and unknown parts of this transformation, respectively:

s =
[
Mk | Mu

] [
ŝk | ŝu

]
= Mkŝk + Muŝu (9)
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where Mk ∈ Zn×k
q , Mu ∈ Zn×u

q and n = k + u. Given the known vector v = −Mkŝk ∈ Zn
q

and s being short by definition, the following becomes an LWE instance,

v = Muŝu − s (10)

The LWE problem is solved by lattice reduction algorithms, such as BKZ. The number
of NTT domain coefficients that is required to compute s depends on the block size
used in BKZ, which also increases the run-time of the algorithm For instance, recovering
Υ = 38 NTT domain coefficients out of 128 is needed for Kyber768 when BKZ-50 is used
[KT23]1. Here, we use Υ to denote the minimum number of correctly recovered NTT
domain coefficients. Also note that BKZ-50 refers to applying the BKZ algorithm with
a block size of 50. The method in [QLZ+23] differs slightly, as it leverages the forward
NTT. For Dilithium3 with BKZ-50, their approach requires Υ = 79 out of 256 secret
coefficients. Readers may refer to the cited works for a detailed exploration of various
trade-offs regarding the block size and run-time.

3 New Prediction Functions for HOCPA
3.1 Recursive Computation of OPF
In this section, we present an efficient approach for the computation of the optimal
prediction function fd

opt(x) presented in Equation (5) based on recursion. Consider masking
with d shares. In case Equation (5) does not have an explicit formula, as in the case of
arithmetic masking, fd

opt(x) can be calculated using a computer in O(qd). Needless to
say, this can be very expensive for higher order masking. For instance, with d = 4 and
log q = 23 (e.g. third-order masking for Dilithium), qd ≈ 292. We present a better solution
by a recursive approach. For d ≥ 2, we apply the following formula:

fd
opt(x) = E

[
C
(
f

⌈d/2⌉
opt (T ), f

⌊d/2⌋
opt (X − T )

)∣∣X = x
]

(11)

where random variables X and T take values in the discrete space X, e.g. Zq, and
T is uniformly distributed. As the base case of the recursion, f1

opt(x) is defined to be
the predicted device leakage function, f1

opt(x) = L′(x). This approach takes O(log dq2)
computational time with dynamic programming. The computation of the optimal prediction
function becomes feasible for large d with our recursive approach. The procedure is
as follows for the running example: First, f2

opt(x) is calculated in O(q2) time using
f1

opt(x) = L′(x). Then, f4
opt(x) is calculated in O(q2) time leveraging the previously

calculated f2
opt(x). In total, O(2q2) = O(log 4q2) computation time is spent. Notice that

log dq2 ≈ 247 for this example.
Proof: We begin by reformulating the definition of the optimal prediction function

fd
opt(x) for the mean-free product:

fd
opt(x) = E

[
d−1∏
i=0

L′(X{i})

∣∣∣∣∣X = x

]
+ Γ (12)

where Γ accumulates the constant terms arising from E[L′(X{i})]. We omit this term, as it
is independent of x and does not influence the correlation.

Next, we prove Equation (11) using induction. The base case f1
opt(x) corresponds to

a prediction function for an unprotected target, which is naturally L′(x) itself as in the
1For Kyber’s incomplete NTT, the transform is applied independently to the even and odd degree

coefficients. Therefore, we consider a total of 128 coefficients instead of 256, and the process described in
this section is applied independently to the even and odd degree coefficients of s.
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first-order CPA. For simplicity, consider even d ≥ 2 and assume that f
d/2
opt (x) is correct.

Plugging in Equation (11):

fd
opt(x) = E

[
C
(

E
[ d/2−1∏

i=0
L′(X{i})

∣∣∣∣X0 = T

]
, E
[ d−1∏

i=d/2

L′(X{i})
∣∣∣∣X1 = X − T

])∣∣∣∣∣X = x

]
(13)

where X =
∑d−1

i=0 X{i}, X0 =
∑d/2−1

i=0 X{i} and X1 =
∑d−1

i=d/2 X{i}. X{0:d−1} are uniformly
random over X. By re-writing the inner expectations as the sum of products,

fd
opt(x) = E

[
1

qd/2−1

( ∑
x{0}∈X

∑
x{1}∈X

..
∑

x{d/2−2}∈X

d/2−1∏
i=0

L′(x{i})
)
·

1
qd/2−1

( ∑
x{d/2}∈X

∑
x{d/2+1}∈X

..
∑

x{d−2}∈X

d−1∏
i=d/2

L′(x{i})
)∣∣∣∣∣X = x

]
(14)

where x{d/2−1} = T −
∑d/2−2

i=0 x{i} and x{d−1} = X − T −
∑d−2

i=d/2 x{i} = X −
∑d−2

i=0 x{i}.
Combining the products, we have:

fd
opt(x) = 1

qd−2 E
[( ∑

x{0}∈X

∑
x{1}∈X

..
∑

x{d/2−2}∈X

∑
x{d/2}∈X

..
∑

x{d−2}∈X

d−1∏
i=0

L′(x{i})
)∣∣∣∣X = x

]
(15)

Taking the expectation over T completes the missing summation term over x{d−2}:

fd
opt(x) = 1

qd−1

∑
x{0}∈X

∑
x{1}∈X

..
∑

x{d−2}∈X

(( d−2∏
i=0

L′(x{i})
)
· L′
(

x−
d−2∑
i=0

x{i}
))

(16)

which is equivalent to the definition of the optimal prediction function given in Equation (5).
The equivalence follows from the reformulation given in Equation (12) by omitting the
constant term Γ. We also note that the case of odd d can be handled similarly. ■

3.2 Optimal Correlation
Using the presented recursive computation approach, we computed a set of optimal
prediction functions fd

opt for the SCA attack targeting NTT multiplication, as outlined
in Section 2.4. Recall that the target function is modular multiplication, and the target
intermediate X is masked as X =

∑d−1
i=0 X{i} (mod q). Specifically, for this scenario,

we computed fd
opt(x) as a look-up table for all x ∈ Zq. We consider Hamming weight

leakage function, denoted by W. The computations of look-up table based fd
opt(x) were

carried out for 2 ≤ d ≤ 5, ∀q ∈ {3329, 8380417} and under both central and non-central
modular reduction. Let β denote the machine word size in bits, which is typically
16 or 32 in software implementations. We consider β = 16 for q = 3329 and β =
32 for q = 8380417, consistent with the configurations used in Kyber and Dilithium
implementations [KRSS19, HKL+22, CGL+24, BC22]. Then, we computed the optimal
correlation using these functions, demonstrated in Table 1. We studied both the noiseless
case, where σ = 0, and scenarios with increasing noise levels, up to σ = 10.
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Table 1: Estimations of ρ̂(C({W(X{i})}d−1
i=0 ), fd

opt(X)) for distinct q, β, d, σ and modular
reduction strategies (i.e. central or not). The estimations are performed with 1 million
uniformly random samples for X{0:d−1} drawn from the discrete space X. The rows are
ordered based on correlation magnitudes. Estimated values are rounded to nearest.

q = 3329, β = 16 q = 8380417, β = 32
σ σ

X d 0 2 4 6 8 10 0 2 4 6 8 10
[−q/2, q/2] 1 1.00 0.85 0.63 0.47 0.37 0.31 1.00 0.94 0.81 0.68 0.57 0.48
[−q/2, q/2] 2 0.41 0.30 0.16 0.09 0.06 0.04 0.47 0.42 0.31 0.22 0.15 0.11
[−q/2, q/2] 3 0.21 0.13 0.05 0.02 0.01 0.01 0.27 0.22 0.14 0.08 0.05 0.03
[−q/2, q/2] 4 0.11 0.06 0.02 0.01 0.00 0.00 0.16 0.12 0.07 0.03 0.02 0.01
[−q/2, q/2] 5 0.06 0.03 0.01 0.00 0.00 0.00 0.09 0.07 0.03 0.01 0.01 0.00

[0, q) 1 1.00 0.63 0.38 0.26 0.20 0.16 1.00 0.77 0.51 0.37 0.29 0.23
[0, q) 2 0.17 0.07 0.03 0.01 0.01 0.01 0.12 0.07 0.03 0.01 0.01 0.00
[0, q) 3 0.03 0.01 0.00 0.00 0.00 0.00 0.02 0.01 0.00 0.00 0.00 0.00
[0, q) 4 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
[0, q) 5 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

3.3 Explicit Formulas

When the reduction is central, i.e. the secret shares X{0:d−1} ∈ X where X = [−q/2, q/2],
the device leakage corresponds to the Hamming weight, and there is a sufficient margin
between β and log q, which is the case for {q = 3329, β = 16} and {q = 8380417, β = 32},
it is possible to approximate fd

opt with an explicit formula, denoted by f∗d
opt. [TMS24] shows

that f∗2
opt(x) = |x|. In this section, we present explicit formulas for higher orders, d > 2,

and show that these formulas are optimal. These formulas are derived by calculating
fd

opt as a look-up table using the recursive formula given by Equation (11), as illustrated
in the previous section. Figure 1 visualizes the fd

opt for d = 3 and d = 4, providing an
intuition for finding closed formulas. By visually inspecting the plots in Figure 1, as well
as additional plots for d > 4 (not shown), we conjectured closed-form expressions for
f∗d

opt, which follow sin and cos patterns for odd and even d, respectively. Table 2 presents
the closed-form formulas for the estimations f∗d

opt. A common technique to compute the
accuracy of a prediction function is to compute its correlation to the optimal prediction
function [PRB09]. Observe that presented formulas are highly accurate for the moduli
employed by Kyber and Dilithium. Furthermore, the recurring structural pattern in these
expressions facilitated the process of conjecturing the approximating formulas.

x

f
3 o
p

t
(x

)

(a) q = 3329,
β = 16, d = 3

x

f
4 o
p

t
(x

)

(b) q = 3329,
β = 16, d = 4

x

f
3 o
p

t
(x

)

(c) q = 8380417,
β = 32, d = 3

x

f
4 o
p

t
(x

)

(d) q = 8380417,
β = 32, d = 4

Figure 1: Visualization of optimal prediction function fd
opt for the central reduction range

[−q/2, q/2] and distinct q, d, β.
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Table 2: Estimations of ρ̂(f∗d
opt(X), fd

opt(X)) for distinct q, β, d when the modular reduction
is central. The estimations are performed with 1 million uniformly random samples for X.

q β q β

d f∗d
opt(x) 3329 16 8380417 32

3 sin (2πx/q) 0.997 0.999
4 cos (2πx/q) 0.999 0.999
5 − sin (2πx/q) 0.999 0.999
6 − cos (2πx/q) 0.999 0.999
7 sin (2πx/q) 0.999 0.999
8 cos (2πx/q) 0.999 0.999

4 A Novel Attack on Incomplete NTT
In this section, we explain a novel two-step attack strategy targeting incomplete NTT-based
polynomial multiplication, such as Kyber’s NTT or certain optimized implementations of
Dilithium [AHKS22]. Recall from Section 2.4 that, when attacking the base multiplication
in the incomplete NTT domain, the secret coefficients are predicted in pairs of the form
{ŝi,0, ŝi,1}.

Our attack strategy is as follows. We consider each attacked pair as {ŝi,0, ŝi,0δi}. Then,
we efficiently retrieve each δi using generic SCA distinguishers. Once the full vector
∆ = [δi]n/2−1

i=0 is obtained, we perform a lattice attack to recover the vector ŝ0 = [ŝi,0]n/2−1
i=0 ,

effectively reconstructing the full secret. We would like to underline that since our attack
employs generic distinguishers, the attacker does not need to predict a device leakage
function.

4.1 SCA to find Deltas

In this section, we explain how to efficiently find out the relationship between secret
coefficients within a pair, i.e. δi, as defined previously. We re-write the formula for the
base multiplication for the higher-order term (see Algorithm 1) as:

ẑi,1 = ĉi,0 · ŝi,0 · δi + ĉi,1 · ŝi,0 = ŝi,0 · (ĉi,0 · δi + ĉi,1) (mod q)

As the modular multiplication with a prime modulus is an injective function, ŝi,0 can’t
be distinguished through side-channel attacks with generic distinguishers. In particular,
for a fixed value of δi, the all the elements in set of hypotheses for ŝi,0, which correspond
to Z∗

q , get exactly the same score. The attacker can take the advantage of this feature
to retrieve δi, by considering the following set of hypotheses {(1, 1), (1, 2), .., , (1, q − 1)}
for (ŝi,0, δi). Note that δi can be distinguished for a fixed value of ŝi,0 since ĉi,0 · δi + ĉi,1
(mod q) is non-injective. The prediction with the highest score is expected to be (1, δi).

We should underline that the explained attack must be carried out without using a
prediction function (which is meaningful when a generic distinguisher is used). For instance,
the attack will not work if the distinguisher is MIA and it is used with the Hamming
weight prediction function.

Notice that such an approach decreases the number of hypotheses from q2 to q for the
studied incomplete NTT based polynomial multiplication, and without the need for traces
with specially chosen ciphertexts.
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4.2 Lattice Attack Using Deltas

In this section, we construct a lattice attack using the knowledge of ∆ from the previous
section to find out ŝ0. We consider the inverse NTT transformation as a matrix mul-
tiplication following the approach in [KT23], defined as s0 = Mŝ0 for the lower-degree
coefficients. Similarly, s1 = Mŝ1 where ŝ1 = [ŝi,1]n

′−1
i=0 , defined in the same way with

ŝ0. Also note that the coefficient vector of s is given by [s0
0, s1

0, s0
1, s1

1, .., s0
n′−1, s1

n′−1] and
n′ = n/2.

First, we integrate ∆ into M as, M∆ = M(In′∆), where In′ denotes the identity matrix
of size n′. Consequently, we have s1 = M∆ŝ0. Based on this modification, we construct
the following basis:

B =

MT MT
∆

qIn′ 0
0 qIn′

 (17)

The lattice Λ(B) contains all the linear combinations of the row vectors in B, Λ(B) ={∑3n′−1
i=0 ζiBi | ζi ∈ Z

}
. Then, [̂s0 | κ0 | κ1] generates the short vector [s0 | s1] in Λ(B),

for some κ0, κ1. Therefore, finding ŝ0 is an SVP in Λ(B), which can be efficiently solvable
for n = 256, using the well-known lattice reduction algorithms LLL or BKZ.

The lattice reduction algorithm returns false positives along with the actual [s0 | s1].
In particular, it returns n′ possible solutions. We show that all of these solutions are
short and comply with our ∆ constraint. Consider the ring Rn′

q = Zq/(xn′ + 1) and let
s0(x), s1(x) ∈ Rn′

q denote the polynomials corresponding to the coefficient vectors s0, s1,
respectively. Indeed these solutions are cyclic rotations of s0 and s1 over Rn′

q . Rotation in
Rn′

q refers to multiplication by the monomial xα where α denotes the rotation amount.
Multiplication by xα preserves the shortness property of s0 and s1. Let t0 = s0 · xα and
t1 = s1 · xα. Then for j ∈ {0, 1}, tj

i = sj
i−α if i − α ≥ 0 and tj

i = −sj
n′−i−α otherwise.

We can consider the ∆ constraint in the NTT domain for Rn′

q as ŝ1 = ŝ0 ⋆ ∆. Taking
the inverse NTT of both sides, we get s1 = s0 · δ, where δ ∈ Rn′

q denote the polynomial
corresponding to the inverse NTT of ∆, with coefficients δi = di for 0 ≤ i < n′, and
d = M∆. When both sides are multiplied by xα, we get xα · s1 = xα · s0 · δ. Therefore,
t1 = t0 · δ, which shows that t0 and t1 also satisfy the ∆ constraint thus forming valid yet
false positive solutions.

Since there are only valid n′ solutions as explained above, the attacker can brute-force
to distinguish the actual one. Recall that there exists k secret polynomials in the secret
key of Kyber, where k is a parameter based on the target security level, e.g. k = 4 for
Kyber1024. The attacker can efficiently test n′ possibilities for each secret polynomial
using the public key equation, leading to (n/2)k possibilities. That is to brute-force 228

possibilities for Kyber1024, and even less for instances of Kyber with lower security levels.
In practice, one can use θ out of n′ columns of both MT and MT

∆. For instance, when
first θ columns are used, MT

:,0:θ and MT
∆:,0:θ, the lattice reduction returns vectors of size

2θ instead of 2n′. Note that these vectors are formed by corresponding elements of the
form [s0

0:θ | s1
0:θ]. While using a smaller θ reduces the complexity of the lattice reduction,

aggressively reducing it causes the results to be incorrect, i.e. not slices of [s0 | s1]. Also
note that since the last n′− θ elements of both s0 and s1 are not retrieved, a second attack
is needed. A trivial strategy for this second phase is to target [s0

n′−θ:n′ | s1
n′−θ:n′ ] using

MT
:,n′−θ:n′ and MT

:,n′−θ:n′ .
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5 Results
In this section, we present experimental results for the side-channel attacks introduced in
Section 3 and Section 4. To support reproducibility, the source code for trace acquisition,
attack scripts, and the simulations presented in the previous section are made publicly
available in https://github.com/toluntosun21/HighOrderNonProfiledSCALBC.

Attack Setup. For the analysis and attack, we utilized a modified version of the open-
source side-channel analysis library, scared2. In particular we ported scared to GPU using
cupy3, named scaredcu, and made it publicly accessible at https://github.com/tolun
tosun21/scaredcu. We run the experiments on a supercomputer with NVIDIA RTX4090
GPU. For the application of lattice attacks, we use the fpylll library4.

5.1 Attacks on Hamming Weight Leakage
To attack the scenario where the device leakage function is known to be the Hamming
weight, we perform the side-channel attacks presented in Section 3. We begin with simulated
traces, where power samples are intentionally crafted to reflect Hamming weight leakage.
Subsequently, we conduct real-device experiments using publicly available implementations
of Kyber and Dilithium in an embedded setting.

(HO)CPA Details. We perform (HO)CPA attacks for d ∈ {1, 2, 3, 4}. For attacking
the base multiplication with central reduction, we employ the prediction functions with
explicit formulas discussed earlier. Specifically, for d = 2, we use the absolute value
prediction function from [TMS24]. For d = 3 and d = 4, we apply the sin and cos
prediction functions introduced in Section 3.3. In the case of the non-central reduction,
we follow the methodology described in Section 3.1 to compute the prediction functions
computationally and recursively. For d = 1, we employ the Hamming weight as the
prediction function, which is a common practice in the literature, especially for attacking
software implementations. For all masked scenarios, we employed the mean-free product
combination C. The target intermediate is chosen as the higher-degree coefficient ẑi,1
from the output of base multiplication for attacking Kyber’s incomplete NTT for d > 1.
For d = 1, we employ ẑi,0|ẑi,1. For both Kyber and Dilithium, and when the reduction
range is central, we reduce the hypothesis space by half by leveraging the observation
that additive inverse of the actual secret also produce peaks in the HOCPA results, as
demonstrated in [CKA+21, TS24]. This optimization has a negligible impact on attack
accuracy. Consequently, we tested q/2 hypotheses for Dilithium and q2/2 hypotheses for
Kyber due to incomplete NTT arithmetic.

5.1.1 HOCPA Attacks through Simulations

Generating Simulated Traces. The simulated traces for the base multiplication
operation were generated through the following routine. m, ν, q, d, the reduction output
range (central or not), the device leakage function L, the noise standard deviation σ
are pre-defined parameters. Either q = 3329 (Kyber) or q = 8380417 (Dilithium). We
employed the incomplete NTT arithmetic for q = 3329 in the simulations. m denotes the
number of subkeys for experiment, e.g. number of elements in the vectors. We utilized
m = 100 in all our experiments. Note that we directly sample vectors of integers and
process vectors element-wise, as in the base multiplication NTT domain, but we use a
slightly different notation since we do not sample a polynomial and compute its NTT.

2https://pypi.org/project/scared/
3https://pypi.org/project/cupy/
4https://pypi.org/project/fpylll/

https://github.com/toluntosun21/HighOrderNonProfiledSCALBC
https://github.com/toluntosun21/scaredcu
https://github.com/toluntosun21/scaredcu
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Figure 2: Success rates of HOCPA attacks on simulated traces with Hamming weight
leakage. For each point in the curves, 100 experiments have been performed with random
data. Reduction ranges: [−q/2, q/2] (solid), [0, q) (dashdotted). Number of shares: d = 2
(blue), d = 3 (red), d = 4 (green).

1. Sample a random secret vector s ← S uniformly at random, where S = Zm
q for

q = 8380417 (S = Zm×2
q for q = 3329).

2. Sample a random public vector c← S.
3. Sample a random secret vector of shares s{j} ← S for 0 ≤ j < d − 1. Then, set

s{d−1} = s−
∑d−2

j=0 s{j} mod q.
4. Compute the intermediate value matrix g ∈ Zd×m

q :

(a) For q = 8380418, g{j}
i = s{j}

i · ci (mod q) for 0 ≤ i < m and 0 ≤ j < d.

(b) For q = 3329, g{j}
i = s{j}

i,0 · ci,1 + s{j}
i,1 · ci,0 (mod q), performing Line 3 of

Algorithm 1, for 0 ≤ i < m and 0 ≤ j < d.
5. Sample the noise vector e ∈ Rdm | ei ← N (σ, 0) and compute the leakage vector

li = L(g{j}
i ) + ei+jm for 0 ≤ i < m and 0 ≤ j < d where the leakage function is

Hamming weight L(x) =W(x).
6. Record s, c and l. Return to Step 2 if generation of ν traces is not yet complete.

Evaluation. We performed a series of HOCPA attacks for d ∈ {2, 3, 4} for both the
central and non-central reduction range. Figure 2 demonstrates the results of the HOCPA
simulations, in terms of the success rate with respect to ν. The success rate is defined as
the number of correctly predicted elements of the secret vector, ±si, divided by m. The
results confirm the findings of [TMS24] and extend them to higher orders, i.e. d > 2, the
central reduction is significantly easier to attack. Our findings further suggest that the
hardness gap between central and non-central reduction strategies widens at higher orders.
Observe that attacking Dilithium’s modulus for d = 4 under central reduction requires
fewer traces than the case for d = 2 under the unsigned reduction range. A similar trend
is observed for q = 3329.



Tolun Tosun, Elisabeth Oswald, Erkay Savaş 15

5.1.2 HOCPA Attacks on Real Traces

Target Implementations. We targeted the Kyber implementation of [BC22]5, which is
specific to ARM Cortex-M4 and supports masking at arbitrary orders. This implementation
inherits the polynomial arithmetic routines from the pqm4 library [KRSS19], which offers
the state-of-the-art implementations of PQC algorithms on the Cortex-M4. Those parts
are highly optimized and mostly written in assembly. For example, the degree-1 polynomial
multiplications in Lines 2-3 of Algorithm 1 are implemented using the smuad(x)6 instruction.
The function that implements Algorithm 1 is named basemul_asm, which is executed for
each share. The modular reduction is performed using Montgomery reduction, which takes
2 clock cycles and outputs in the central range (−q, q). For Dilithium, we targeted the open-
source implementation of [CGL+24]7. The polynomial arithmetic in this implementation
is written in C language and compiled for the Cortex-M4, in contrast to the target
Kyber implementation. The function that performs the base multiplication is named
poly_pointwise_montgomery. As the name suggests, it employs Montgomery reductions
similar to the to target Kyber implementation. However, these are more costly due to
Dilithium’s parameters requiring 32-bit arithmetic. For both Kyber and Dilithium, we
focus on the medium security levels, i.e. Kyber768 and Dilithium3. It is important to note
that our methods are applicable to all security levels. Additionally, our analysis focuses
on attacking a single secret polynomial s, although the secret key in both Kyber and
Dilithium contains a vector of polynomials. The methodology we present can be applied
iteratively to target each polynomial in the vector.

Trace Collection. We utilized the NewAE ChipWhisperer CW308 UFO board for
power trace acquisition. The victim implementations were executed on an STM32F303
microcontroller, which features an ARM Cortex-M4 core. A trigger signal was provided
to the power-collection module to mark the beginning of the base multiplication function
corresponding to the first share for both Kyber and Dilithium. As a result, only power
traces associated with the base multiplication are recorded. The core of the victim device
operates at a frequency of 7.3 MHz, power samples are sampled at a rate of four samples
at each clock cycle8. It is important to note that the power-collection module shares
a reference clock with the victim device, ensuring that the traces are well aligned. We
note that the Hamming Weight leakage assumption is also adopted in previous research
targeting the STM32F303 on the CW308 UFO board [MWK+24, TMS24, QLZ+23].

Point-of-Interest (PoI) Detection. Figure 3 demonstrates the mean traces collected
from the victim implementations for both Kyber and Dilithium. Observe that the itera-
tions of the base multiplications are clearly distinguishable as the same pattern repeats
consistently throughout the loop. Each iteration corresponds to 140 samples for Kyber
and 96 samples for Dilithium. Note that the target implementation employs loop-unrolling;
thus 140 samples actually cover two iterations of Algorithm 1 resulting in 64 total iterations
instead of the expected 128. The pattern remains identical across all shares, thereby making
the combination of leakage from different shares straightforward. As in [TMS24], we used a
constant offset to combine the leakage from different shares. The offset is equal to the total
number of power samples that the base multiplication takes, along with additional samples
due to loop overhead. We determined this offset through pattern matching. In particular,

5https://github.com/uclcrypto/pqm4_masked/ commit hash: 5fe90ba
6https://developer.arm.com/documentation/ddi0403/d/Application-Level-Architecture/Instruction-

Details/Alphabetical-list-of-ARMv7-M-Thumb-instructions/SMUAD–SMUADX
7https://github.com/fragerar/tches24_masked_Dilithium/tree/master commit hash: 5b5fd32
8Exceptionally, we decreased the sampling rate to one sample per clock cycle for Dilithium and d = 4.

This limitation arises from the insufficient buffer size of the employed oscilloscope CW1200, which could
not accommodate all samples from the beginning of the base multiplication for the first share to the end
of the last share when capturing four samples per clock cycle. To maintain consistency in the presented
results, we implicitly multiply the sample indices by four in the affected case.

https://github.com/uclcrypto/pqm4_masked/
https://github.com/fragerar/tches24_masked_Dilithium/tree/master


16 Non-Profiled HO SCA Attacks against Lattice-Based PQC

to attack the secret coefficient ŝi in Dilithium, we focused on the set of power samples
with indexes {150 + 96i + 24420j + ζ}0≤j<d as input to the combination function C for
0 ≤ ζ < 96. To further refine the focus of the attack to a specific value of ζ, we performed
the HOCPA attack for all possible values of ζ and identified the one that maximized
the product of the highest correlation scores across all hypotheses and all i. Formally,
we computed ζ ′ = argmaxζΠn−1

i=0 Ψi
ζ where Ψi

ζ = maxκ(Scoreζ(Hi
κ)), Hi denotes the set of

hypotheses for ŝi and Scoreζ outputs the correlation score for the given hypothesis and ζ.
Recall that each ŝi is attacked independently. ζ ′ identifies the point of interest (PoI), most
strongly associated power sample with the targeted operation, namely ŝi · ĉi. Figure 4
illustrates the process. The same process is applied to Kyber by adjusting the power
sample offsets corresponding to each iteration and the offset between shares. Notice that
we leverage the fact that ζ ′ must remain the same across attacks on each ŝi. The PoI
detection mechanism explained in this section does not require profiling.
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Figure 3: The average power trace corresponding to the execution of the attacked base
multiplication functions for both Kyber and Dilithium. The plots demonstrates the first
eight iterations of main loops of the base multiplications, focusing on the first two shares
(note that sub-figures b and d are not relevant for implementations with d = 1). The
observed pattern repeats consistently across all iterations and shares.

sample index (ζ)

ρ̂

(a) Ψ0
ζ , Ψ1

ζ , Ψ2
ζ in black, blue and

green, Ψi
ζ for 3 ≤ i < n = 256 in

gray

sample index (ζ)

ρ̂

(b)
∑n−1

i=0 log Ψi
ζ

Figure 4: Illustration of PoI identification for Dilithium for d = 3 and ν = 1000.

Evaluation of (HO)CPA Attacks. Figure 5 presents the HOCPA results against ŝ0 as
an example for d = 3 and d = 4. Observe that the actual secret is clearly distinguishable
for each case. The correlation amounts comply with our estimations presented in Table 1.
For Dilithium, the peaks are observed for significantly lower number of traces compared to
Kyber. Figure 6 presents the success rates of attacks with respect to the available number
of traces, measured as the ratio of successfully retrieved NTT domain secret coefficients in
our experiments. For Kyber, the (HO)CPAs achieve full success with ν = 37, ν = 900,
ν = 7000, ν = 40000 traces for d = 1, d = 2, d = 3 and d = 4, respectively. In the case
of Dilithium, full success is observed with ν = 35, ν = 350, ν = 1300, ν = 4400 for the
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Figure 5: HOCPA against the victim Kyber and Dilithium implementations targeting ŝ0
for the given d and ν. The correlation scores corresponding to incorrect hypotheses are
shown in gray, score for the correct hypothesis is shown in black.
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Figure 6: Success rates of (HO)CPA attacks against Kyber and Dilithium implementations
from [BC22] and [CGL+24], respectively. x-axis denotes log10 ν. The success rate refers to
(# correctly predicted ± ŝi/n′), where n′ is 128 for Kyber and 256 for Dilithium. Attacks are
performed against different number of shares in the target implementation: d = 1 (black),
d = 2 (blue), d = 3 (red), d = 4 (teal).

corresponding masking orders. The reported success rates are based on (HO)CPA attacks
conducted at the PoI identified using the methodology described in the previous paragraph.

Post-Processing with Lattice Attack. Recall from Section 2.7 that recovering Υ = 38
NTT domain coefficients out of 128 is needed for Kyber768 by using the approach of
[KT23]. We also adapted the methodology of [KT23] to Dilithium3 and experimentally
found out (by performing 100 experiments with uniformly random data) that Υ = 130
coefficients out of 256 are sufficient when BKZ-20 is used. The runtime of BKZ in the
mentioned scenarios and our test equipment is roughly 30 seconds and 19 seconds for
Kyber768 and Dilithium3, respectively. Our approach was to employ a block-size for which
the overall post-processing using BKZ finishes in practical time based on the results in the
literature and in-depth optimization of this step is out of the scope of our work. A critical
aspect in applying the lattice attack is determining which NTT domain coefficients have
been correctly predicted, as only these should be included in the process. That is to decide
a subset of {0, 1, .., n′ − 1} of length Υ. If any of the input coefficients is incorrect, the
lattice attack fails (the output is larger than η in absolute value) and it must be executed
with another subset of coefficients. For this purpose, we make use of the correlation scores
of the attacks outputs for each ŝi. Formally, let {ŝ∗

0, ŝ∗
1, .., ŝ∗

n′−1} denotes the predicted set
of NTT domain secret coefficients by the (HO)CPA attacks. Let Ω = {Ω0, Ω1, .., Ωn′−1} be
the corresponding set of confidence scores, where each Ωi = Scorei(ŝ∗

i ) reflects the score
assigned to ŝ∗

i during the attack on ŝi. We then sort Ω in descending order to obtain
Ω∗. Starting from the subset of size Υ with the highest-scoring predictions according to
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Ω∗, we incrementally consider less likely subsets (as ranked by Ω) until the lattice attack
succeeds. Table 3 presents the overall results of the executed (HO)CPA combined with
the lattice attack against Kyber and Dilithium. Notice that only 2400 traces are needed
in our experiments to break Dilithium with d = 4.9

Comparison to Literature. While no work performs non-profiled SCA attacks for
d > 2 against the NTT multiplication of Kyber and Dilithium, the attack in [DNGW23]
can be considered an alternative to ours for Kyber, since profiling is done directly on
the victim device. Although we acknowledge that the authors do not aim to aggressively
minimize the number of traces, they report a total of ν = 40K traces to break masked
Kyber for d = 3 and d = 4, which is significantly higher than our trace requirements.
Moreover, unlike [DNGW23], our approach does not require sending chosen ciphertexts to
the victim device. To the best of our knowledge, there is also no work in the literature,
beyond the context of LBC, that discusses prediction functions against arithmetic masking
for d > 2.

Table 3: Number of traces ν and the amount of time required for the lattice attack
successfully retrieve s in our experiments. Results are presented for distinct values of d in
the target implementations of both Kyber and Dilithium. Note that ν affects the number of
known NTT domain coefficients, denoted by #ŝi, obtained through the SCA attack, which
serve as inputs to the lattice attack. We report the minimum ν that allows the subsequent
lattice attack finishes in practical time, i.e. under a day. #LA denotes the number of
executions of the lattice attack (with different subset of NTT domain coefficients) until it
succeeds. νCPA denotes the number of traces the (HO)CPA attack achieved 1.0 success
rate in our experiments.

Algorithm d νCPA ν #ŝi #LA Time (m)

Kyber768 1 37 21 92 4 2
Kyber768 2 900 380 65 700 350
Kyber768 3 7000 2200 59 64 32
Kyber768 4 40000 14500 67 70 35

Dilithium3 1 35 25 243 1 0.31
Dilithium3 2 350 190 201 5 1.58
Dilithium3 3 1300 700 198 1 0.31
Dilithium3 4 4400 2400 198 782 247.6

5.2 Attacks on Unknown Device Leakage
Next, we evaluate the scenario where the device leakage function is unknown to the
attacker, executing the attack presented in Section 4. Since -to the best of our knowledge-
there is no publicly available implementation where the device leakage is not a function of
Hamming weight, we study this case only through simulations.

Simulating Unknown Device Leakage. The simulated traces are generated following
the routine presented in Section 5.1. The only exception is that, instead of sticking with

9In the case of Dilithium, for attack orders d = 2 and d = 4, it was not possible to distinguish the secret
from its additive inverse because the prediction functions used are symmetric (see Figure 1d). Therefore,
we assume that the attacker obtains this sign information from another point in the SCA traces. For
Kyber, we did not need to make this assumption.
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Figure 7: Success rates of first and second order SCA attacks on simulated traces generated
with different leakage functions, q = 3329, SNR = 1. The attack target is to recover δi

in incomplete NTT domain. For each point in the curves, 100 experiments have been
performed with random data. Distinguishers: KW (blue), MIA (red). Number of shares:
d = 1 (dashed), d = 2 (solid).

L(x) =W(x), we also consider the following device leakage functions L in our experiments
from [YOR23]:

1. Randomly weighted bits: L(x) =
∑β−1

i=0 wix[i] with wi ← [−1, 1].
2. Strongly non-linear: L(x) = S(x[3:0]), with S defined to be the Present S-box.
3. Binary: L(x) = S(x[3:0]) mod 2, with S defined to be the Present S-box.

where x[i] denotes the i-th bit of x and the number of bits in x is denoted by t. x[3:0]
denotes the least-significant four bits of x.

Evaluation of SCA Attack on Deltas. First, we executed the SCA attack on deltas
δi as explained in Section 4.1. As this approach specifically targets incomplete NTT, we
evaluate it only for q = 3329. We only considered the classical unsigned modular reduction
case but the methodology applies to the central reduction case as well. We selected the σ
in the simulated traces based on the desired the signal-to-noise (SNR) ratio for each L. As
the described methodology requires using a generic distinguisher, we employ both KW
and MIA in our experiments. Figure 7 demonstrates the results for SCA attack on deltas,
revealing the effectiveness of our approach in various leakage characteristics. Although
we performed the attacks for d ∈ {1, 2}, the method generalizes to higher orders given
a sufficient number of traces based on our results. KW outperformed MIA in terms of
the number of traces required for a successful attack in our experiments. This finding
is consistent with the results reported in the KW paper [YOR23], to which we refer the
reader for a detailed comparison between KW and MIA.

Application of Lattice Attack using Deltas. Next, we evaluate the lattice reduc-
tion approach proposed in Section 4 which aims to recover secret coefficients ŝi,0 using
deltas δi obtained from the aforementioned SCA attacks. To validate the approach, we
performed 100 experiments with randomly generated s with short coefficients as explained
in Section 2.2, considering η = 2 e.g., Kyber768. For the lattice reduction, we used the
BKZ-50 algorithm, which successfully solved the resulting SVP instances for all instances.
Through experimentation, we used θ = 96. Our aim here is not to optimize the attack
parameters, but rather to demonstrate the feasibility of recovering ŝi,0 via lattice reduction.
In our experimental setup, the lattice reduction process took an average of 884 seconds to
complete, with a minimum of 264 seconds, a maximum of 4941 seconds, and a standard
deviation of 701 seconds.
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Table 4: Comparison of attack runtime (in seconds) between the proposed approach and
the baseline for attacking the scenario in which the the device leakage function is unknown
to the attacker. Results are demonstrated for d = 2. Two bins are used to estimate
probabilities in the histogram model for MIA.

Distinguisher KW MIA
# Dropped bits 4 6 8 4 6 8

Baseline 23490 12900 860 33060 25740 10010
Proposed 10 88
Speed-up 2349× 1290× 86× 429× 292× 113×

Comparison with Existing Approach. Recall that our approach reduces the number
of hypotheses from q2 to q compared to the baseline approach, which predicts the pair
{ŝi,0, ŝi,1} simultaneously (as explained in Section 2.2), and uses bit-dropping. We compare
our method to this baseline in terms of attack run-time, demonstrated in Table 4 for the
distinguishers KW and MIA. For both distinguishers, the speed-up depends on the number
of bits dropped. For instance, when half of the bits are dropped, our approach achieves
speed-ups of 1290× and 292× speed-up, for KW and MIA, respectively. Determining
which bits to drop remains an open question, and typically several configurations are
tested. Due to the long run-times required by the baseline method, we omit an in-depth
comparison of success rates. However, Figure 8 provides evidence that (1) the bit-dropping
scheme significantly affects the success rate, and (2) in most bit-dropping configurations
and under various device leakage assumptions, the baseline exhibits very low and unstable
success rates. In a few specific cases, the baseline achieves promising success rates, but
even in those cases, our proposed method performs comparably. In fact, the only scenario
where the baseline’s success rate approaches 1.0 (though never fully reaching it) is under
the device leakage model with randomly weighted bits. In particular, the accuracy of the
baseline with KW and LSB6 is 0.94 for ν = 196608 while it is 1.0 for proposed approach.
This analysis is performed as if the NTT is complete to reduce the run-time, which we
believe does not impact the conclusion we get from these results.
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Figure 8 Success rates of second-order SCA attacks with the baseline approach on simulated
traces generated with different device leakage functions, q = 3329, SNR= 1, d = 2. For each
point in the curves, 100 experiments have been performed with random data. Distinguishers:
KW (blue), MIA (red). Bit-dropping strategies: LSB4 (Least significant 4 bits) (triangle),
LSB6 (square), LSB8 (diamond), MSB4 (asterisk), MSB6 (x), MSB8 (+).

6 Conclusion
In this study, we explored non-profiled SCA attacks against the NTT based polynomial
multiplication, which is the core operation in LBC, including the PQC standards Kyber
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and Dilithium. We considered both the Hamming weight leakage and unknown device
leakage scenarios.

For the Hamming weight leakage, we enabled CPA attacks against second- and higher-
order masked implementations of those algorithms, by revisiting the formulation of the
optimal prediction function. For certain cases, namely when signed modular arithmetic
is employed in the victim device, we provided explicit formulas involving sin and cos
functions. These prediction functions are particularly effective for attacking second and
higher-order masked implementations. Otherwise, when unsigned modular arithmetic
is used, the optimal prediction function can be efficiently computed via our recursive
formula. We performed HOCPA attacks using the proposed prediction functions against
open-source masked implementations of Kyber768 and Dilithium3. We recovered the full
secret polynomial s with 2200 and 14500 traces against Kyber for second and third order
masking, and 700 and 2400 against Dilithium, respectively.

For attacking the unknown device leakage scenario, we presented a novel two-step attack
that combines generic distinguishers with lattice reduction algorithms. Our approach
is tailored specifically for incomplete NTT as in Kyber. In particular, we showed that
recovering deltas δi between odd and even degree secret coefficient pairs in incomplete
NTT domain is sufficient for full secret polynomial recovery. Our approach is more efficient
than existing techniques as it reduces the brute-force space from q2 to q and avoids the
bit-dropping trick that leads to information loss and poor success rate. We observed a
speed-up in attack run-time ranging from 86× to 23490× in our experiments, while the
success rate of proposed method is significantly better in most cases and comparable in
some cases. Performing higher-order attacks to Dilithium under the unknown leakage
model remains future work.
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