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ABSTRACT Browser fingerprinting is a powerful tool for user identification in financial and other
security-critical applications that require strong authentication. However, due to the instability of browser
attributes, fingerprints often change rapidly, reducing their lifespan and negatively impacting user
convenience. We propose ThresholdFP, a novel linking algorithm designed to extend the durability of
browser fingerprints without compromising precision. Instead of replacing the fingerprint after even a small
change, ThresholdFP computes a difference score between fingerprints and tolerates variations as long
as they stay within a predefined threshold. To ensure realistic performance evaluation, we collected and
utilized two real-world datasets. Comparative results show that the fingerprints generated by ThresholdFP
are significantly more persistent than those produced by existing methods, while maintaining near-perfect
precision. Notably, our approach achieves an improvement in average tracking duration ranging from 24.33%
to 106.30% compared to rival schemes in the literature.

INDEX TERMS Browser fingerprinting, web authentication, tracking time, stability.

I. INTRODUCTION13

Browser fingerprinting is a collection of methods used to14

gather various types of information from a client’s browser15

in order to acquire a fingerprint that can be associated with16

the user. Browser fingerprinting methods are considered17

harder to detect, as they are stateless, unlike cookies, and18

do not store data in the client browser. Many browsers19

have taken measures against third-party cookies to address20

the controversies surrounding tracking [1]. As a result21

of the recent adjustments, stateless techniques such as22

browser fingerprinting have attracted significant popularity.23

Even though some browsers have also taken measures24

against browser fingerprinting to mitigate concerns about the25

potential threat it poses to user privacy, the use of browser26

fingerprinting by websites has been gaining momentum.27

The associate editor coordinating the review of this manuscript and

approving it for publication was Zijian Zhang .

However, apart from its adversarial usage, browser fin- 28

gerprinting has also been used for benign purposes such 29

as bot [2], [3], [4] and fraud detection [1]. Especially, 30

fraud detection is a prominent goal that organizations aim 31

to achieve with industry tools [5]. Furthermore, browser 32

fingerprinting has started to be integrated into authentication 33

schemes as an additional security layer and typically as 34

a triggering mechanism to induce complementary security 35

procedures in case of any discrepancy concerning the 36

fingerprints [6], [7]. Such systems aim to balance user 37

convenience and security, which elevates the importance 38

of the uniqueness and stability of browser fingerprints. 39

In order to be able to identify users accurately, browser 40

fingerprinting methods need to provide unique fingerprints. 41

Additionally, browser fingerprints are expected to be stable 42

and long-lasting to serve their tracking purposes. On the other 43

hand, Vastel et al. concluded that nearly half of fingerprints 44

do not even last a week, and around 80% only last a few days 45
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longer than aweek [8]. The authors point to a series of reasons46

that can account for the evolution of fingerprints, including,47

but not limited to, software updates, relocations that cause48

timezone change, and some configuration changes made by49

the users.50

Although these problems have been widely acknowledged,51

and amplifying the uniqueness of browser fingerprints has52

been the center of attention of many works in the domain [9],53

[10], [11], to the best of our knowledge, only a limited54

number of studies—most notably Eckersley’s Panopticlick55

[12] and Vastel et al.’s FP-Stalker [8]—have investigated the56

means of extending the tracking time, i.e., the useful time of57

fingerprints, by associating them with one another.58

Furthermore, given that browser fingerprinting attributes59

may vary in reliability, and given also the fact that some60

browsers have been interfering with or deprecating some61

of the attributes to combat browser fingerprinting, a study62

addressing these recent developments is needed.63

To this end, in this paper, we propose ThresholdFP,64

a threshold-based algorithm to link fingerprints of a user to65

increase the tracking time. ThresholdFP calculates a differ-66

ence score between the fingerprints and tolerates changes up67

to a threshold. To put it differently, new fingerprints with68

acceptable differences from previous ones are linked and69

are not treated as unknown. The threshold is configurable,70

and with the trade-off between precision and tracking time71

taken into account, a threshold value that is suitable for72

the needs of a website could be selected. Additionally,73

ThresholdFP carries out a remediation process if it detects74

that a previous decision was faulty. The algorithm ultimately75

aims to improve the effective lifespan of fingerprints and76

overcome the challenges of instability and natural evolution77

prevalent among fingerprints.78

In addition to developing three variants of our algorithm,79

we adapted Vastel et al. [8] and Eckersley’s work [12] to80

conduct a comparative analysis. Two separate datasets with81

different sizes, populations, and data collection frequency and82

intervals were employed for the analyses. All of the threshold83

algorithm variants outperformed the other two algorithms84

with the optimal thresholds, obtaining an average tracking85

time of 55.7 days on the first dataset and 50.1 days on the86

second dataset.87

Furthermore, ThresholdFP is not strictly dependent on88

the set of fingerprinting attributes and does not necessi-89

tate regular fingerprint collection from users to facilitate90

linking.91

The organization of the paper is as follows: Section II92

provides a brief literature review of the domain and elaborates93

on the state-of-the-art fingerprint linking studies, together94

with the motivation behind this study. Section III explains95

our approach in detail. Section IV describes the datasets used96

in our study and presents the results obtained. Section V97

discusses the results disclosed in the previous section and98

addresses the threats to validity. Finally, Section VI delivers99

the concluding remarks.100

II. BACKGROUND AND MOTIVATION 101

The origins of browser fingerprinting date back to Mayer’s 102

2009 study [13], in which he demonstrated that by collecting 103

the values of a few JavaScript objects, 96.23% of users could 104

be uniquely identified. His small-sample work was followed 105

by Eckersley [12] in 2010, who announced the experiment 106

on his website through various media and invited web users 107

to participate by leaving their fingerprints. He managed to 108

collect 470,161 fingerprints and produced the pioneer work 109

that paved the way for browser fingerprinting to reach large 110

masses. 111

Since then, numerous studies have been conducted in 112

the field to point out the crucial role JavaScript APIs 113

play in browser fingerprinting by allowing access to many 114

browser-specific pieces of information such as installed 115

fonts [14], plugins [12], [13], and screen attributes [13], [14]. 116

Moreover, it also facilitates further identification through 117

various APIs such as the Canvas API [15], [16], the WebGL 118

API [10], and theWebAudio API [17] bymaking the browser 119

render complex images, animations, or process audio signals 120

to produce specific outputs. 121

However, as these are also common API calls that are 122

employed for the functionality of websites, detecting the 123

intention behind their usage may not always be clear, posing 124

a challenge to its detection [18]. While users can disable 125

JavaScript entirely, doing so often breaks site functionality 126

and renders many websites unusable [19]. On the other hand, 127

reducing browser fingerprinting to JavaScript APIs would 128

be unfair considering that even when JavaScript is disabled, 129

several studies reported CSS-based fingerprinting methods 130

[20], [21], [22]. Similarly, although JavaScript does not 131

provide an API for retrieving the browser extensions, several 132

studies reported various workarounds for fingerprinting 133

browser extensions [23], [24], [25]. 134

The recent developments have escalated the privacy 135

concerns of internet users and increased the demand for anti- 136

tracking measures. Some of the major browsers took concrete 137

steps in order to address these concerns. For example, Brave 138

started to interfere with Canvas API output [26]. As a result, 139

fingerprints became more prone to changes. This shift has, 140

in turn, led to greater significance for fingerprinting methods 141

that introducemitigation strategies against these kinds of anti- 142

tracking measures. 143

One of the ways of improving the durability of finger- 144

prints is by associating evolved fingerprints with matching 145

candidates selected from the set of previous fingerprints. 146

In his large-scale study in 2010, Eckersley [12] formulated 147

a basic fingerprint matching algorithm, which constituted 148

the first attempt to link fingerprints. Each new fingerprint 149

was compared against the set of previously encountered 150

fingerprints. If a single candidate differed by only one 151

attribute, the algorithm further checked whether the differing 152

attribute belonged to either: (1) the set of attributes allowed 153

to change regardless of value, or (2) the set of attributes 154

permitted to change only if the string similarity ratio exceeded 155

85%. 156
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The study did not measure the tracking time; however, the157

accuracy and the precision rates were mentioned as 65% and158

99.1%, respectively.159

In 2018, Vastel et al. proposed FP-Stalker that used160

16 browser attributes [8] and aimed to improve on Panop-161

ticlick through a rule-based and a hybrid fingerprint matching162

algorithm. They imposed seven constraints in the rule-163

based algorithm, deeming the first three of the seven rules164

non-negotiable. However, the remaining four were more165

flexible in comparison. Nevertheless, the rules were too166

specifically tailored according to the observations gained167

from the data available. Moreover, covering all possibilities168

exhaustively with predetermined rules was found to be169

infeasible. Therefore, they employed a machine learning170

model in the second step of the hybrid algorithm, which171

is preceded by the enforcement of the first three rules172

of the rule-based algorithm as the first step. They also173

implemented Eckersley’s [12] simple algorithm to compare174

with their approaches. The hybrid algorithm attained the175

best performance, while the rule-based algorithm managed176

to outperform Eckersley’s algorithm.177

On the other hand, Li et al.’s million-scale measurement178

study, in which they tested the performance of FP-Stalker179

demonstrated that the hybrid algorithm suffers from sig-180

nificant scalability issues [27]. Moreover, even though the181

rule-based algorithm was comparatively more scalable, its182

performance was still inadequate. Later, Pugliese et al.183

evaluated the effect of optimizing feature sets and removing184

version information on fingerprint stability [28]. They185

managed to double the tracking time of FP-Stalker on186

average. However, tailoring the feature set to maximize the187

tracking time rendered more than 10 browsers less trackable.188

The limitations of the rule-based approaches mentioned189

above and the infeasibility of the learning-based approaches190

imply that a research direction on fingerprint durability and191

usability would yield a valuable contribution to the field,192

which we aim to address in this paper.193

III. METHODOLOGY194

In this section, we describe the implementation of Thresh-195

oldFP and how it is employed to achieve a longer tracking196

time, that is, the period for which a fingerprint is traced.197

A. GENERAL WORKFLOW198

In this section, the general workflow of the system will199

be explained. To provide a clear and comprehensive under-200

standing of the workflow, a flowchart is shown in Figure 1,201

which summarizes the decision-making process in a compact202

manner. For a more detailed representation, Figure 2 provides203

a visual diagram that illustrates the interactions between the204

different stages of ThresholdFP.205

The set of active fingerprints is the collection of a user’s up-206

to-date fingerprints and is initially empty. Once a fingerprint207

is introduced, our framework first checks whether it lies208

in the set of active fingerprints. If so, it is marked as209

safe. Else, we check whether it is a previously encountered210

FIGURE 1. Overview of the decision-making flow in ThresholdFP.

fingerprint. If this is true, then it points out that the fingerprint 211

was an active one before, but was later discarded from the 212

set, meaning that until now, it was considered to be an 213

outdated fingerprint that has been succeeded by a newer 214

one. To follow up, a remediation process is applied to take 215

corrective measures. The remediation process is explained 216

in more detail in Section III-E. If the fingerprint is neither 217

an active nor an outdated one, then it must be recorded for 218

the first time. It can be (a) an evolved version of a previous 219

fingerprint or (b) an unknown fingerprint from a completely 220

new browser instance. To decide if the fingerprint can be 221

linked to a previous fingerprint, a threshold-based algorithm 222

is employed. If the algorithm is able to find candidates, 223

then the candidate that shares the greatest similarity with the 224

fingerprint is regarded as the predecessor of the fingerprint. 225

Thereafter, the predecessor fingerprint is removed from the 226

set of active fingerprints and the successor fingerprint is 227

added in its place. Otherwise, if no such candidate is found, 228

the fingerprint is treated as a new one. 229

B. OBTAINING THE FINGERPRINT HASH 230

Firstly, FingerprintJS, which is an open-source JavaScript 231

library for fingerprinting, is loaded in the client’s 232

browser [29]. The default settings do not include the user 233

agent header in the hash; however, the user agent header 234

holds crucial information regarding the browser brand, 235

version, operating system, and operating system version. 236

Furthermore, several large-scale studies such as Panopticlick 237
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FIGURE 2. Overview of the threshold algorithm.

by Eckersley [12], AmIUnique by Laperdrix et al. [9], and238

Hiding in the Crowd by Gómez-Boix et al. [11] investigated239

the individual uniqueness of fingerprint attributes using240

Shannon’s entropy, and suggested that high entropy values241

implied higher uniqueness. User agent was ranked the second,242

third, and second most unique attribute in these studies,243

respectively. In light of these factors, the user agent header244

was deemed valuable enough to be incorporated in the final245

hash in our work.246

C. THRESHOLD-BASED ALGORITHM247

Fingerprint hashes offer an efficient way to compare client248

information. However, even a single change that stems from249

the unstable nature of a browser attribute can result in a com-250

pletely new hash. Hence, hashes provide little information251

on the amount and significance of the changes that have252

occurred. Consequently, we formed a heuristic algorithm253

which is based on a scoring system that tolerates the changes254

until the threshold is exceeded. In other words, the algorithm255

connects new fingerprint instances to previously observed256

ones in order to extend the tracking time. Algorithm 1257

is provided to display a high-level implementation of the258

approach.259

To put this heuristic algorithm into practice, each attribute260

is associated with a dynamic score that is inversely pro-261

portional to the number of times it evolves throughout user262

logins. Each individual score is intended to quantify the263

instability of a given attribute. The exact calculation of the264

attribute scores is demonstrated in Algorithm 2.265

Apart from the attribute scores, we also keep the scores 266

of fingerprints. At the time of their introduction, the score 267

of each fingerprint is initialized to zero. If the algorithm 268

can link the new fingerprint to a preceding fingerprint, 269

that is, if the sum of the current score of a preceding 270

fingerprint and the difference score between that and the 271

new fingerprint is smaller than the threshold, a parent- 272

child relation is formed between the previous and the new 273

fingerprint, and the score is passed on to the child fingerprint. 274

Later on, the child fingerprint can have its own descendant 275

fingerprint if a new fingerprint can be linked to it. Then, the 276

new fingerprint inherits the accumulated score and joins the 277

lineage. The chronologically linear sequence of fingerprints 278

that were found related to each other will be addressed 279

as a lineage throughout this article. If there are multiple 280

candidates that satisfy the conditions, the one which produces 281

the minimum difference score with the new fingerprint is 282

selected. Formally, the transmission of score to descendants 283

could be described as the following: 284

scorechild = scoreparent + f (child, parent) (1) 285

where f is a function that corresponds to 286

differenceScore in Algorithm 1. It finds the set of 287

attributes whose values differed between the two fingerprints 288

and calculates the overall change score by summing the 289

individual scores of the attributes. 290

D. CATEGORIZING FINGERPRINTS 291

The fingerprints of a user are classified into one of the three 292

following categories: (1) appearance of an active fingerprint, 293
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Algorithm 1 Linking Fingerprints to the Most
Relevant Predecessor
Function differenceScore(fpAttributes,
fpAttributes2):
sum← 0
for attribute ∈ fpAttributes do

val1← fpAttributes[attribute]
val2← fpAttributes2[attribute]
if val1 ̸= val2 then

sum← sum+ attributeScores[attribute]
end

end

return sum

Data: newFP ̸= null
minChangeScore← 100
parentFP← None
for activeFP ∈ ActiveFPs do

score← currentScore[activeFP]+
differenceScore(newFP, activeFP)
if score < threshold then

if score < minChangeScore then
minChangeScore← score
parentFP← activeFP

end
end

end

if parentFP is not None then
ActiveFPs← ActiveFPs− {parentFP}
descendantDict[parentFP]← newFP
currentScore[newFP]← score

else
currentScore[newFP]← 0

end
ActiveFPs← ActiveFPs+ {newFP}

(2) reappearance of an outdated fingerprint, and (3) a new294

fingerprint.295

1) APPEARANCE OF AN ACTIVE FINGERPRINT296

The set of active fingerprints is familiar to the system and are297

not considered a potential threat. They are marked as benign298

upon their arrival.299

2) REAPPEARANCE OF AN OUTDATED FINGERPRINT300

A fingerprint is a part of outdated fingerprints if it is among301

the set of fingerprints encountered so far but is not included302

in the set of active fingerprints. Such a case occurs if the303

threshold algorithm determines that fpnew is linked to some304

fpprevious in the set of active fingerprints.305

The algorithm’s finding relevance between a previous306

fingerprint and a more recent one has two implications:307

Algorithm 2 Calculating Individual Attribute Scores
Data: attributes← set of all fingerprinting attributes
attributeScores← {}
attributeChanges← {a : 0,∀a ∈ attributes}
totalChanges← 0

for fpAttributes1 ∈ userFPs do
for fpAttributes2 ∈ userFPs− {fpAttributes1} do

anyChanges← false
for attribute ∈ fpAttributes1 do

val1← fpAttributes1[attribute]
val2← fpAttributes2[attribute]
if val1 ̸= val2 then

attributeChanges[attribute]←
attributeChanges[attribute]+ 1
anyChanges← true

end
end

if anyChanges then
totalChanges← totalChanges+ 1

end
end

end

for attribute ∈ attributes do
attributeChange← attributeChanges[attribute]
percentage← attributeChange

totalChanges × 100
attributeScores[attribute]← 100−percentage

end

• Both fingerprints have originated from the same browser 308

instance. 309

• There has been a relatively small change in the attributes 310

of the browser instance since the previous fingerprint 311

made its last appearance. The more recent fingerprint is 312

the newer version of the browser instance’s fingerprint 313

and there is a predecessor-successor relation between 314

the two fingerprints. The terms predecessor-successor 315

and parent-child are used interchangeably throughout 316

the paper. 317

In this work, we assume that each browser instance has at 318

most one active fingerprint at any given time. However, if a 319

fingerprint that was previously labeled as outdated reappears, 320

it suggests that although a newer fingerprint had been 321

marked as its successor based on similarity—leading to the 322

original being marked as outdated—the two were not actually 323

related. This indicates that the threshold algorithm reached a 324

wrong conclusion about their connection. This category of 325

fingerprints will be addressed as mislinked fingerprints 326

for the remainder of the paper. Such cases may result 327

from frequent or reversible changes, whether intentional or 328

unintentional, that initially do not exceed the algorithm’s 329
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FIGURE 3. An example sequence of fingerprints from a single user,
illustrating how the threshold algorithm updates the active set and
lineage structure over time.

tolerance threshold, leading it to infer a successor relation-330

ship. However, the fingerprint may occasionally revert to331

its former state, resulting in a reappearance. Ultimately, this332

category requires a remediation process, but, similar to the333

first category, it does not raise concerns surrounding an334

unfamiliar new browser instance. The remediation process335

will be elaborated in Section III-E.336

3) NEWLY INTRODUCED FINGERPRINTS337

This category includes fingerprints that have not previously338

been encountered. New fingerprints could result from two339

different reasons: a familiar browser instance producing a340

new fingerprint due to natural evolution, or an unfamiliar341

browser instance being introduced. Differentiating the former342

and the latter cases is not a straightforward task and demands343

a more complex approach than simple predetermined rules.344

Consequently, we employed the threshold algorithm to decide345

whether the new fingerprint can be associated with a previous346

fingerprint. In that case, the new fingerprint is marked as the347

successor of the previous one. These fingerprint pairs will348

be referred to as linked throughout this work. Otherwise,349

an unknown browser instance is believed to be used and the350

website is informed in case any additional security measures351

need to be imposed. Finally, this new fingerprint is integrated352

into the set of active fingerprints of the user.353

An illustrative example of how these fingerprint categories354

emerge in practice is provided in Figure 3. The figure355

demonstrates a sequence of fingerprints collected from a356

single user over five discrete time steps, and how each is357

classified into one of the three defined categories. It also358

shows how these classifications affect the set of active359

fingerprints and the lineage structure maintained by the360

threshold algorithm.361

In both Figures 3 and 4, each box represents a fingerprint362

collected at time step t (indicated in the top-left corner), with363

the fingerprint hash shown inside. Below each box, active364

indicates the set of active fingerprints after processing the365

fingerprint, and lineages shows the updated lineage structure.366

• t = 1: Fingerprint ‘‘a’’ is observed for the first time.367

Since there are no previous fingerprints, it is classified as368

a new fingerprint (Category 3). It is added to the active369

set, and a new root node is created for it in the lineage370

structure.371

• t = 2: Fingerprint ‘‘a’’ appears again. This fingerprint372

exactly matches the current active fingerprint from the373

previous step. It is therefore classified as an appearance374

FIGURE 4. A remediation scenario.

of an active fingerprint (Category 1). No updates are 375

made to the active set or the lineage. 376

• t = 3:A newfingerprint (Category 3) ‘‘b’’ arrives. The 377

algorithm determines that ‘‘b’’ is sufficiently similar to 378

the active fingerprint ‘‘a’’, and considers it a possible 379

update. As a result, the active set is updated by replacing 380

‘‘a’’ with ‘‘b’’, and the lineage structure is updated by 381

linking ‘‘b’’ as a successor of ‘‘a’’. 382

• t = 4: Another new fingerprint (Category 3), ‘‘c’’, 383

is received. However, it is not similar enough to any 384

existing fingerprint in the active set. Since it cannot be 385

linked to a known fingerprint, it is marked as unknown, 386

and this status is returned to the caller. Then, it is added 387

to the active set, and a new root node is created for it in 388

the lineage structure. 389

• t = 5: Fingerprint ‘‘a’’ reappears. At this point, ‘‘a’’ 390

was previously removed from the active set after being 391

linked to ‘‘b’’ as its assumed successor. However, the 392

reappearance of ‘‘a’’ indicates that this assumption was 393

incorrect. If ‘‘b’’ had truly been a successor of ‘‘a’’, 394

then no further instances of ‘‘a’’ would be expected. 395

Therefore, ‘‘a’’ is classified as a reappearance of an 396

outdated fingerprint (Category 2). The algorithm adds 397

‘‘a’’ back to the active set and removes the previously 398

established parent-child link between ‘‘a’’ and ‘‘b’’ in 399

the lineage structure, treating them as independent root 400

fingerprints. 401

E. REMEDIATION PROCESS 402

As mentioned in Section III-D2, the comeback of a 403

fingerprint that was marked as outdated necessitates some 404

corrections. Such a fingerprint can have: 405

no ancestors but descendants 406

both ancestors and descendants 407

No case without descendants is possible, because then 408

the reappeared fingerprint would not have been labeled as 409

outdated in the first place. 410

The treatment of both cases is identical. Firstly, the 411

parent-child relationship between the reappeared fingerprint 412

and the descendant one is broken. Then, the current score 413

of the descendant, which is the sum of the scores of the 414

changed attributes between the reappeared fingerprint and 415

the descendant, is reverted back to 0. If the descendant has 416

descendants itself, then throughout the whole lineage, the 417

same amount is subtracted from the scores of remaining 418

descendants to negate the effect of the parent fingerprint. 419
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The reason the same resolution applies to the second420

case is that the relationship between the ancestor and the421

reappeared fingerprint is not a part of the erroneous decision.422

Consequently, ancestor fingerprints should preserve the link423

to the reappeared fingerprint.424

Figure 4 is provided to depict a scenario in which the425

reappeared fingerprint has both an ancestor and a sequence426

of descendants. At t = 2, Fingerprint ‘‘b’’ is linked to427

Fingerprint ‘‘a’’ and is assigned the difference score between428

them, which is calculated as 10. After that, Fingerprint ‘‘c’’429

arrives. Likewise, it is linked to Fingerprint ‘‘b’’. It inherits430

the score of Fingerprint ‘‘b’’, and a difference score of 15 is431

added on top of that, accumulating Fingerprint ‘‘c’’’s score to432

25 as demonstrated in the figure. This score is passed on to433

Fingerprint ‘‘d’’ after it gets linked to Fingerprint ‘‘c’’, with434

an addition of 20 in regards to their difference score. At the435

end, Fingerprint ‘‘b’’ is observed to make a reappearance.436

This does not disrupt its logical relevance to Fingerprint ‘‘a’’;437

therefore, its score and link to Fingerprint ‘‘a’’ are preserved.438

On the other hand, although the bond between Fingerprint439

‘‘c’’ and Fingerprint ‘‘d’’ remains intact, they are revealed to440

be unrelated to Fingerprint ‘‘b’’ by this recent development.441

Thereafter, the link between Fingerprint ‘‘b’’ and Fingerprint442

‘‘c’’ is broken, creating another lineage with Fingerprint ‘‘c’’443

as the root and Fingerprint ‘‘d’’ as its child. Finally, the score444

of Fingerprint ‘‘c’’ is subtracted from the score of Fingerprint445

‘‘d’’, and then Fingerprint ‘‘c’’’s score is reset to 0 in order446

to cancel the contribution of the erroneous link.447

IV. DATASETS & RESULTS448

In this section, a comprehensive view of the datasets is449

offered, and the results of the study are delivered. In this450

context, ‘‘linking’’ refers to the act of associating a newly451

received fingerprint with a previously seen one, forming a452

continuity chain or lineage of fingerprints that are presumed453

to belong to the same browser instance.454

A. EVALUATION METRICS455

In this section, the evaluation metrics used to assess the456

performance of our work are defined.457

• True Positive (TP): Number of linked fingerprint458

pairs where the parent and child have the same459

browser label, in other words, number of accurate links460

established between fingerprints.461

• Estimated True Positive (ETP): Number of linked462

fingerprints minus number of mislinkedfingerprints.463

• False Positive (FP): Number of linked fingerprint464

pairs where the parent and child have different browser465

labels, in other words, number of pairs between which466

the threshold algorithm formed an inaccurate link.467

• Precision: The ratio of the number of true positives (TP)468

to that of all positive predictions, i.e., the sum ofTP+FP.469

Precision =
TP

TP+ FP
(2)470

• Estimated Precision: The ratio of the number of 471

estimated true positives (ETP) to that of all positive 472

predictions, i.e., the sum of TP+ FP. 473

Estimated Precision =
ETP

TP+ FP
(3) 474

• Tracking Time: Time passed between the first 475

encounter of the root ancestor and the last encounter 476

of the latest descendant in a fingerprint lineage. To put 477

it differently, the amount of time that a fingerprint, 478

specifically the root ancestor in a lineage, can be 479

identified. 480

• Matching Time: Time to process and return a decision 481

for a single fingerprint, that is, a decision on whether it 482

can be linked to a previous one or not. 483

Our hypothesis is that as the threshold increases, the 484

algorithm tolerates more changes, which in turn extends 485

the tracking time. However, this increased tolerance might 486

lead to the establishment of inaccurate links between finger- 487

prints. As a result, both precision and estimated precision 488

are expected to deteriorate. This trade-off highlights the 489

importance of optimizing the threshold value to achieve a 490

balance between the metrics. This, in fact, is what we analyze 491

in the rest of this section. 492

B. DATASETS 493

The same set of fingerprint attributes was collected for both 494

of the datasets. Tables 6 and 7 in the Appendix provide an 495

explanatory overview of the fingerprint attributes used. The 496

descriptions and examples provided for the attributes in the 497

table are prepared in accordance with the source code of 498

FingerprintJS library and the ‘‘Web APIs’’ page of Mozilla 499

Developer Network [30], and may correspond to different 500

information in different resources. 501

Moreover, individual scores of attributes that are used in 502

the threshold algorithm, as well as the normalized Shannon 503

entropy for each of them, were computed separately for each 504

dataset and are listed in Table 1 and Table 2. 505

The individual attribute scores are calculated based on how 506

frequently each attribute changes across a user’s fingerprint 507

visits. Attributes that change less frequently are assigned 508

higher scores, reflecting their stability and their contribution 509

to fingerprint durability. 510

The Shannon entropy values, in contrast, are included 511

for descriptive purposes only and are not used in the 512

scoring process. Entropy is computed from the distribution 513

of attribute values across all users in the dataset and reflects 514

attribute uniqueness. A loose inverse relationship between 515

the attribute scores and the Shannon entropy values has been 516

observed. This is an expected trend, though not guaranteed, 517

as the twometrics capture different aspects: temporal stability 518

for attribute scores and global uniqueness for entropy. 519

1) INSTITUTIONAL DATASET 520

This dataset was collected through the website of an ICT 521

(Information and Communications Technology) company 522
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TABLE 1. Normalized Shannon entropy and calculated scores of
attributes in the institutional dataset.

based in Türkiye. The dataset consists of 271,000 fingerprints523

of 32,052 users that were collected over a period of524

5.5 months between May 2023 and October 2023. 35,578525

out of 271,000 fingerprints that were retrieved from mobile526

devices were excluded from the study, leaving 28,467 users.527

Every fingerprint instance in the dataset has a unique user528

identifier of the account owner; however, the dataset does not529

include browser identifiers such as cookies. Although many530

browser fingerprinting studies in the domain rely on cookies531

as ground truth [9], [11], [12], they were recently shown to be532

unreliable for use as identifiers [27]. Similarly, Pugliese et al.533

emphasized the inadequacy of cookies for constituting534

reliable identifiers and employed a user-level identifier535

instead [28]. Nevertheless, due to the lack of browser536

identifiers, the performance of the threshold algorithm on the537

institutional dataset was evaluated via an estimation metric,538

which will be further elaborated in Section IV-C1.539

Table 1 features the scores and normalized Shannon540

entropy values calculated for attributes with respect to this541

dataset.542

TABLE 2. Normalized Shannon entropy and calculated scores of
attributes in the volunteer dataset.

2) VOLUNTEER DATASET 543

This labeled dataset of 5,774 fingerprints was collected from 544

volunteers at an academic institution, most of whom were 545

undergraduate students. The participants were instructed 546

to visit a fingerprinting website that collects the same 547

fingerprinting attributes as those present in the former dataset 548

on a daily basis from two different devices between March 549

7 and May 19, 2024. Unlike the former dataset, each 550

fingerprint was labeled with the name of the device by the 551

participants themselves, in efforts to compile a dataset with 552

which not the estimated but the exact performance of the 553

threshold algorithm could be measured. The dataset was 554

filtered to exclude 70 instances where a different browser 555

was utilized on the same device, to ensure that the labels 556

identify single browser instances and establish a reliable 557

ground truth, with each device label also serving as a browser 558

label/identifier. 559

The individual scores and normalized Shannon entropy 560

values computed for the fingerprint attributes based on this 561

dataset are presented in Table 2. 562
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TABLE 3. Distribution of operating systems across two datasets.

TABLE 4. Distribution of browsers across two datasets.

C. RESULTS ON THE INSTITUTIONAL DATASET563

This section presents the performance of ThresholdFP on564

the institutional dataset, measured by precision and tracking565

time.566

1) PRECISION567

As mentioned in Section III-D2, the threshold algorithm may568

occasionally establish incorrect bonds between fingerprints.569

However, since the fingerprints were received without any570

label or attribute that could act as ground truth, another571

way of measurement was needed to unravel the errors of572

the threshold algorithm. Hence, the number of reappeared573

outdated fingerprints, which account for errors that had574

observable consequences, was measured as an estimation of575

the number of errors.576

In order to test how ancestor selection in cases of multiple577

candidates performs, three variants of the threshold algorithm578

were implemented. The earliest variant selects the579

fingerprint that comes first in chronological order, the min580

variant selects the fingerprint that has the minimum differ-581

ence score with the successor, and lastly, the max variant582

selects the fingerprint that has the maximum difference score583

with the successor. Figure 5 displays the precisions of all three584

variants of the threshold algorithm.585

The reason behind the similar results has been observed586

to be that there is a single parental candidate in most of587

the cases. Therefore, the method of ancestor selection does588

not matter significantly. Nevertheless, we proceeded with the589

min variant for the comparative analysis, as it was both the590

most intuitive and the best-performing variant.591

2) TRACKING TIME OF FINGERPRINTS592

The tracking time is calculated for fingerprint lineages593

consisting of at least two fingerprints. The root fingerprint’s594

first recorded arrival time and the leaf fingerprint’s last595

recorded arrival time constitute the boundaries for the596

FIGURE 5. Estimated precision of three threshold algorithm variants on
the institutional dataset.

FIGURE 6. Average tracking time of three threshold algorithm variants on
the institutional dataset.

calculation, and the duration between them is measured as 597

the tracking time of the root fingerprint. 598

In order to compare the results of our work to a baseline, the 599

average duration of the fingerprints without any algorithmic 600

intervention was calculated. For every fingerprint, its initial 601

appearance marked the kickoff time. After that, the time until 602

a completely new fingerprint that was not encountered before 603

arrived was measured. The time calculated was regarded as 604

the original duration of the fingerprint. The process was 605

repeated for every fingerprint, and the average time was 606

obtained as 19.1 days. Here, we assumed that all of the 607

previously seen fingerprints are remembered and not treated 608

as new, allowing for the maximization of the measurements, 609

which yields the best-case performance of the baseline. 610

Figure 6 displays the performance of all three variants 611

of the threshold algorithm across different thresholds. The 612

baseline duration is a constant value that is not dependent on 613

the threshold. 614

In line with the precision results, the average duration 615

of the fingerprints did not remarkably differ between the 616

algorithm variants. The curve followed a generally increasing 617

trend, and the best performance was obtained by the min 618
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FIGURE 7. Precision and estimate precision of three threshold algorithm
variants on the volunteer dataset.

variant. An average tracking time of 40.6, 55.7 and 57.6 days619

was recorded when threshold was set to 10, 40 and 80,620

respectively. All three versions managed to extend the621

tracking time to more than two to three times the original622

duration of 19.1 days, depending on the threshold.623

D. RESULTS ON THE VOLUNTEER (LABELED) DATASET624

This section presents the performance of ThresholdFP on625

the volunteer dataset in terms of precision and tracking time.626

Unlike the figures for the previous dataset, the figures for627

the volunteer dataset start the threshold from 16 instead of628

10. Since the smallest attribute score is 15.56, the difference629

scores calculated between fingerprints always exceed the630

limit when the threshold is set to values lower than this631

score, and consequently, no link gets established. Therefore,632

precision and tracking time were measured only for threshold633

values larger than 15.634

1) PRECISION635

Besides the precision estimation in Section IV-C1, an exact636

measurement of the ThresholdFP’s precision on this dataset637

was made possible by the availability of browser labels.638

As evident in Figure 7, the actual precision and the639

estimated precision differed significantly: the actual pre-640

cision never dropped below 99%, whereas the estimated641

precision experienced sharp declines and started to stabilize642

around 70%. Measurement of the estimated precision on643

the institutional dataset did not produce such an outcome,644

however. It remained above 94% even at high thresholds645

as depicted in Figure 5. A possible explanation for such646

FIGURE 8. Average tracking time of three threshold algorithm variants on
the volunteer dataset.

dissimilar observations in the results of two datasets may 647

lie in the population of the datasets, more specifically, 648

the distribution of operating systems and browser brands, 649

featured in Table 3 and Table 4, respectively. Considering that 650

estimated precision decreases as the number of mislinked 651

fingerprints increase, some operating systems or browser 652

brands with built-in privacy features (e.g., Safari), which 653

are more prevalent in this dataset, might be interfering with 654

the fingerprinting results, leading to an escalated number of 655

mislinked fingerprints. We leave this as future work. 656

2) TRACKING TIME OF FINGERPRINTS 657

The tracking time of ThresholdFP on the volunteer 658

dataset was measured with the same approach discussed in 659

Section IV-C2. 660

Figure 8 displays that the min variant and the earliest 661

variant alternately took the leading position, unlike the 662

corresponding results for the first dataset where the min 663

variant consistently maintained the top position. At the 664

smallest and the largest thresholds, the average tracking 665

time attained with the min variant was 42.1 and 52.4 days. 666

In between, it was observed to peak around threshold values 667

32 and 52, corresponding to 50.1 and 50.5 days of average 668

tracking time, respectively. 669

E. COMPARATIVE ANALYSIS 670

For our comparative analysis, we picked two major studies, 671

namely FP-Stalker by Vastel et al. [8] and Panopticlick by 672

Eckersley [12]. This section breaks down the process of 673

applying their methods to our datasets and provides a com- 674

parison of the results. The common contributive characteristic 675

of these two studies is that they investigated means of linking 676

fingerprints to extend the tracking duration. Although there 677

are some other studies on linkability such as [27] and [28], 678

and some industrial tools [5] for fingerprinting, they either 679

discuss some optimizations and empirical results, rather than 680

proposing algorithmic novelty, or are not replicable using 681

existing datasets. 682
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Eckersley proposed a simple algorithm in 2010 which683

examines if a previous fingerprint may have evolved into684

the newly arrived fingerprint. He makes use of 8 attributes,685

namely: user agent, accept, cookies enabled,686

screen resolution, timezone, plugins, fonts,687

and local storage. The algorithm compares the pre-688

vious fingerprints with the new fingerprint to check which689

attribute values have changed. If only one attribute is690

changed, the previous fingerprint is considered a candidate.691

After all of the previous fingerprints are considered, if there692

is a single candidate, the new fingerprint is linked to it if693

one of the following holds: (1) the changed attribute belongs694

to the set {cookies enabled, screen resolution,695

timezone, local storage} or (2) the attribute values696

bear a similarity value above 0.85.697

In 2018, Vastel et al. proposed FP-Stalker, introducing one698

completely rule-based algorithm and one hybrid algorithm,699

which combines the rule-based one with machine learning700

methods to match new fingerprints with already encountered701

ones. The rule-based algorithm applies a predetermined set702

of seven rules, whereas the hybrid algorithm first applies the703

first three rules of the rule-based algorithm and then employs704

a random forest model. The hybrid algorithm was observed705

to perform better but was found to be unscalable [27];706

therefore, we proceeded with the rule-based algorithm in the707

comparative analysis.708

There were a number of fundamental differences between709

the previous studies and our approach. Firstly, while a few710

attributes, namely DoNotTrack, accept and encoding711

are not available within our datasets, they include signifi-712

cantly more attributes than FP-Stalker and Panopticlick.713

Thus, not only do the studies not share the same set of714

attributes, but also the algorithms of Vastel et al. and715

Eckersley were heavily dependent on the collected attributes.716

For instance, a subset of attributes is allowed to change,717

whereas another subset of attributes is permitted to change718

only if the change ratio is below a certain threshold, and719

for some attributes, the algorithm mandates no changes.720

Thus, assigning the extra attributes collected in our study721

to one of such subsets arbitrarily, in an effort to make a722

complete adaptation would have introduced subjectivity and723

risked inconsistency. As a result, in order to implement both724

algorithms accurately, the dataset was cleared of the extra725

attributes, leaving only the set of attributes present in each726

of the studies. Both of the algorithms were adapted from the727

GitHub repository referenced in the FP-Stalker study.1728

Secondly, Panopticlick leveraged HTTP cookies for729

browser identification that were persistent up to threemonths.730

In FP-Stalker, the users had installed browser extensions731

that uniquely identified the browser instance. As mentioned732

earlier, the institutional dataset includes a user identifier733

number, but unlike the volunteer dataset, it does not contain734

a device or browser identifier. As the estimated precision735

metric proposed earlier is specific to the threshold algorithm,736

1Open source at: https://github.com/Spirals-Team/FPStalker

the precision measurement of previous work was only 737

applicable to the volunteer dataset. Additionally, under some 738

conditions, the rule-based algorithm of FP-Stalker imposes 739

an additional homogeneity check for the browser identifiers 740

of the candidates, which was suitable for the volunteer 741

dataset but not for the institutional dataset. Therefore, to be 742

able to compare the performances of all algorithms on the 743

institutional data, two variants of the rule-based algorithm 744

were evaluated, one yielding an upper bound and the other 745

yielding a lower bound on the tracking time. The first variant 746

is configured to always act as if the candidates belong 747

to the same browser. This results in a maximum tracking 748

duration. Conversely, the second variant proceeds as if the 749

homogeneity check always fails, which keeps the number of 750

links and the tracking time at a minimum. 751

Finally, Eckersley and Vastel et al. compare the new 752

fingerprint with the whole set of fingerprints received so 753

far, whereas, due to our use case, we only compare the new 754

fingerprint to the previous fingerprints of the corresponding 755

user. Thus, the algorithms proposed by Eckersley and 756

Vastel et al. were modified to incorporate this consideration. 757

1) AVERAGE TRACKING TIME 758

Table 5 summarizes the average tracking time of the 759

algorithms on both datasets. For the comparison, Thresh- 760

oldFP’s threshold value was set to 40 and 32 for the 761

institutional dataset and the volunteer dataset, respectively. 762

These threshold values were determined independently for 763

each dataset based on the empirical testing presented in the 764

Datasets & Results section, balancing the trade-off between 765

precision and tracking time to achieve optimal performance. 766

The best performance for the average tracking time on the 767

institutional dataset was achieved by ThresholdFP with 768

55.7 days and over 98% estimated precision. Since the 769

estimated precision was specifically designed to account 770

for the mistakes of the threshold algorithm, it was not 771

applicable to the other linking algorithms. Panopticlick 772

surpassed the lower bound of FP-Stalker by 7.5 days, but FP- 773

Stalker’s upper bound managed to outperform Panopticlick 774

by 10.3 days. Regarding the analysis with the volunteer 775

dataset, the algorithms were observed to perform better 776

than on the institutional dataset, relative to the span of 777

the data collection. This might be rooted in the frequency 778

and the regularity of the data collection: fingerprints in the 779

volunteer dataset were collected almost every day. Similar 780

to the results for the institutional dataset, ThresholdFP 781

outperformed the other two studies with 50.1 days of average 782

tracking time. In the volunteer dataset, as the ground truth was 783

available, FP-Stalker could be adapted faithfully, allowing 784

for the homogeneity check mentioned above and therefore, 785

rendering the exact performance measurement possible. 786

In contrast to the findings of Vastel et al. [8], Panopticlick 787

displayed better performance than FP-Stalker, exceeding it 788

by 6.8 days. On the other hand, the findings demonstrated 789

that FP-Stalker achieved a precision of 97.6%, whereas 790

Panopticlick achieved a precision of 92.3%. Surpassing 791
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TABLE 5. Comparison of the average tracking time obtained in number of
days by ThresholdFP and previous work.

both, ThresholdFP obtained an almost perfect precision of792

99.5%793

Across both datasets and all three prior methods (Panop-794

ticlick, FP-Stalker-upper, FP-Stalker-lower),ThresholdFP795

consistently achieved longer tracking durations. The relative796

increase ranged from 24.33% (compared to the FP-Stalker797

upper bound) to 106.30% (compared to the FP-Stalker798

lower bound) on the institutional dataset, with Panopticlick799

comparisons and all corresponding results from the volunteer800

dataset also falling within this range. We report this as a801

representative performance range in the Abstract.802

2) SCALABILITY803

Li et al. [27] demonstrated that FP-Stalker is not scalable804

in a large-scale setting. Their experiments show that with805

as few as 200,000 fingerprints, the rule-based algorithm806

struggles to meet the latency expectations of real-time807

bidding (RTB), where ad decisions are typically required in808

under 100 milliseconds [31].809

In our setting, as the user identifiers are provided together810

with the fingerprints, a new fingerprint is only compared811

to the user’s previous fingerprints. Therefore, we evaluated812

scalability based on the number of users instead of the813

number of fingerprints, since the latter did not consistently814

impact algorithm runtime in this setting. Matching time815

was measured in a realistic environment by adapting both816

algorithms to include database connections and associated817

overhead.818

The experiments were run on an AWS EC2 m6i.2xlarge819

instance with 32 GB DDR4 memory and an820

Intel® Xeon® Platinum 8375C (Ice Lake) processor with821

up to 3.5GHz turbo boost frequency.822

We used the lower-bound variant of FP-Stalker’s rule-823

based algorithm, although this choice does not affect the824

matching time measurements reported in our scalability825

evaluation.826

The average matching time remained consistently low for827

both algorithms, with values generally below 1 ms and only828

occasionally exceeding it, significantly under the 100 ms829

threshold required by RTB systems. To enable comparison830

with Li et al.’s findings [27], we note that at the 28k user mark831

on the x-axis, over 230,000 data points were processed in total832

for calculating the ‘‘average matching time’’ on the y-axis.833

While our approach introduces only a marginal increase834

in latency compared to FP-Stalker, it delivers a significant835

improvement in performance, extending the average tracking836

time by at least 24.3%. This notable gain highlights the837

FIGURE 9. Average decision time of ThresholdFP and FP-Stalker’s
rule-based algoritm for one fingerprint.

effectiveness of our algorithm, especially given that the 838

average matching time remains consistently within just 839

0.3-0.4 ms of FP-Stalker. The slight latency overhead is thus 840

a minimal cost for a substantial enhancement in tracking 841

longevity, making our method a compelling alternative. 842

V. DISCUSSION & THREATS TO VALIDITY 843

Although it is intuitive to expect a monotonically increasing 844

trend in average tracking time as the threshold increases, 845

our models occasionally demonstrated fluctuating behavior. 846

We identified several cases that contributed to such an 847

outcome. For instance, larger thresholds bear an elevated 848

chance of one fingerprint getting associated with another one 849

that would not normally be considered similar. Consequently, 850

as the difference scores that the threshold algorithm allows 851

grow larger, the threshold merit of the lineage might get used 852

up sooner, resulting in a shorter tracking time. Similarly, 853

since the algorithm becomes more tolerant, the number 854

of inaccurate links, which later get broken in remediation 855

processes, increases and it gives rise to shorter fingerprint 856

lineages. The combined effect of these cases may explain the 857

formation of local minima in the curves. 858

An important observation was that, even though the 859

volunteer dataset was gathered over a shorter period of time, 860

the measurements of average tracking time on this dataset 861

turned out to be close to, or even better than, those conducted 862

on the institutional dataset for all of the algorithms. This 863

outcome is in support of the finding of Vastel et al. that higher 864

collection frequency results in a higher average tracking time 865

for the rule-based algorithm and Eckersley’s algorithm. 866

Analyses across different datasets also show that individual 867

attribute scores and optimal threshold values may vary. Thus, 868

ThresholdFP is also dependent on data, just as the rival 869

mechanisms it was compared to. However, this dependency 870

is not continuous. When integrating ThresholdFP into a live 871

system, default scores and a provisional threshold value can 872

be used initially. As the system runs, the collected data can 873

be used for fine-tuning as an offline process, and then the 874

141520 VOLUME 13, 2025



E. E. Şamlıoğlu et al.: ThresholdFP: Enhanced Durability in Browser Fingerprinting

parameters can be updated. Alternatively, the system can first875

collect data to determine attribute scores and a threshold, and876

then initialize the algorithm using these values.877

The expected trade-off between precision and tracking878

time is evident in the results. In other words, while tracking879

time increases, precision decreases with threshold. The880

non-monotonic behavior of both tracking time and precision881

metrics may even be helpful to choose optimal threshold882

values based on the system administrator’s preference by883

picking threshold values of the right edges of the target metric884

value.885

In order to address possible limitations, we considered886

threats to internal, external, and construct validity:887

Threats to internal validity: For the reasons discussed888

in Section IV-E, the algorithms of Eckersley [12] and889

Vastel et al. [8], in their original shape, were not suitable for890

our analyses, rendering our intervention inevitable. Despite891

efforts to faithfully replicate the original algorithms, it is892

possible that unintentional errors were introduced during893

adaptation.894

Furthermore, the GitHub repository provided in895

Vastel et al.’s work was used as the source material. If there896

was a bug in the source code, it might have propagated to our897

adaptations.898

Threats to external validity: We analyzed the performance899

of all algorithms on two separate datasets that were collected900

independently. The institutional dataset was gathered by901

an ICT company, and the volunteer dataset had all of its902

participants from an academic environment. In addition to903

the population, the frequency of the data differed remarkably,904

reducing the chance of bias. The volunteer dataset consisted905

of fingerprints collected daily, with occasional exceptions,906

unlike the institutional dataset, which was composed of907

fingerprints collected at arbitrary times. Regardless of such908

differences, our approach performed the best in both of the909

comparative analyses employing either one of the datasets,910

and the performances of other algorithms were consistent911

across both datasets. Nevertheless, the participants in our912

study may not represent the broader user population, and our913

approachmight not yield the same performancewith different914

datasets.915

Additionally, the time span of data collection was916

2.5 months and 5.5 months, which might be deemed917

short in comparison to the prominent studies in the field.918

Finally, due to privacy reasons, we are unable to share the919

datasets, and that prevents the reproducibility of this work.920

Nonetheless, this is a common limitation in fingerprinting921

studies.922

Threats to construct validity: Since the fingerprints in923

the institutional dataset did not contain browser identifiers,924

we formulated an ‘‘estimated precision’’ metric, as explained925

in Section IV-A and Section IV-C1. There is a possibility that926

this metric might not model the actual precision successfully927

or that it might produce inflated results. However, the analysis928

on the volunteer dataset revealed that actual precision was929

significantly better than the estimate precision, as illustrated930

in Figure 7, indicating that the estimated precision was not an 931

overestimate of the actual precision. 932

VI. CONCLUSION 933

In this paper, we proposed ThresholdFP, a threshold-based 934

fingerprint linking algorithm, that associates new fingerprints 935

with previously encountered ones. Fingerprints can change 936

due to factors such as attribute instability, natural evolution, 937

and user intervention. ThresholdFP aimed to mitigate these 938

challenges in order to achieve an extended tracking time for 939

the fingerprints. 940

To evaluate ThresholdFP’s performance, two datasets 941

were generated and used. The first dataset was composed of 942

235,422 fingerprints collected over a span of 5.5 months. The 943

second data collection phase, lasting a total of 2.5 months, 944

was initiated to form a secondary dataset. Unlike the 945

first dataset, this one includes manually labeled browser 946

identifiers to be utilized as ground truth. In the end, the second 947

dataset contained 5,774 fingerprints in total. 948

To decide which strategy to follow when multiple can- 949

didates are present to associate with a fingerprint, three 950

variants of our threshold-based algorithm were created. 951

Furthermore, all three variants were compared against two 952

previous studies [8], [12], which also put forward rule-based 953

algorithms to link fingerprints. 954

A separate analysis was conducted for each of the datasets. 955

In the analysis of the first dataset, instead of an exact 956

measurement, upper and lower bounds were calculated for 957

FP-Stalker. This is due to the fact that the original algorithm 958

applied a check that was not applicable to our dataset. There- 959

fore, wemimicked its behavior tomaximize andminimize the 960

average tracking time, obtaining the upper and lower bounds, 961

respectively. The ThresholdFP variant that selects the can- 962

didate with the least difference to the new fingerprint yielded 963

the best performance when the threshold was set to 40. This 964

threshold value achieved an average tracking time of more 965

than 55 days, with an estimated precision of over 98%, com- 966

pared to 34.5 days by Panopticlick and 27 to 44.8 days by 967

FP-Stalker. 968

The same variant of ThresholdFP also achieved the 969

best performance on the second dataset, with 50.1 days 970

and 99.5% precision, surpassing Panopticlick and FP- 971

Stalker, which attained an average tracking time of 972

45.6 and 38.8 days, and a precision of 92.3% and 97.6%, 973

respectively. 974

VII. ETHICS CONSIDERATIONS 975

The attributes were obtained via FingerprintJS, which is a 976

well-known open-source browser fingerprinting library that 977

is widely utilized by websites all around the world [25]. Apart 978

from the attributes retrieved by FingerprintJS, no personal 979

information was gathered from the users. Hence, none of the 980

datasets contain any private information. 981

The attributes were already being collected for a browser 982

fingerprinting product employed by the ICT company due 983

to security reasons. Data collection for our experiment was 984
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TABLE 6. Fingerprint attributes (Part 1).

conducted under the existing consent agreements and setup.985

With regard to the volunteer dataset, the participants became986

a part of the experiment voluntarily after they were informed987

about the data collection and their consent was received.988

Moreover, our system was designed in accordance with989

data minimization principles, and the fingerprint attributes990

collected are unrelated to the services provided on the991

websites, thereby not facilitating any behavioral or personal992

profiling.993

VIII. ETHICAL IMPLICATIONS994

This work aims to improve the persistence of browser finger-995

prints to support legitimate security use cases, such as fraud996

detection, device verification, and secondary authentication.997

By increasing the effective lifespan of a fingerprint under998

benign changes (e.g., software updates, configuration shifts),999

services can maintain continuity of user recognition without1000

over-relying on fragile or user-resettable identifiers like1001

cookies.1002

However, we acknowledge that improving fingerprint 1003

durability also raises privacy concerns. In particular, more 1004

stable fingerprints may be exploited to facilitate long-term 1005

user tracking without consent, especially in contexts out- 1006

side security or authentication. In the wrong hands, these 1007

techniques could contribute to cross-site tracking, profiling, 1008

or surveillance that the user is not aware of. 1009

To mitigate these concerns, we emphasize that this 1010

method should only be deployed in trusted, security-sensitive 1011

environments where users already expect some form of 1012

browser recognition. It should not be used for behavioral 1013

advertising or user profiling. Fingerprint histories should be 1014

stored securely, with limited retention and scope. Developers 1015

and organizations applying this method should ensure 1016

transparency and allow users to inspect or reset browser 1017

associations when applicable. 1018

Additionally, users who wish to avoid fingerprint-based 1019

tracking may opt for browsers that actively interfere with 1020

or randomize fingerprint attributes. For example, Brave 1021
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TABLE 7. Fingerprint attributes (Part 2).

implements fingerprinting defenses by altering or reducing1022

the stability of key attributes [26]. Although we have not1023

empirically tested the effectiveness of these browsers against1024

our algorithm due to their absence in our dataset, their1025

design philosophy aligns with efforts to reduce linkability1026

over time and is therefore expected to reduce ThresholdFP’s1027

durability.1028

We believe that publishing this technique contributes to1029

the broader understanding of browser fingerprinting, both1030

to improve defenses and to inform ethical deployment. Our1031

intention is to support more robust and user-friendly authen-1032

tication systems, not to enable covert tracking. Continued1033

dialogue among browser developers, privacy advocates, and1034

the research community is essential to ensure fingerprinting1035

technologies are used responsibly.1036

IX. OPEN SCIENCE & AVAILABILITY1037

In line with the common practice in the domain, we are unable1038

to share our datasets because of privacy considerations.1039

Additionally, due to contractual obligations, we are unable1040

to share the artifacts.1041

APPENDIX 1042

Tables 6 and 7 list the fingerprinting attributes used in 1043

this study, along with their sources, descriptions, and 1044

representative example values. 1045
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