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ABSTRACT The number theoretic transform (NTT) provides a practical and efficient technique to perform
multiplication of very large degree polynomials typically found in fully homomorphic encryption (FHE),
lattice-based cryptography, and non-interactive succinct zero-knowledge proof systems such as zk-SNARK.
In this paper, we focus on this aspect and present two robust algorithms for efficient NTT using readily
available GPU cards as hardware accelerators. These algorithms are based on the radix-2 Cooley-Tukey (CT)
and 4-Step techniques, which are rooted in classical FFT research. To this end, our algorithms leverage novel
strategy to optimize memory access patterns adaptive to input size, which often is very large. Our approach:
1) reduces and optimizes the number of accesses required for global memory for thread synchronization
on the GPU device, and 2) systematically improves and enhances the use of spatial locality. We achieve
this effect by carefully controlling parameters such as the number of kernels, thread block size and shape,
and thread layout, which directly impact overall NTT performance. The proposed optimizations enable our
NTT implementation to handle very large polynomial sizes up to 228, which are usually a limiting factor
in existing approaches, and achieve remarkable performance. To the best of our knowledge, our proposed
technique is unique and provides a recipe for selecting suitable configurable parameter combinations to
achieve top performance for a given polynomial degree. Furthermore, we perform thorough experiments
and empirically assess the performance of our proposed algorithms on three mainstream commercial GPU
cards by NVIDIA. Finally, we demonstrate that our algorithms compare favorably and outperform an existing
commercial-grade open-source implementation in this arena.

INDEX TERMS Graphical processing unit, homomorphic cryptography, hardware acceleration, number
theoretic transform, polynomial arithmetic.

I. INTRODUCTION

Advanced cryptographic schemes, such as homomorphic
encryption [1], [2], [3] and zero-knowledge proofs [4],
serve as fundamental building blocks in numerous privacy-
critical applications, including electronic voting [5], privacy-
preserving- machine learning [6], cryptocurrency [7], smart
contracts [8], and so on to name a few. It is reasonable
assertion that establishment of a reliable and just digital era
depends crucially on these technologies [9]. Consequently,
the research community has invested significant time and
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enormous efforts to theorize and build practical solutions
of real-world significance in this arena [10], [11], [12],
[13], [14], [15]. However, among the notable challanges of
practical significance, tackling high computation costs [16]
and reducing it down remains an active area of research
interest.

Although, significant strides have been made in efficiently
implementing several of Fully Homomorphic Encryption
(FHE)-schemes for practical usage [17], [18], [19]. However,
additional enhancements are required to meet the latency and
throughput demands of real-world applications, particularly
with the emergence of Al-enabled ubiquitous applications
in domains that demand stringent privacy preservation [20],
driven by legal and ethical obligations.
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In contemporary lattice-based cryptographic schemes and
FHE-schemes, the multiplication of very large degree poly-
nomials, often spanning lengths far exceeding 2! and involve
64-bit wide-and-beyond individual elements, poses a critical
bottleneck. This bottleneck becomes pronounced when these
multiplications need to be repeated numerous times, thereby
directly impacting the application throughput [21]. Typical
of these settings, the multiplication utilizes polynomial rings
R = Zlx]/Pn(x) = Z[x]/(x" £ 1), where ®,(x) is the
cyclotomic polynomial of degree n which is some power of
two.

Lately, efforts to accelerate FFT-like algorithms, such as
the NTT (a special case of FFT), have gathered attention [28].
These efforts leverage the architecture and computational
capabilities of underlying hardware platforms. CPUs, espe-
cially those equipped with Advanced Vector Extensions
(AVX), are being used for acceleration in these settings [29],
albeit with some limitations compared to GPUs. The limited
core count in CPUs restricts the degree of achievable
parallelism, even with AVX instructions that allow vectorized
operations on multiple data points simultaneously. Moreover,
the complexity of managing vector instructions and the
overhead of context-switching in multithreaded scenarios can
detriment meaningful speedup gains, which is undesirable for
compute-intensive cryptographic applications. Furthermore,
the complex memory hierarchy with multiple levels of
cache introduces undesirable latency for such algorithms,
as opposed to the more straightforward and high-bandwidth
memory access available in GPUs. In contrast, leveraging
FPGAs for acceleration presents distinct opportunities and
challenges. They offer highly customizable hardware con-
figurations tailored to specific algorithms, enabling efficient
parallel processing and fine-grained control over data flow.
However, notable challenges include design complexity,
longer design-synthesis times, limited on-chip resources,
vendor support, cost and scalability issues become often
prohibitive [30], [31].

Beyond traditional graphical rendering, modern GPUs
have undergone remarkable advancements and now play
a crucial role in a wide array of computational tasks of
scientific interest. Current GPUs are capable of execut-
ing thousands of parallel threads and are equipped with
high-bandwidth memory hierarchies, both on-chip and off-
chip. A single GPU thread is a sequence of instructions
executed on a GPU core, designed to run in parallel with
thousands of other threads simultaneously in large-scale
computations. These threads are organized and executed
within a GPU kernel, a function designed to run in parallel
across thousands of execution threads on the streaming
multiprocessors (SMs), the cores of the GPU responsible for
execution. Threads are grouped into blocks, which can be
adjusted in size and shape, allowing threads within the same
block to synchronize more efficiently. Key factors such as the
number of kernels, block size, and block shape play a critical
role in determining application performance. As a result,
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achieving efficient GPU implementations necessitates mature
algorithm design, systematic approach to tune parameters,
and diligent code optimizations tailored for GPU architecture
at hand [32].

In this work, our motivation lies in leveraging the
parallel processing capabilities and high-bandwidth memory
of GPUs to present and implement two efficient algorithms to
compute NTT in both directions, for high degree polynomial
multiplication on three mainstream NVIDIA GPU cards
of practical significance. To this end, we summarize our
contributions as follows:

o« We present two algorithms rooted in classical FFT
research, namely the radix2-CT and 4-Step, designed
for efficient NTT computation optimized to leverage
the parallel computing capabilities of GPU cards. These
algorithms are tailored with strategic memory patterns
to enhance memory access efficiency. We target two
distinct ranges for polynomial degrees: i) n € [2!2, 2],
optimized for homomorphic encryption applications,
and ii) n € [220,228], suited for the zero-knowledge
zk-SNARK protocol. The algorithms are designed to be
flexible and parametric, capable of handling any power-
of-two value of n within the specified ranges.

« We demonstrate that the performance of aforementioned
algorithms is sensitive to configurable parameters such
as kernel count, block size, and block shape. Further-
more, we propose a systematic approach to determine
the optimal parameter selection for achieving the fastest
implementation for a given polynomial degree. This
approach optimizes the access to global memory on the
GPU.

« We empirically evaluate the performance of both
algorithms on three modern GPU cards, leveraging all
optimization techniques, and report both latency and
throughput results. Furthermore, we demonstrate that
our proposed implementation surpasses an industrial-
grade open-source alternative. Our implementation is
made available on GitHub [33].

The remainder of the paper is organized as follows:
Section II provides a review of the literature; Section III
discusses background information to aid comprehension;
Section IV explores the GPU programming model; Section V
presents two NTT algorithms customized for efficient GPU
implementation; Section VI-B reports our experimental
findings; Section VII discusses threats to validity; and finally,
Section VIII concludes the paper with final remarks and
conclusions.

Il. RELATED WORK
Accelerating Number Theoretic Transform for various

applications remains an active research topic [34], [35],
[36], [37] in different application contexts [34], [38], [39],
[40] including homomorphic encryption [41], [42] and
postquantum cryptography [43]. To this end, researchers have
relied upon leveraging novel memory designs [44], [45],
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[46] for CPUs, to migrating altogether towards accelerator
hardware such as GPUs [42], [47], [48], FPGAs [49], [50],
[51] and more recently DPUs [52], [53].

Li et al. [44] introduce MeNTT, a novel in-memory
NTT accelerator optimized for efficient computation within
a variant of SRAM array design. Their design includes
specialized peripherals for rapid modular operations and
employs a novel mapping strategy to streamline data flow
between NTT stages, simplifying routing among SRAM
columns. These advancements result in significant reductions
in latency and energy consumption compared to previous
approaches. Park et al. [45] introduce RM-NTT, a resis-
tive random access memory (RRAM)-based compute-in-
memory (CIM) design aimed at accelerating NTT operations.
RM-NTT employs a vector-matrix multiplication approach
instead of traditional FFT-like methods. Twiddle factors are
stored in modified forms within RRAM arrays to enable effi-
cient in-place computation, complemented by a Montgomery
reduction algorithm. These optimizations notably decrease
NTT operation latency compared to both CIM and non-
CIM-based accelerators. Li and Geng et al. [46] introduce
a high-throughput and compact accelerator for Polynomial
Matrix Multiplication (PMM) using NTT, based on a crossbar
CIM architecture. Their design prioritizes optimizing PMM
algorithms tailored to their approach and introduces an
innovative bit-mapping strategy to minimize area and energy
consumption. This design achieves a significant latency
improvement over existing ones.

Li et al. [47] propose a faster GPU-based NTT implemen-
tation for TFHE applications, utilizing matrix multiplication
for a decomposed small-point NTT. The design includes a
merging preprocessing method to reduce modulo operations
by combining multiple inputs. Furthermore, logical left
shifts are used instead of arithmetic multiplication when
multiplying the merged result by rotation factors, enhanc-
ing computational efficiency. This approach efficiently
implements a 1024-point NTT, achieving a speedup ratio
of approximately 2.5x according to experimental results.
Durrni et al. [48] argue that while NVIDIA’s cuFFT library
provides FFT computation capabilities, there are significant
opportunities to enhance the performance of FFT and NTT
algorithms on modern GPUs through specialized operations
and architectural advancements. The authors present four
major optimizations that leverage tensor cores and warp-
shuffle instructions. Extensive evaluations on 32-bit integers
and small-parameter space demonstrates that their approach
outperforms existing GPU-based implementations, achieving
up to a 4x speedup with some limitations. Goey et al. [42]
introduce several techniques to enhance the performance of
NTT implementation on a GPU, including register-based
storage of twiddle factors and multi-stream asynchronous
computation, taking advantage of new GPU-architecture fea-
tures. Applied to a lesser-known FHE scheme, the proposed
NTT implementation achieves homomorphic multiplications
in 0.27 ms on a GTX1070 desktop GPU and 7.49 ms on
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a Jetson TX1 embedded system. The findings highlight
the practicality of the implementation for both server
environments and embedded systems.

Fan et al. [79] introduce TensorFHE, leveraging CUDA
and Tensor Cores (TCUs) to accelerate NTT and other
operations for CKKS with ring dimensions up to 2!
TCUs are specialized units in recent GPUs, optimized
for high-throughput matrix operations with low-precision
arithmetic (int8, fp16), which limits flexibility and requires
a specialized programming approach. TensorFHE aims to
maximize the number of FHE operations within a given
timeframe by employing operation-level batching to enhance
data parallelism. It utilizes a hierarchical decomposition of
CKKS into reusable kernels to reduce pipeline stalls, applies
TCU-based acceleration for NTT kernels, and implements
data layout optimizations. While TCUs accelerate NTT com-
putations, CUDA cores handle parallelized algorithms for
other kernels. However, TCUs’ fixed-size matrix operations
and limited precision constrain their efficiency for NTT
with large ring dimensions, requiring careful algorithmic
adjustments.

Hafeez et al. [76] suggest that while NTT is a suitable
choice, its parameter limitations often prevent direct appli-
cation in lattice-based schemes like Saber and Sable for
IoT applications, prompting the exploration of alternative
techniques to accelerate polynomial convolution. To this
end, a GPU-based TMVP polynomial convolution utilizing
tensor cores is presented. The special structure of the
Toeplitz matrix facilitates a prearrangement and memory
placement according to the reduction pattern of these
schemes, enabling a subsequent matrix-vector product that
maximizes parallelism and results in significant performance
gains on tensor cores.

Ji et al. [78] focus on optimizing NTT for the Kyber
scheme, which typically involves a ring dimension of 28.
They propose three strategies that entail a depth-first search
approach to improve computational efficiency and reduce
global memory access overhead by strategically utilizing a
limited number of registers as intermediate buffers. Fixed-
size coefficient slices are processed in each butterfly layer
and number of slices is determined by the distance between
a given butterfly units to the last layer of the transform.
Coefficients are fetched from global memory in batches in
equal-length slices of specified order for efficient parallel
processing. However, a limitation of the sliced layer merging
scheme is that its efficiency is constrained by the fixed
number of registers, which may not be sufficient for
larger ring dimensions or more complex transformations,
potentially diminishing the gains due to increased scheduling
overhead.

Ngoc et al. [77] propose a flexible butterfly unit for NTT
on GPUs, designed for large prime moduli. These large
primes can be decomposed into smaller, more manageable
sub-primes that fit into machine word size using the RNS.
This approach demonstrates the feasibility of creating a
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processing pipeline for each individual RNS prime, with
butterfly units for each prime logically organized into
separate planes. By mapping each plane and its butterfly
units onto thread blocks and grids, multiple planes can be
processed concurrently, achieving effective parallelism.
Yang et al. [75] present a FHE library on GPU supporting
BFV, BGV and CKKS schemes leveraging a design referred
as weighted-NTT, to maximize parallelism while minimizing
total IO latency within the hierarchical GPU memory. Their
NTT is developed for RNS polynomial representation, a tech-
nique that manages computations involving elements larger
than the native machine word size by utilizing a predefined
set of smaller moduli. The NTT employs a single kernel,
where each thread block performs a residue-wise transform
for each modulus. Within each block, individual threads
handle a fixed set of predetermined /-coefficients and execute
the corresponding radix-/ butterfly operations. For large
polynomials, this kernel is recursively invoked to process
segments of the polynomial when memory is constrained.
However, this approach becomes impractical for very large
n due to excessive register usage, which adversely impacts
SM occupancy and overall performance. The parameter / can
be reduced to decrease latency, provided sufficient shared
memory is available. Nonetheless, the presented design at
most support upto 2!7 polynomial rings. Jung et al. [74]
employ Kimetal. [41] implementation that explores the
trade-offs and performance challenges of applying FFT-based
optimizations to the NTT. They analyzed the performance
of the Cooley-Tukey and Stockham algorithms with various
radix values, leveraging shared memory. Furthermore, they
argue that NTT performance is constrained by main-memory
bandwidth due to its algorithmic characteristics. To alleviate
this bottleneck, they propose a novel on-the-fly root gener-
ation technique, which partly computes the twiddle factors
dynamically and subsequently avoids a certain fraction of
modulo operations during the full twiddle factor generation
phase thus, reducing the size of precomputed tables while
minimizing main memory accesses. This approach achieves
an additional average speedup of 9.5% while reducing the
cost of modular multiplication for rings up to 2!7. Wang et al.
[72] accelerate NTT by leveraging GPU as part of a broader
effort to optimize multiple operations within the BFV scheme
in an approach named HE-Booster, for parameter spaces
dealing with ring dimension up to 2'®. The approach by
design is a multi-GPU capable, developed to enhance the
throughput of all five phases of BFV involving polynomial
arithmetic, and NTT. They argue that the log n compute stages
in NTT can be executed concurrently by inter-thread local
synchronization approach which they propose to enhance
thread-level parallelism and to facilitate high-throughput data
processing. By avoiding intermediate global synchronization
and minimizing kernel launches, their method reduces sig-
nificant execution overhead. Although, local synchronization
improves performance for smaller ring dimensions, it may
suffer as ring dimensions increase beyond 2'® as they
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introduce more complex dependencies and greater memory
overhead, leading upto synchronization inefficiencies and
diminished performance gains. In contrast, our approach
supports ring dimensions beyond 2'® by optimizing global
memory access. We achieve this through an input-specific
arrangement of thread blocks and grids, which leverages
shared memory for the coordination of concurrent small-
sized sub-transforms thus, needing minimal inter-thread
synchronization, eliminating need for special mechanisms.
Ozcan et al. [64] utilize inner and outer iteration-based
kernels in their implementation and employ shared memory
during certain outer iterations for thread block coordination.
Their method executes the outer iterations sequentially,
unlike ours which is a concurrent approach. Futhermore their
appoach is constrained by the limited size of register memory
that prevents it from processing NTT operations for inputs
larger than 215, Moreover, their design relies on a maximum
of two kernels, the first employs only two thread blocks and
register memory whereas, the second handles the remainder
of outer iterations. By comparison our approach not only
demonstrates significant speed improvements, being 1.68x to
3.42x faster for rings 2'% to 2 on the same GPU model,
but also can efficiently batch process multiple NTTs unlike
theirs.

Although our research utilizes GPUs to accelerate the
NTT transform with two algorithms, it distinguishes itself
from previous studies in several aspects. We opted for a
fixed radix-2 design over mixed-radix to optimize GPU
memory access, which is critical for larger polynomial
rings exceeding 2'°. Briefly, radix-2 design processes two
elements at a time, enabling pairwise uniform memory
access patterns and needs low register usage per thread thus,
collectively maximizing GPU occupancy and alleviates bank
conflicts. Whereas, larger or mixed-radix designs although,
process more elements per step to reduce the total number
of computation stages, they lead up to irregular memory
access patterns, that manifests into increased memory latency
which is an undesirable side-effect. Additionally, larger-
radix designs require higher register usage per thread,
which beyond a certain limit, negatively impacts GPU
occupancy and diminishes performance gains. Furthermore,
the number of kernels used for computation plays a
vital role in optimizing performance for a specified ring
dimension. Using an optimal number of kernels, rather
than a fixed number, ensures better load balancing and
alleviates hardware underutilization. Larger ring dimensions
demand more resources and computational stages, and a
fixed kernel configuration may either oversaturate GPU
resources or fail to utilize them efficiently. Thus, in this work,
we build upon these observations and present an approach
that dynamically determines the optimal number of kernels
required for a given polynomial ring dimension. Additionally,
our method systematically configures the launch parameters
to ensure coalesced memory access, adaptive to input size.
Furthermore, we conducted evaluations and experiments
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using three mainstream GPU models suitable for domestic,
scientific, and industrial markets. In contrast, existing studies
typically concentrate on a single GPU model, such as the
outdated RTX 940-1020, according to modern standards. Our
focus remains exclusively on desktop and server comput-
ing applications, excluding embedded/IoT scenarios, which
might be explored in future work requiring adjustments to suit
resource-constrained settings. Our experiments validate the
practicality of our approach for large ring dimensions up to
228 making it well-suited for FHE schemes that require larger
parameters for security guarantees and involve significant
computational intensity. Previous GPU-based studies often
limit their analysis to smaller ring dimensions, up to size
216 and occasionally speculate on the feasibility of scaling
to larger ring dimensions without empirical validation.
We demonstrate a practical speedup of up to 1.3x on
average for the largest ring dimension of 228 compared to an
industrial-grade open-source implementation [54].

Ill. PRELIMINARIES AND BACKGROUND INFORMATION
To aid the understanding of the rest of the paper, this section
provides essential background information, notations, and
relevant concepts.

A. NOTATIONS AND ELABORATIONS

In this section, we provide Table 1, which includes a quick
reference to symbols and notation frequently used throughout
the paper.

TABLE 1. Symbolic notations and their elaborations.

Notation | Elaboration
n the ring dimension (e.g. 24)
q the modulus value (usually a prime)
Vi fw; a twiddle factor
v/Q a vector of powers of the twiddle factors
bDim num. of threads in a block
{bDim.x,...} | num. of threads in each block dimension
bID block 1d
{bID.z,...} |block Id in each dimension (e.g. z,y, 2)

tID thread Id

{tID.z,...} | thread Id in each dimension
be and kc num. of thread blocks and num. of gpu kernels
koc array of num. of outer loop iterations per kernel
offset difference between indices of inputs of

a butterfly operation in a kernel or iteration

B. GRAPHICS PROCESSING UNIT (GPU)

In recent years, interest in utilizing GPUs for non-graphics
tasks has surged, accompanied by advancements in program-
ming languages and tools that simplify GPU programming
efforts. However, mastering full GPU hardware utilization
remains a complex skill that requires significant time
investment to achieve proficiency. GPU computing, known
as GPGPU, has been pivotal over the past decade, transi-
tioning from fixed graphics operations to user-friendly third-
party languages for general purpose programming. Despite
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initial developmental challenges, platheora of GPU programs
showcased their ability to outperform CPUs for specific
algorithms, expanding their adoption and accessibility [55].

The adoption of GPU computing primarily stems from its
substantial performance edge over CPUs, with a significant
performance gap attributable to physical per-core limitations
and architectural disparities between the two processor
types. Parallelism represents a viable approach for enhancing
performance, particularly for applications with parallelizable
workloads that are well-suited for execution on GPUs [56].

In addition to GPUs, other accelerator cores such as
field-programmable gate arrays (FPGAs) and the cell broad-
band engine (Cell BE) [56], [57] have also gained signif-
icant interest and success across various application areas.
Accessibility to GPUs remains a major driver behind GPGPU
computing, as significant percentage of modern commodity
computers already come equipped with a dedicated GPU,
whereas FPGAs and Cell BE are typically found only in
specialized setups.

Currently, the PC market is dominated by three major
GPU vendors. Although, Intel leads in integrated and low-
performance market-segment, whereas AMD and NVIDIA
dominate high-performance and discrete graphics [58].
Nonetheless, in academic and industrial sectors, NVIDIA
remains the prime choice, prompting our work’s focus
on NVIDIA GPUs, although the discussed concepts and
techniques are generally applicable to AMD GPUs as well.

C. NUMBER THEORETIC TRANSFORM

The number theoretic transform (NTT) is a form of Discrete
Fourier Transform (DFT) defined over the ring of integers
Zg.In cryptography, it is commonly used for multiplication of
high degree polynomials as it reduces quadratic complexity of
the schoolbook multiplication to O(n log n). The coefficients
of an (n — 1)-degree polynomial can be thought as a vector of
integers, @ = [ag, a1, ..., ay—1], which can be transformed
to another vector a = [ag, ay, ..., ay—1] using NTT. The
definition of the m-point NTT can be given as

n—1
ai=» a™ modgfori=0.1,....m (1)
j=0

where m > n. For NTT to be defined, we need the existence
of a constant value w € Z , known as primitive root of unity
with@" =1 (mod ¢g). Forrings of R, = Z,/(x" + 1), where
nis a power of two, the negacyclic transformation can be used
with 2" = 1 (mod ¢), where @ = 1> mod g¢.

After NTT is applied to two polynomials a,b € R,
then the multiplication can be done using element-wise
multiplication of the resulting vectors, @ and b. Inverse NTT
operation is then applied to obtain the final result in R,.

D. MODULAR REDUCTION ALGORITHMS

Modular multiplication and modular reduction of long inte-
gers are essential operations in implementing most crypto-
graphic algorithms. While the Karatsuba divide-and-conquer
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approach is a popular method for modular multiplication,
modular reduction is more complex and time-consuming.
Therefore, an efficient implementation of the modular
reduction operation is crucial for the overall performance of
the cryptographic algorithm [59].

To this end, we followed existing research and selected the
Barrett [60], Goldilocks [61], and Plantard [62] algorithms
for modular reduction. It is noteworthy that while the former
two algorithms remain widely used, the latter is relatively
new. Next we present a brief account of these algorithms.

Barret reduction (Algorithm 1) performs efficient modular
reduction on input C and is particularly well-suited for
scenarios where multiple reductions need to be performed
with the same modulus ¢. It involves a preprocessing step
to compute a value p that can be reused, which directly
speeds up the reduction process. Computation of p takes
the number of bits k and a base b = 2 for binary values.
The algorithm then first performs an approximate reduction
through a sequence of simple operations (lines 1- 5) followed
by a conditional correction step (line 6- 10) on the final result
Cout.

In contrast, Goldilocks reduction (Algorithm 2) is gener-
ally preferred for cases where the prime modulus ¢ is of
the form 2¢ — 2” + 1, which has origins in elliptic-curve
cryptography [61]. The name Goldilocks typically refers to
one such special prime of the aforementioned form. In a
nutshell, this algorithm relies on decomposing the input C
into parts based on the modulus form (lines 1-3), followed by
reduction through simple operations on the decomposed parts
by exploiting the special form of the modulus (lines 4-9).
For our use case in this work, we utilized the prime value
264 — 232 1 1 for 64-bit modular reduction.

Plantard reduction (Algorithm 3) is a relatively new
approach in the area of modular reduction, designed with an
emphasis on efficiency in certain cryptographic settings such
as NTT [62]. It leverages properties of the modulus (generally
used in lattice-based cryptography) to improve the reduction
process. Broadly, the steps involve precomputing a value o
based on the modulus g and w (lines 1), followed by a series of
modular arithmetic along with binary shifts (lines 2- 6). The
final result is brought within range by conditionally applying
a correction step (lines 7- 11).

Overall, we have selected the Barrett, Plantard, and
Goldilocks algorithms for modular reduction in our subse-
quent NTT implementations. This selection aims to evaluate
and compare their performance, determining if one algorithm
outperforms the others or if they are equivalently effective.

Three type of modular reduction algorithms that we
employed in this work.

E. BUTTERFLY OPERATIONS

In the context of Number Theoretic Transform (NTT),
butterfly operations play a crucial role in transforming
input data into its NTT-domain representation and vicev-
ersa. These operations are analogous to those in the Fast
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Algorithm 1 Barrett Reduction [60]
input : C =a ﬁ b, where a, b < q; k = [log2(q)1;
n=1%]
output: C,,; (C mod q)
r<—C>»(k-2)
r<r1r-u
r<r>(k+3)
r<gq-r
C(mt <~ (C - l”)
if Cyyr > g then
‘ Cout <~ Coul —-q
else
‘ Cout < Cour
10 end

o X NN R W N -

Algorithm 2 Goldilock Reduction [61]

input : C =a x b, wherea, b < g = 2% —232 41
output: C,,; (C mod g)

1 X3« C>9

2 Xo < (C>»64) & 2% 1)

33X < C&2% -1

4 Cor < X1+ 2 x 22— 1) - X;
5 if C,yr > g then

6 ‘ Cout <~ Coul —q

7 else

8 ‘ Cour < Cour

9 end

Algorithm 3 Plantard Reduction [62]

input :a, b where a,b < q; k = [loga(q)] and w =
2k+2

output: C,,; (a x b mod q)

1 0 < (=2%") mod ¢

2 b<bxo modg

3 b<bx(g~' mod?22) mod 22"
4T < axb mod 2

s T<T>w

6T < T x@+1)>w

7 if T = ¢ then

Fourier Transform (FFT) and involve combining pairs of
elements from different butterfly wings (due to graphical
appearance) [63] of the transform array during each recursive
partition of the input while transforming input elements to
output. For the forward transform direction, a specialized
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variant of the butterfly operation known as Cooley-Tukey
(CT) (Algorithm 5) is employed, while for the inverse
direction, the Gantleman-Sande (GS) (Algorithm 6) variant
is used. Both CT and GS primarily differ in the order in
which they decompose and reconstruct transformed data
based on the direction of the transform. At a high level typical
butterfly operation performs modular- addition, subtraction
and multiplication on the input pairs, such that each stage
doubles the size of butterfly wings in the dataflow graph until
the end of tranform. Furthermore, the butterfly operations in
NTT employ a precomputed scaling value typically known
as the twiddle factor v, which is in fact the kth power
of the nth root of unity employed in these transforms.
In most cases, a precomputed table of twiddle factors is
leveraged [26] to facilitate the efficiency of these butterfly
operations. Last but not least, for an input size n elements,
usually nlog, n butterfly operations take place during one
complete transform.

F. TWO ALGORITHMS FOR NUMBER THEORETIC
TRANSFORM (NTT)

In this section, we provide a brief overview of the radix2-CT
(radix-2 Cooley-Tukey) and 4-Step algorithms for computing
the NTT, typically used in CPU implementations. For brevity,
we focus on the forward transform, noting that the inverse
transform follows a similar process. Interested readers can
find a detailed account in [64].

1) RADIX2-CT ALGORITHM

The radix2-CT algorithm (Algorithm 4) is the classical
iterative method which processes the input elements of vector
in log, n outer loop iterations, which execute sequentially (see
do-while loop, line 4).

Two types of butterfly operations.

In each outer iteration n/2 butterfly operations are carried
out. More precisely, a butterfly operation (CT line 8)
processes two input elements from vector a;, ajy, and a
twiddle factor ¥ integer, computes a; < (a; + Wa;;,) and
ajy; < (aj — Wajy,). To this end, the access patterns for
read and write operations change in every outer iteration by
the value of #. Depending on the iteration and the segment
of vector being processed, different powers of the primitive
root of unity psi (also known as twiddles) are employed
in butterfly operations. Generally, the twiddle factors are
precomputed and stored in a separate vector (W, ), typically
indexed in a bit-reversed order. Bit-reversing facilitates the
data access for the algorithm in the correct order, enabling
inplace computation to optimizing memory access patterns
and improving overall efficiency.

2) 4-STEP NTT ALGORITHM

The 4-Step algorithm, first introduced in a classic paper [65],
was designed to efficiently compute the FFT transform when
the input size n is a composite number, n = nl x n2.
In our work, we adapted this algorithm to compute the NTT
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Algorithm 4 Radix2-CT NTT (Forward)

input : a(x) € Zy[x]/(x" + 1) polynomial
standard-order
input : W, [k] = yr®
(mod g) for 0 <k <n-—1;
(Powers of ¢ stored in bit-reverse order)
input :n =2, g(g=1 mod 2n)
output: a < NTT (a) in bit-reversed order

11t <n;

2 m<1;

3 while m < ndo

4 for i from 0 by 1 to m do

5 j1 <« 2it;

6 Jo<—j1+t—1;

7 for j from j1 by 1to j> + 1 do
8 | @, ajr < CT(aj, @jsr, Worlm + i1, )
9 end

10 end

1 m<2xm

12 end

13 return a

Algorithm 5 Cooley-Tukey (CT) Butterfly

input :u,v, ¥V, q
output: i, v
1u<u+@xW¥) (mod g),

2 V<« u—wxW¥) (mod g);
3 return u,v

Algorithm 6 Gentleman-Sande (GS) Butterfly

input :u,v, V¥, g

output: u, v
1 u<u+"v (mod g);
2 v <« (u—v)x ¥ (mod g);
3 return u,v

transform (Algorithm 7) and subsequently implemented it on
GPU, as NTT is a special form of FFT.

The 4-Step NTT algorithm essentially breaks down the
larger transform into smaller transforms of sizes nl and
n2 (lines 8, 17), allowing for flexibility in choosing the
specific NTT implementation variant for each, such as
naive, radix2-CT, or even another 4-Step. When a 4-Step
NTT is applied within a top-level 4-Step, this recursive
setup is termed a 7-Step NTT. Conversely, using naive or
radix2-CT methods within a 4-Step configuration yields
what can be considered a hybrid algorithm. However, for
clarity, we refrain from using the term hybrid, as we
consider the overarching 4-Step algorithm a unique approach,
independent of the sub-NTT variant. In our implementation,
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Algorithm 7 4-Step NTT
input :ny,np <nandn; xny=n
input : a(x) € Zy[x]/(x" — 1) in polynomial
standard-order
input : Q[k] = Qbri)x
(mod g)for0 <k <n-—1, for0 <j <
n—1lfor0<i<n —1
- Qq,, [k] = o ®
(mod g) where wy = Q/™)
(mod ¢g), for0 <k <n; —1;
(Powers of wq stored in bit-reverse order)
input : Q, [k] = "
(mod g) where w; = Q"/"2)
(mod g), for0 <k <np —1;
(Powers of w; stored in bit-reverse order)
output: a < NTT (a) in bit-reversed order

input

for i from 0 by 1 to ny do
for j from 0 by 1 to np do
| Bij < dixnytj
end
end
B = BT (Transpose operation)
for j from 0 by 1 to np do
| Bj < NTT(B;, ,,.n1.9)
end
B = BT (Transpose operation)
for i from 0 by 1 to n do
for j from 0 by 1 to np do
‘ Bij < Bij X Qixn,+j (mod q)
end
end
for j from 0 by 1 to np do
‘ B; < NTT(B;, Q1,,,n2, q)
end
B = BT (Transpose operation)
for j from 0 by 1 to np do
for i from 0 by 1 to n; do
| @i < Bji
end
end
return A

N-J-REEN - Y 7 I S

[ S S S R S R S S i e e e = = o
N B W N =S 8 TN R W N =D

we tailor the radix2-CT approach to carryout these inner
transforms.

Broadly, 4-Step approach in the first stage arranges the
input vector into two-dimensional n-by-ny matrix, where
n = nj; x ny (line 1-5). In the second stage, it performs
ni-point NTT operations for each of the np rows (lines 7-9).
In the third stage, the matrix elements are multiplied by
twiddles (specific powers of the primitive root of unity), ¥
(lines 11-15). Finally, the algorithm performs n1-point NTT
operations for each of the n (lines 16-18).
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The 4-Step algorithm performs smaller, independent
ni-point and ny-point NTTs compared to the n-point NTT
operations as in the radix2-CT algorithm, thereby it better
suits for a parallel processing and memory access locality
point of view. However, the transpose operations (lines 6,
10, and 19) can be a hurdle, as they may lead to fragmented
memory access, which is disruptive for threads on GPU.

IV. GPU PROGRAMMING MODEL

A GPU contains an array of Streaming Multiprocessors
(SMs), where each SM consist of a fixed number of N
Streaming Cores (SCs), that manage and execute compu-
tation threads. Besides inter-generational differences, GPU
cards also vary in the number of SMs. Increasing the number
of SMs provides horizontal scaling to the GPU device,
enabling it to process more tasks simultaneously or complete
a given task more quickly, provided the task fully utilizes the
parallelism capabilities of the GPU.

Typically, threads execute in groups of 32 called warps,
which start together but can execute independently. Warps
execute concurrently on SMs, allowing multiple groups of
threads to run in parallel, thus maximizing the computational
efficiency and acheivable throughput. A thread block (or
simply block) can typically contain up to 1024 threads and
be logically organized into one, two, or three dimensions
for indexing convenience. All threads in a block run on the
same SM, accessing the same shared memory, and an SM can
execute multiple blocks [66].

A grid is formed by combining multiple blocks, each
containing the same number of threads. Since a block’s
thread count is limited, grids allow for running more threads
in parallel than a single block can accommodate. Different
blocks in a grid may run on different SMs, so threads in
different blocks do not share the same memory. Akin to
blocks, a grid can be indexed in one, two, or three dimensions,
referred to as its shape.

A kernel is a function executed on a GPU, taking the
number of threads and blocks as arguments. When threads
from different blocks need to synchronize, the current
kernel must terminate, and another must start which usually
incurrs significant timing overhead [67]. From a practical
standpoint, one must refrain from excessive and premature
kernel executions in succession with suboptimal block-and-
grid sizes, as kernel-launches incur significant overhead.
Wherever possible, the execution of the current kernel
should be reused. This approach is particularly suitable for
algorithms involving partition-and-merge steps.

A. GPU MEMORY HIERARCHY

The memory system of a GPU is hierarchical, designed
to optimize the performance of parallel tasks. It broadly
includes three types of memory: global, shared, and local.
Global memory, the largest in size, is implemented as an
off-chip DDR array. Consequently, its access latency is higher
compared to other memory types. However, data in global
memory can be shared across kernels and threads regardless
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of their block. On the other hand shared memory is smaller
but faster parallel data cache, typically measured in kilobytes
per SM, is shared by threads within the same thread block,
enabling threads to communicate, synchronize, and store
reusable data thereby, reducing global memory latency [68].
Local memory is the smallest which is specific to each thread
and used as scratchpad memory to store automatic variables.

B. PRACTICING OPTIMIZED MEMORY ACCESS AND
OCCUPANCY

In our implementation, we optimize memory access patterns
through aligning data and thread operations with the warp
size and adhere to memory alignment boundaries. This
alignment ensures that threads within a warp can access
contiguous data-elements whenever possible, facilitating coa-
lesced access. Coalesced access significantly reduces global
memory latency and enhances its bandwidth utilization. The
key reason behind this improvement is that when global
memory is accessed, a full memory block (typically 128B)
is fetched and brought into shared memory. If a thread
block reads or writes consecutive elements in a full block,
this reduces fragmentation in global memory as a side-
effect. In contrast, fragmented access to global memory can
drastically impacts overall performance.

Furthermore, the degree of GPU utilization plays a
crucial role in overall computation throughput. Utilization is
measured in terms of occupancy, where low occupancy indi-
cates under-utilization of hardware resources and viceversa.
Occupancy is defined as the ratio between the number of
active warps actually executing and the maximum possible
number of active warps on a SM. To this end, profiling
data from a specific implementation reveals valuable occu-
pancy information, dictating further development efforts to
maximize GPU utilization, if needed. This optimization is
essential for leveraging the full computational power of the
GPU at hand.

V. TWO NTT ALGORITHMS FOR GPU

In this section, we discuss the internals of the proposed
algorithms and their GPU implementation. The algorithms
are radix2-CT and 4-Step NTT. Furthermore, we explain
the rationale behind specific design choices made from an
optimization perspective, which are largely influenced by the
microarchitectural features of the underlying GPU devices we
use. In the following, we present the detailed account of each
algorithm.

A. RADIX2-CT NTT GPU ALGORITHM & ITS
IMPLEMENTATION

The radix2-CT NTT algorithm for GPU operates in two parts:
i) NTT host, which runs on the host device (i.e., general-
purpose CPU). This part determines the optimal thread block
size, block and grid shape, and the number of kernels, and
ii) NTT kernel, which performs the actual NTT computation
on the GPU based on the launch-time kernel parameters from
the first step.
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As observed in Algorithm 4, broadly it comprises on
an outer do-while and an inner for loop. At the beginning,
during the first outer loop iteration, one NTT operation is
carried out on the entirety of the length of input vector.
However, in subsequent iterations the number of independent
NTTs double from one iteration to the next, operating on
separate parts of input vector. For instance, during the second
iteration, the two independent NTTs are performed on first
and second half of the input vector, respectively. For ease of
indexing, one can assign indices to each of the individual NTT
operations in the outerloop from left-to-right manner.

While the outer loop needs to be executed sequentially,
since a data-dependency exist from one iteration to the
next. However, iterations of the inner loop are independent
and therby can be parallelized and executed concurrently
by thread blocks. The threads of a block can concurrently
carryout all iterations of the inner loop and when needed
can utilize a builtin intrinsic function (__syncthreads)
to synchronize across blocks before next iteration of outer
loop. However, this technique can be leveraged as long as
bDim > n/2. However, this becomes expensive for the
viceversa as it would need more-than-one additional thread
blocks for full parallelization of the inner loop, for which the
synchronization becomes costier, as the only way for this is
via global memory and multiple kernels. Consider the case,
when n = 2!! there are 1024 CT operations in each inner
loop iteration, one block (and one kernel) suffices to acheive
the desired NTT, given the fact that the maximum number of
threads in CUDA-capable GPUs are 1024.

When n > 2!, however, multiple kernels will be
needed and the approach adopted in [69] uses a new
kernel for each outer iteration until the iteration number
log, n — log, 2bDim. Therefore, the number of kernels can
be calculated using the formula k¢ = log, (n/2bDim). When
the ring dimension increases to 228 17 kernels are needed,
which renders the approach in [69] prohibitively inefficient
for high ring dimensions. The work in [64], adopting a
completely different approach, performs all outer iterations
up to log, n — log, 2bDim in a single kernel, whereby some
iterations of the inner loop is serialized. The second kernel
is used thereafter as inter-block dependency is no longer an
issue. This way, access to global memory is reduced using
only two kernels. But, unfortunately, it can only perform NTT
operation up to n = 2! as the number of registers in the SM is
insufficient to get all vector elements from the global memory
at the start of the kernel.

On the contrary, for cases where n > 2!!, multiple
kernels are needed and such is the approach followed in
our earlier work [69] which launched a new kernel for each
outer iteration, until iteration count reaches to (logyn —
log, 2bDim) but soon in practice runs into limitations and
performance bottlenecks if n exceeds 215 honetheless one
can determine the number of kernels kc needed through
(kc = log, (n/2bDim)). For a large enough ring dimension
n < 22 with aforementioned approach 17 kernels would
be needed, which is prohibitively expensive. An incremental
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Algorithm 8 Radix2-CT NTT Host
Input: A[n], PsiTable[n], n, g, mbd
Output: A[n]

1: {bDim, kc, koc} < Partition(n, mbd = 1024)

2: bc < n/(2 x bDim) > # of blocks
3: olc < logr(n) > # of outer loop iterations
4: oc < —1

5: for i from O by 1 to kc — 1

6:  oc < oc + kocli];

7. koli] < 2°¢;

8:  olc < olc — koc[i]

9. ifi=0

10: kgs[i] < [1, bc]

[u—
—_

kbs[i] < [bDim/koli], ko[i]]

12:  else

13 kgsli] < [be/(2°%), 200

14: kbs[i][1] < (2 x ko[i — 1])/kgs[i][1]
15: kbs[i][0] < bDim/kbs[i][1]

16:  end if

17: end

18: for i from kc — 1 by —1to 0

19:  dim3 B(kgs[i][0], kgs[i][1])

20:  dim3 T(kbs[i][0], kbs[i][1])

21:  NTT <« B, T >> (A, PsiTable, m, koli], kocli], q)
22: m < m x (2koclily

23: end

improvment was later introduced in [64] which employed a
single kernel but carried out complete (log, n — log, 2bDim)
iterations and thus, saved additional and expensive kernel
launches. Still, the resource limitation can only leeway the
NTT operation for up to n = 2! due to insufficient registers
in the SM to load all vector elements from global memory at
the start of the kernel.

We can keep track of the number of outer loop iterations
performed in each kernel in an array, named koc (kernel outer
iteration count). For example, for the method in [69], the
number of kernels (kernel count) kc = log, n — log, 2bDim
and the elements of the array can be written as koc[0] =
log, 2bDim and koc[i] = 1 for i > 1. For [64], we have kc =
2 and koc[0] = log,2bDim, koc[1] = log, n — log, 2bDim
with n < 213, Nevertheless, the partitioning of the outer loop
iterations into kernels can be done in different ways to obtain
a better GPU implementation as demonstrated in this paper.

For instance, when we use a smaller block size such as
bDim = 256, then we have k¢ = 3, kc[2] = 6, kc[l] =
kc[0] = 9. Note that a kernel cannot perform more than
log, 2bDim outer loop iterations. One particular contribution
of ours is that we propose such a novel access model to global
memory that blocks in all kernels perform the computations
using shared memory in all outer loop iterations.

The proposed method for determining block size, kernel
count, and the shapes of the grid and blocks is employed
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> In-place calculation

in Algorithm 8. This algorithm runs on the host device first
and later invokes the actual GPU kernels for NTT. The
function Partition (line 1) takes the ring dimension n
and the maximum block size for the GPU (default mbd =
1024) and returns the block size (bDim < 1024), the
number of kernels (k¢ > 2 for n > 2bDim), and
the array koc. The elements of the koc array store the
number of outer iterations for each corresponding kernel
in reverse index order; i.e, i = 0 represents the last
kernel, while i = kc — 1 represents the first kernel.
The Partition function relies on a lookup table based
on empirical assessments for the given input parameter
combinations whose further details will be discussed in the
subsequent sections. Although, partitioning the outer loop
iterations into kernels can be done in several valid ways,
and intuitively, one might prefer to perform more iterations
in later kernel invocations than in earlier ones. However,
in practice, partitioning schemes directly influence memory
access performance. Therefore, careful consideration must be
given to deciding the optimal partitioning, which is why we
relied on empirical investigation.

In Algorithm 8, bc stands for the number of blocks in
the grid (block count) while the kernel offset ko, keeps the
difference between the indices of the vector elements in
the butterfly operation at the start of a kernel. For instance,
in the last kernel, in which each block processes 2bDim vector
elements, ko = bDim while ko = n/2 in the first kernel. The
shapes of grids and layout of kernels are determined between
lines(5-16) of Algorithm 8. The block and grid shapes, which
pertain to their dimensionality, are determined by considering
the memory dependencies between the outer loop iterations
of the NTT algorithm. Both kgs (kernel grid shape) and kbs
(kernel block shape) are two-dimensional arrays, with their
elements tracking the dimensions of grids and blocks in each
kernel.

The blocks and grid have a cartesian access structure
and thus can be organized into different block groups.
We organize the blocks executing the same NTT operation
into the same group and thus facilitate the accessing of
relevant range of data elements. The first and second
dimensions of kgs designate the number of blocks in each
group and the number of block groups, respectively. Below,
we explore the rationale behind the specific way for kernel
launches, including block and thread arrangements, with
several examples to illustrate how these choices relate to the
input size and facilitate coalesced access to global memory.

Example 1: Supposing n = 22* and bDim = 1024,
the number of blocks is bc = 8192. Assume also koc =
[11, 11, 2]. In the first iteration of the first kernel, all threads
in the blocks access the entire input vector, then all blocks
in the kernel belongs to the same group. Therefore, we have
kgs[2] = [8192, 1]. As the first kernel iterates two times
(koc[2] = 2), the second kernel will process four independent
parts of the input vector in four independent NTT operations
in its first iteration. Then, we can have four groups of blocks,
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i.e., kgs[1] = [2048, 4]. For the final kernel we have kgs[0] =
[1, bcl.!

In a similar fashion, we can group the threads in a block,
as well. While the first dimension of kbs designates the
number of threads in each group, the second does the number
of thread groups. The grouping strategy depends on the
number of iterations in the kernel. The goal is simply to
ensure that the threads in a block will access the same vector
elements in all outer iterations performed in the kernel.

Example 2: In Example 1, the first kernel performs the
first two iterations of the outer loop as koc[2] = 2. Then,
a block is grouped into two thread groups with 512 threads
in each; namely, kbs = [512,2]. This way, one group of
threads will be accessing the vector elements in the second
iteration, which are processed by the other thread group
in the first iteration. As the first and second groups are in
the same block, they use the same shared memory, which
will eliminate accessing the global memory. In the second
kernel, as there are 11 iterations, the block is organized into
1024 thread groups with a single thread in each group; namely
kbs = [1, 1024]. Finally, in the last kernel, we can place all
threads in the same group as a block is guaranteed to access
the same 2bDim elements of the vector (i.e., kbs = [1024, 1]).

As observed in Example 2, the thread groups are exces-
sively fragmented in the second kernel. Since threads in
the same block process the vector elements that are located
in distant locations in memory, this can adversely affect
the memory access performance due to uncoalesced access
pattern. Especially, if we can place the threads that access the
same memory block (i.e., 128 B) in the same group, memory
access will be optimized. Then, different partitioning of outer
loop iterations into kernels should be considered.

Example 3: Suppose koc = [11,7,6] for n = 22* and
bDim = 1024. Then we will have the block shape kbs =
[[1024, 1], [16, 64], [32, 32]]. Here, in the first iteration of
the second kernel, 16 threads access 16 consecutive vector
elements from the global memory, which is likely to be kept
in the same memory block. If each thread accesses 8 B data
types, this will result in a perfect match with the size of the
memory block of 128 B.

Working with the maximum block dimension of bDim =
1024 may not always result in optimum performance, as good
occupancy rate may not be achieved due to poor resource
utilization as explained in Section IV. For instance, using
bDim = 1024 turns out to result in only a poor occupancy
rate of 66% as a SM in a GPU device with compute
capability 8.6 can run maximum of 1534 threads. If, however,
bDim = 256, then the maximum theoretical occupancy will
be achieved as an SM can run more blocks at the same time
with each block using 512 x 8§ = 4 KB.

To see the effects of the occupancy rate on the performance
we ran a set of experiments. We executed our NTT algorithm

1Cuda Technical Specification provides us with a maximum grid.x, grid.y
and grid.z as (231-1), 65535, and 65535 respectively. Therefore, if the grid.y
is higher than 65535 for ring dimension, use a new kernel type that has grid.x
and grid.y index switched.

87872

with two different block dimensions, bDim = 1024 and
bDim = 256, on three GPU devices. As seen in Table 2, better
occupancy rate can lead to more than 10% improvement in
execution times for two GPU devices.

TABLE 2. Effect of the block dimension on performance with n = 217.

| bDim koc | GPU-A  GPU-B  GPU-C |
1024  [11,6] | 30.1 us 243 ps  12.2 us
256 [9,8] | 25.5 us  21.0 us  12.2 ps

From the preceding discussions, we can conclude that there
are couple of factors that determine the overall performance:
block dimension, the number of kernels, the number of outer
iterations in the kernels, kernel and grid shapes. As all the
internal architectural details of the GPU devices and the
scheduling of threads in SMs are known to a certain extent,
an exact formula for choosing the best value of a factor cannot
be specified. For example, maximum block dimension of
bDim = 1024 for NTT computation of high ring dimensions
is not optimum due to poor occupancy rate. However, it is
not easy to determine whether bDim = 256 or bDim =
128 is better although both enjoy maximum occupancy.
Depending on the ring dimension and other factors, bDim =
128 may not fully utilize coalesced access to the memory.
All our experiments support that using bDim = 256 is the
optimum choice. For the number of outer iterations in the
kernels koc, we rely on experimental observations and manual
adjustments to a certain degree.

Using the configuration obtained in Algorithm 8 for block
dimension, kernel count, kernel and block shapes, the NTT
Kernel function in Algorithm 9 is called in Step 20 of
Algorithm 8. The index GAddr in Algorithm 9 is used to
access the global memory for the elements of the input vector
A when the kernel is started. The threads access the global
memory with GAddr for array elements, which are placed in
the shared memory.

Example 4: In a hypothetical GPU, assume n = 256 and
bDim = 4 and the partition is kc = 3 and koc = [3, 3, 2].
Then, we can compute the grid and block shapes as kgs =
[[1,32],[8,4],[32,1]] and kbs = [[4,1],11,4],12,2]],
respectively. In the first kernel, the blocks access the entire
range of vector elements (as there is one NTT operation),
therefore, there is one block group with 32 elements as bc =
32 and bID.x € [0, 31], bID.y = 0. The execution of the two
outer loop iterations of the first block of the first kernel is
depicted in Table 3. There are two groups of threads in each
block and threads in the same group access the consecutive
elements of the input vector. Thus, we have tID.x € [0, 1]
and tID.y € [0, 1]. For example, the two threads in the
first group access the four elements with indices [0,128] and
[1,129], respectively. Note that, in the second iterations, there
is no access to the global memory as all vector elements are
already in the shared memory. The offset value of the indices
between the first and second group of threads is calculated as
ko/2kec=1 = 64 (See ¢ in the second step of Algorithm 9).
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Algorithm 9 Radix2-CT NTT Kernel
Input: A[n], PsiTable[n], m, ko, koc, q
Output: A[n]

t1 <= bDim.x x bDim.y

: 0y < 1ID.y x (ko/2koc=T1)

: 4y < bDim.x x bID.x

€3 < 2 x ko x bID.y

GAddr < tID.x + €1 + €y + {3

SAddr < tID.x + tID.y x bDim.x

. offset; < ko

: offsetg <— bDim.x x bDim.y

10: SMem[SAddr] < A[GAddr]

: SMem|[SAddr + offsetg] < A[GAddr + offset ;]
12: for i from 0 by 1 to koc — 1

13:  u < |SAddr/t1] x t| + SAddr

14: Psiln < m + | PsiAddr [ko]

15:  CT(SMem[u], SMem{[u + t1], PsiTable[Psiln], q)
16: syncthreads()

17 m<mx?2

18: ) < 11/2

190 ko < ko/2

20: end

21: A[GAddr] < SMem|[SAddr]

22: A[GAddr + offset ] <— SMem[SAddr + offsetg]

—_
—_

TABLE 3. The execution of the first block of the first kernel in Example 4.

| bID  tID GAddr  SAddr  Corr.GAddr iteration |

[0,0] [0,0] [0, 128] [0,4] [0,128] 0
[0,2] [0,64] 1

[1,0] [1, 129] [1,5] [1,129] 0

[1,3] [1,65] 1

[0,11 [64, 192] [2,6] [64,192] 0

[4,6] [128,192] 1

[1,1]  [65, 193] [3,7] [65,193] 0

[5,71 [128,192] 1

As mentioned previously, thread blocks are organized as
a two-dimensional array in grids and bID.x and bID.y are
indices of a particular block. Here, bID.y is the index of the
NTT sub-block while bID.x is the offset within the NTT
sub-block.

Example 5: In Example 4, as there is a single NTT
operation in the first iteration of the first kernel, there is one
block group in a grid; namely we have bID.y = 0 for all block
groups. To calculate the index of A in the global memory,
we need to compute the offset value €, = bDim.x x bID.x.
For example, when bID.x = 1, the offset value for the index
of A in global memory will be 2 as bDim.x = 2. See Table 4
for the execution of the first three blocks of the first kernel
for the first thread groups.

As there are bDim.x threads in each thread group bID.x
executing the same NTT operation, we need to add the offset
value ¢, = bDim.x x bID.x (see Algorithm 9, Step 3)
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> Block dimension

> Offset btw. thread groups
> offset within a NTT
> offset for a NTT

> For global mem.

> For shared mem.

. PsiAddr < tID.x + {1 + {> + £3/2 > For twiddle factors

TABLE 4. The execution of the first three blocks of the first kernel in
Example 4.

| &ID  tID  GAddr SAddr  Corr.GAddr _iteration |

[0,0] [0,0] [0, 128] [0,4] [0,128] 0
[0,2] [0,64] 1

[1,0] [1, 129] [1,5] [1,129] 0

[1,3] [1,65] 1

[1,0] [0,0] [2, 130] [0,4] [2,130] 0
[0,2] [2,66] 1

[1,0] [3, 131] [1,5] [3,131] 0

[1,3] [3,67] 1

[2,0] [0,0] [4,132] [0,4] [4,132] 0
[0,2] [4,68] 1

[1,0] [5, 133] [1,5] [5,133] 0

[1,3] [5,69] 1

within an NTT operation to the index used to access to global
memory at the start of a kernel. Finally, another offset value
l3 = 2 x ko x bID.y (Algorithm 9, Step 4) is added to
the global memory index. Here, bID.y is the index of the
NTT operation in outer loop iterations, which needs to be
multiplied by twice the kernel offset value of ko.

Except for the last kernel, bDim.x decreases as the number
of outer iterations in kernels increases. Thus, using fewer
outer loop iterations in those kernels must be considered. For
example, in Algorithm 8, if the kernel performs as many as
the maximum number of outer iterations (i.e., log>(2bDim)),
then we will cause the worst memory access pattern as
bDim.x = 1.

Example 6: Assume n = 2%* bDim = 1024, bc = 8192.
The partitioning the outer loop iterations as koc = [11, 11, 2]
will lead to bDim.x = 512, 1, in the first and the second
kernels, respectively. However, if we use koc = [11,7, 6],

we will have bDim.x = 32, 16 for the first two kernels,
which will result in much better global memory access
pattern.

Reducing the number of outer iterations in a kernel,
on the other hand, will increase the total number of kernels.
Therefore, the number of accesses to the global memory will
increase; as explained in Section IV, which is not good for
the overall latency. However, the best NTT implementation
can be achieved if a balance is found between the number of
accesses to global memory and the number of clock cycles
spent accessing global memory.

Example 7: We examine the effect of the kernel count with
a concrete example, with n = 218 and bDim = 256. We can
use two different partitions: kc; = 2 and koc; = [9, 9]; and
kcy = 3 and kocy = [9, 5, 4]. The results are given in Table 5.
As can be observed in Table 5, when k¢ = 2, bDim.x = 1 for
the first kernel, which will result in inferior latency. On the
other hand, when three kernels are used, as the global memory
access patterns are much better (due to bDim.x > 16), the
latency values are improved.
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TABLE 5. Effect of the number of kernels on performance with n = 218
and bDim = 256.

| koc bDim.xz | GPU-A  GPU-B_ GPU-C |
[9,9] [256, 1] 53.0 us  31.8 us  21.2 us
[9,5,4] [256, 16, 32] | 41.7 us 284 pus 155 us

B. GPU IMPLEMENTATION OF 4-STEP NTT

In Algorithm 7 given for 4-Step NTT, the vector-to-matrix
and matrix-to-vector operations do not have to performed
explicitly. Note also that the first and the last transpose
operations are not necessary and can be skipped provided that
both NTT and inverse NTT operations do not perform them.
Finally, the multiplication with twiddle factors in Step 13 of
In Algorithm 7 can be incorporated into the second group of
NTT operations. With these optimizations, the 4-Step NTT
algorithm is simplified to have only two groups of NTT
operations and a transpose operation in between.

In both NTT operation groups, there are many independent
NTT operations of much smaller sizes (i.e., n] and ny values)
than those used in the radix2-CT NTT algorithm, which
can be performed in parallel. The number and the sizes of
NTT operations in the first and second NTT blocks can be
important in the performance of its GPU implementation.
Although in the original 4-Step NTT algorithm, it is
suggested that n; & nj, the algorithm works with various
selections of n; and ny. Then, we need to determine specific
values of of n; and n for a given n to optimize the transpose
operation, which may be problematic as it can result in costly
memory accesses.

Example 8: Consider the ring dimension of n = 222,
where the coefficients of input polynomial can be arranged
into a 211 x 2!"" matrix; i.e., ny = ny = 2''. Then, the
first group of NTT operations consists of 2!!-point NTT
operations. And, considering bDim < 1024, one block
can only process at most 2bDim/n; = 4 NTT operations.
Consequently, only a small number of threads in a block
will access the consecutive addresses in the global memory
during the subsequent transpose operation. This will lead
to sub-optimal access pattern to the global memory, which
adversely affects the latency.

Thus, after the first NTT operation block, it will be more
efficient to terminate the kernel and launch another that per-
forms transpose operation through shared memory. Although
using an additional kernel for the transpose increases the
number of global memory accesses, from latency perspective
this turns out to be more efficient compared to storing
the matrix elements in transposed format directly to global
memory in the same kernel after the first NTT operation
block. This is due to the fact that performing the transpose
by the existing threads of the kernel blocks through global
memory will lead to uncoalesced accesses by the threads,
resulting in increased latency for global memory access.
Instead, that storing the matrix elements to the global memory
before the transpose and then loading them in a new kernel
will enable to perform the transpose in the shared memory
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can be much more efficient. Therefore, using an additional
kernel enables the transpose process to be performed with
much lower latency.

Alternatively, using a smaller value of n; can be advan-
tageous to improve the memory access pattern during the
transpose operation performed in the same kernel as the
first group of NTT operations. For instance, we can use
the dimensions n; = 27 and n, = 21 forn = 222,
This way, each block’s shared memory can be considered
as two-dimensional array, each row of which corresponds to
an independent NTT operation and by this means as many
as 2bDim/n; = 16 NTT operations can be performed for
n; = 128. After all NTT operations completed, columns of
the array are read by threads and stored to the global memory
exploiting the advantages of coalesced accesses. In summary,
using a suitably small values of n1, one can eliminate the extra
kernel for the transpose operation without the adverse effect
of sub-optimal global memory accesses.

Table 6 shows the timing results of 4-Step NTT based on
five different cases for n = 222 for the two matrix dimensions
(n1,m) € {1,211, (27,25)} on three different GPU
devices, where different implementation techniques are
applied.

TABLE 6. Effect of the matrix dimension on the performance of the
4-Step NTT Algorithm.

| n case [n1,m2] | GPU-A GPU-B GPU-C |
1 [211,211] | 121929 us  439.99 pus  342.51 ps
2 [211,211] | 122670 us  413.65 us  256.77 ps
2223 [211211] | 89327 us 30235 ps  190.70 ps
4 [27,215] | 780.11 us  296.16 us 17592 us
5 [27,2%°] | 617.26 us  252.71 us  142.84 ps

The first three cases in Table 6 capture the effect of
transpose operations in performance. For instance, in cases 1
and 2, the first and last transpose operations explained
in Algorithm 7 are included in timings. In case 1, all
three transpose operations described in Algorithm 7 are
performed in the NTT kernels, which has an adverse effect
on performance because of uncoalesced access to the global
memory. In case 2, on the other hand, using an additional
kernel for each transpose results in much better performance
compared to case 1 for GPU-B (A 100) and GPU-C
(RTX 4090).

As explained earlier, when used in an application, there is
no need to execute the first and the last transpose operations.
In case 3, only one transpose operation is performed in a
separate kernel, which leads to significant acceleration.

In cases 4 and 5 we use a rectangular matrix (n1, np) =
(27, 215), where there is a significant speedup in comparison
with the first three cases. The difference between cases 4 and
5 is that case 5 does not use an additional kernel for transpose
operation. Since np is small, many NTT operations can be
performed in the same GPU block. After the NTT operation,
the transpose operation can be performed in the same kernel
via reading the columns of the shared memory.
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The dimension of the second block of NTT operations also
plays an important role and very large values of n; can lead to
performance penalties. A balance between n; and ny should
be reached to achieve the best performance. Table 7 contains
the matrix dimensions for all ring dimensions of interest,
which is found to give the best performance in each case
experimentally.

TABLE 7. Matrix Sizes for 4-Step NTT Implementation.

| n ni,nz | n

212 25727 216 27729 220

ni,n2 \ n ni,n2 \ n ni,n2 \

257215 224 287216

213 25 28 217 25 212 221 26 215
214 25’29 218 25,213 922 277215
215 26729 219 25,214 223 277216

VI. EXPERIMENTAL SETUP AND RESULTS

In this section, we describe the experiments we conducted
to empirically evaluate our GPU implementation of the
4-Step and radix2-CT NTT algorithms and report the results.
We begin by describing our experimental setup, followed
by various facets of our experimentation, which include:
comparing the latency and throughput of both algorithms
across subject GPU cards; evaluating performance against
existing works for small ring dimensions, and against a
commercial-grade implementation for large ring dimensions;
and finally assessing the impact of different modular
reduction methods on the performance of both algorithms.

TABLE 8. Overview of the three models of GPU- A, B, C, we employed for
experimentation, together with their featured specifications. The actual
model number of each card is boldcased to standout for the reader.

Feature | GPU-A  GPU-B GPU-C

Model | RTX 3060Ti A100 RTX 4090

Architecture Family Ampere  Ampere Ada

Release Date 12°2020 05’2020 092022

Cuda Cores (i.e. Num. Threads) 4864 6912 16384
Boost Clock (GHz) 1.66 1.41 2.52

Memory Size (GB) 8 80 24

GPU Memory Bandwidth (GB/s) 448 1935 1008
Memory Bus Size (bit) 256 5120 384
Thermal Power (W) 220 300 450

Supported PClIe (gen) 4.0 4.0 4.0

Target Market Consumer Industrial Consumer

Target Usecase Gaming HPC Gaming/HPC

A. SETUP

To conduct experiments, we utilized the following hardware
and software setup. We carried out all experiments on a
Linux (Debian distribution) machine equipped with an AMD
Ryzen 3955WX CPU, 64GB of main memory, running kernel
version 5.15.0, and utilizing CUDA SDK version 12.1. The
mainboard provides a number of PCle slots for the pluggable
insertion of a GPU card of choice. It was our intention to
evaluate our implementation on as many relevant GPU cards
as possible; however, acquiring a broad range of cards was
infeasible primarily due to availability and budget constraints.
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Nonetheless, we settled for the following three different GPU
cards, whose details and notable features are listed in Table 8.

A quick glance through Table 8 establishes the fact that our
choice of these cards is reasonable within the latest trends,
as they span facets such as the target market ranging from
typical to high-end consumers, as well as their suitability
for moderate to large-scale scientific research. Moreover,
the capabilities of these cards range from 4k to 18k CUDA
high-performance cores, with onboard memory ranging
from 8 to 40 GB, and PCle generation 4.0 powered host-to-
GPU data transfer capabilities. As stated earlier, achieving
exhaustive coverage of GPU cards would not be possible;
however, we believe that our evaluation across the triad of
these cards covers ample ground to propose experimentally
optimal parameters for a performant NTT within the scope
of GPU implementation. For readers seeking optimal NTT
parameters for similar purposes but utilizing a different GPU
card than ours, we suggest referencing the results of the card
closest in capability to their own.

B. RESULTS

In this section, we present the GPU implementation results
of the 4-Step and radix2-CT NTT algorithms on the
experimental setup described in the preceding section. Here
we only report results for the forward direction of NTT
transform and exclude the results of inverse direction, since
from computation perspective the transform direction is
insignificant and the results are almost identical.

In our software implementation of both algorithms, three
different modular reduction methods which are selectable
at compile time. Moreover, the implementation of reduction
methods was done in CUDA PTX assembly for performance
reasons, in accordance with similar works. It is notable
that Barret and Plantard reduction can work with any
NTT-friendly prime whereas, for Goldilocks reduction we
employed 2%* — 232 4 1 64-bit prime, whose rationale is
already discussed in (Section III-D).

To measure elapsed time for performance evaluation we
record the time spent during the execution of a transform
job on the actual device for a given ring dimension n,
the subject algorithm and the underlying GPU card. The
time measurement mechanism we employ is the built-in
cudaEventRecord method from the CUDA SDK, which
is part of APIs for profiling different aspects of CUDA code
execution. Each experimental scenario is repeated between
50 to 100 times, and mean values are reported.

C. PERFORMANCE COMPARISON BETWEEN RADIX2-CT
AND 4-STEP IMPLEMENTATION

In this section, we compare the radix2-CT and 4-Step NTT
implementation for GPU, both in terms of both latency and
throughput. The latency results of a single NTT for both
algorithms are numerically given in Table 9 across the three
subject GPUs cards (Table 8), and the timings which standout
are in boldcased. The trend in the results is graphically
visualized in Figure 1.As can be observed that, the timings
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of the two algorithms are generally close to each other albeit
with minor differences for same n and increases non linearly
across increasing .

As can be observed from Table 9, the timings of the two
algorithms are generally close to each other. For relatively
small values of n, the radix2-CT algorithm tend to perform
better than the 4-Step algorithm. However, for very large
values of n, 4-Step algorithm’s performance is superior, due
to the fact that the former algorithm becomes memory-bound
with the increase of n and that better spatial locality of the
latter algorithm pays off. Another observation from the results
is that the architectural differences can come into play to alter
performance to a certain extent. For intance, while radix2-CT
is slower than the 4-Step on GPU-C (RTX 4090) for n = 229,
whereas, the opposite is true for GPU-B (A100) considering
from specification perspective both of them stand nearby,
same observation is true for GPU-A.

Overall, for a highlevel numerical summary which is
agnostic to underlying GPU card, both radix2-CT and 4-Step
algorithms on average exhibit 9.5.s and 9.2us for n = 212;
28.5us and 28.3 s for n = 2'%; and 1873.5us and 1499.64s
for n = 22* for a single transform across the evaluated
parameter space.

NTT latency comparison for both algorithms across GPU cards
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FIGURE 1. Latency (1s) comparison across GPU cards for both algorithms
for varying ring dimensions.

Although, the latency figures may provide a quick glance
on the computational performance however, for certain
practical applications throughput figures may be more
relevant as one may desire to carry out many independent
NTTs concurrently in a batch. To this end, we employed
five different sized of (i.e, 4, 16, 32, 64, 128) transforms to
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TABLE 9. Comparison of performance via mean execution times (us) for
single forward NTT operations in both radix2-CT and 4-Step
implementations, across varying ring sizes and three distinct GPU card
models (Table 8). Highlighted in bold are the superior timings within each
row. These experiments utilize a 64-bit Goldilocks prime modulus for
modular reduction operations.

radix2-CT | 4-Step

loga(n) GPU-A  GPU-B GPU-C ‘ GPU-A GPU-B GPU-C
12 8.32 12.57 7.64 7.92 12.62 7.29
13 8.43 12.94 7.74 8.30 12.64 7.53
14 9.15 12.97 7.80 8.95 13.70 8.08
15 10.49 13.84 8.03 10.36 14.41 8.49
16 14.79 15.93 8.66 14.33 16.34 9.04
17 24.66 21.94 11.81 23.97 22.57 11.86
18 41.70 28.38 15.46 40.75 28.89 15.37
19 85.25 43.38 24.54 87.30 43.19 23.13
20 164.02 72.12 39.40 165.85 72.60 38.33
21 321.88 142.29 70.68 317.61 135.83 66.37
22 647.32 272.99 135.19 617.26 252.71 142.84
23 1422.32  602.16 377.91 1221.85 499.01 42291
24 3448.09 1152.67 1020.95 | 2514.96 1016.50 969.92

study the batching behavior of both algorithms for n ranging
between 212 — 216,

It is evident from Table 10 and Figure 2 that the employed
GPUs are capable of computing concurrent NTTs without
significant increase in latency as long as available resources
on the GPU are available and not completely exhausted.
However, past that point the NTTs are serialized and this
reflects in the observed latency and througput figures. For
instance, on GPU-C, when n = 24 while 4 NTT operations
in a batch take 8.04 us, 16 of them take only slightly
more time, 11.48 ws with radix2-CT, similarly 4-Step takes
4.55 ps and 11.70 ws. In contrast, when n = 2© while
64 NTT operations in a batch take 97.16 ws and 128 take
184.8 ws with radix2-CT, which almost doubles, similarly
4-Step takes 91.00 ws and 192.16 ws following the same
trend reflecting the available GPU resources getting into
contention. Although, it should be kept in mind that choosing
a suitable n and an practical batch size for purpose of maximal
throughput is largely dictated by the resources of the GPU
card, its capabilities and is often a decision based on tradeoff.

Lastly, from a numerical standpoint, making a clear
distinction between the superiority of radix2-CT and 4-Step
is challenging, as their performance varies and is sensitive
to the underlying GPU architecture. However, as observed in
Table 10, radix2-CT in batched operations tends to perform
more consistently and is less sensitive to architectural
differences across GPUs. This stability enables a more direct
and meaningful comparison with existing studies (Table 11).
Batch NTT results are generally more representative for
benchmarking, especially for ring dimensions (22 — 216),
where performing multiple batch NTTs is often preferable
to a single NTT—a practice well established in existing
literature.

D. COMPARISON WITH THE LITERATURE
From the existing literature on GPU-accelerated NTT, a few
works comparable to ours [64], [72], [74], [75] are
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NTT throughput comparison for both algorithms
across different batch sizes and GPU cards

800~
600 -
400 -
200"
0- NANANA NANARA NANARA EAEARA HAmAmA
800 -
600 -
400 -

20" A HAga
0- NANANA NANANA SAmAma "AmAma HAma

9l

800 =
600"
400 =

200~
0- NANANA NAmAwA "AmaAga

4

"Apaga HAga

throughput (us)

800~
800~
400 =
00 = HA mA

20_ mAmAmA "Amaga "4EmAga BAga mA

79

800~
600 -
400 - =A mA
- A
202_ EApaga "4mAga HAga .A-A =4
12 13 14 15 16
log2(n)

8¢l

B 4-Step A radix2-CT ® GPU-A ® GPU-B @ GPU-C

FIGURE 2. NTT throughput comparison across 5 different batch sizes for
both algorithms across three GPU cards.

TABLE 10. Timings of GPU implementations of Batch Forward NTT in ps.

| radix2-CT | 4-Step
log2(n) batch ‘ GPU-A GPU-B GPU-C ‘ GPU-A GPU-B GPU-C
4 8.67 12.24 7.59 8.67 12.98 7.72
16 12.27 13.91 7.86 12.63 14.20 8.14

12 32 17.09 15.65 8.54 17.41 16.98 9.25
64 26.90 19.63 10.67 | 28.69 2091  10.68

13 3 | 2800 2022 1108 | 2924 2173 1136

14 32 56.19 30.63 16.82 60:98 31:76 16:80

15 32

16 32

discussed in (Section II), which primarily address smaller
rings. However, to the best of our knowledge, we have
not encountered studies addressing larger rings, and thus, a
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comparison with our work is not straightforward. However,
we use our informed judgment to strive for a reasonable
comparison. Notably, most existing works utilize small n,
limiting their results. Although we compare our results with
such works for comparable n, for larger ring dimensions
(n > 219 t0228), we compare against an existing open-source,
commercial-grade implementation known as SPPARK [54],
as a fair competitor. Moreover, in our assessment, the radix2-
CT algorithm is a suitable candidate for comparison due to
its classical heritage. For modular reduction, we use 60-bit
random primes with the Plantard method and a Goldilocks
reduction with 64-bit prime in following set of experiments.

We report latency (ws) results in Table 11 for (n < 217y
and a high level summary comparison for each n, we pick
the minimum value both from results of existing work and
this work category from Table 11 and observe a 21% overall
speedup respectively from follows: 17.3% (9.2 vs 7.60 for
n = 212);20.3% (9.6 vs 7.65 for n = 2'%); 30.0% (11.1 vs
7.77 for n = 2'%); 29.56% (11.4 vs 8.20 for n = 2);
22.68% (11.2 vs 8.66 forn = 2'9): and 7.8% (12.2 vs 11.7 for
n =217,

TABLE 11. Latency (1s) compatison with existing literature for n < 217,

logy

Work Device logo g 12 13 14 15 16 17

172 Titan V 60 - - 441 842 - B

[73] RTX 2080 Ti  64* - - - 833 - -
[74] GTX 1070  64* - - 578 - - B
[751 GTX 1070  64* - - 668 - - B
1701 V 100 55 - - 29 39 - -
[71] RTX3060Ti 62 140 149 191 359 - -
[60] A 100 62 - - 133 - 165 -
[60] V 100 62 . - 1Ls - 164 -
[79] GPU-A 60 118 118 136 146 169 233
[79] GPU-C 60 92 96 111 114 112 122
[78] GPU-A 60 140 109 137 152 164 197
[78] GPU-C 60 123 114 151 154 155 167
TW.  GPU-A 64* 832 843 915 1049 1479 27.8
TW.  GPU-B 64* 12.57 1294 1297 1384 1593 -
TW.  GPU-C 64* 764 774 778 803 866 117
TW.  GPU-A 60 845 867 938 1145 1500 247
TW.  GPU-B 60 1272 1322 1327 1456 1615 21.9
TW.  GPU-C 60 760 7.65 777 820 886 118

*: uses the 64-bit Goldilocks prime; T.W.: This Work uses radix2-CT
algorithm

For high ring dimensions (219 <n< 228), we evaluate
the radix2-CT algorithm and the SPPARK implementation
on GPU-B and GPU-C, omitting GPU-A due to its early
resource exhaustion for larger n in the experiments. The
latency (us) results are presented in Table 12, and the trends
are visualized in Figure 3. A quick glance reveals that our
implementation outperforms SPPARK on both GPUs across
stated n values, with average improvements of 6.9%/30.8%
(min/max) on GPU-B and 3.8%/25.6% (min/max) on
GPU-C, respectively. To maintain a level playing field,
we employed the Montgomery reduction routine in this
half of experiments, as SPPARK exclusively uses it due
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to its design specifications for supporting zk-SNARKSs and
working with very large moduli, such as the BLS12-377,
which is 377 bits in length.

Among other relevant works [76], [77], [78], [79] where
a direct comparison is non-trivial, we make our best effort
to provide a fair comparison of numerical results. Regarding
TensorFHE [79], it reports a throughput of 1, 764, 953 NTT
operations per second across n € {2'2,213,2!4} on GPU-B
type platform, on average. In our comparable experimental
setting, we achieve an average throughput of 2,930,746
NTT operations per second on GPU-B using the radix2-CT
algorithm (Table 10). Flexible-GPU [77] reports a latency of
315 ws for n = 2'°. In comparison, our approach, averaged
across both algorithms, reports a latency of 13 us, reflecting
a significant comparative performance. Lastly, HiKyber [78]
and Efficient-TMVP [76] report notable latency figures of
1.2 and 0.5 us for n = 2% on GPU. However, our work
neither targets nor is designed for such small n values,
as our primary focus remains on significantly larger sized
transforms, exclusively utilizing CUDA cores on the GPU.

All in all, we observe that our obtained comparative results
are encouraging and support avenues for optimization and
performance gains even further.

TABLE 12. Latency (us) of radix2-CT algorithm against SPPARK on GPU-B
and GPU-C using BLS12-377 prime modulus).

radix2-CT
GPU-B \ GPU-C
loga(n) T.W. SPPARK [54] ‘ T.W. SPPARK [54]
19 230.68 246.66 111.60  132.96
20 416.47 515.72 206.88  259.88
21 854.36 937.38 424.25 504.40
22 1690.40 1912.60 959.88 1075.67
23 3511.66  4284.51 2027.27 2362.28
24 7294.05  8060.20 4178.86 4484.67
25 15251.5 169524 8620.7 9131.73
26 31388.1 38815.0 17728.4 20213.7
27 65097.4  74886.3 36780.5 38177.9
28 137242.0 179563.0 78886.7 82987.3

T.W.: This Work

E. IMPACT BY MODULAR REDUCTION TYPE
In this set of experiments, we aimed to determine whether
a particular reduction method significantly impacts the
overall performance of our implementation. As discussed in
Section III-D, we employed Plantard, Barrett, and Goldilocks
reduction methods, outlining their distinctions concerning
the subject modulus value g. To this end, we selected the
radix2-CT algorithm and configured it at compile time for
each of the three reduction types. We then evaluated it across
typical ring dimensions (2'2 < n < 22%) with ¢ of at
most 64-bits. As with previous experiments, these tests were
conducted on all three GPUs (Table 8).

As before, we measured the latency, with the results
presented in Table 13 and visualized in Figure 4. Overall,
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NTT latency comparison with state—of-art across same GPU models
4

- ®  SPPARK

S <o
S
& o TW.
| 2
=
N E<> w
o
S =
G S —
=} EOEO
: RO RO RO BO BRSO
(&)
c
2
© .
-8
&
2
o
S c
$ = I
N 2 (@)
& RO
CREORO RO BOBO BO B
19 20 21 22 23 24 25 26 27 28
log2(n)

FIGURE 3. Latency (1s) comparison against SPPARK on GPU-B and GPU-C.

radix2-CT NTT latency comparison for three modular reduction
types across GPU cards
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FIGURE 4. Latency (us) comparison of radix2-CT algorithm employing
three modular reduction types.

we observe that all three modular reduction methods exhib-
ited similar performance, with none showing a significant
advantage over the others in terms of latency. For instance
n = 2% Goldilocks reduction outperforms the other
methods meagerly on GPU-A, but Plantard method remains
performant on GPU-B, and Barret on GPU-C marginally.
While the Plantard reduction algorithm saves one multi-
plication in comparison with the Barret reduction, the input
size of the former algorithm is larger than the latter. Thus,
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TABLE 13. latency (1s) comparison of radix2-CT algorithm employing three modular reduction types and evaluated across three GPUs.

GPU-A GPU-B GPU-C
logon  F/%/ s IR} T/ s
12 8.32/8.45/8.93 12.57 1 12.72 / 12.95 7.64/7.60/7.76
13 8.43/8.67/9.31 12.94 71322/ 13.42 7.74 1765/ 7.80
14 9.15/9.38/9.71 12.97 / 13.27 / 13.46 7.80/17.77 /1 8.06
15 10.49/11.45/11.88 13.84 / 14.56 / 14.69 8.03/8.20/8.23
16 14.79 / 15.00 / 17.67 15.93 / 16.15 / 17.37 8.66 / 8.86 / 8.96
17 24.66 / 28.24 / 28.45 21.94 72245/ 24.09 11.81/12.94 /12.52
18 41.70 / 45.26 /1 49.90 28.38 /28.46 / 32.36 15.46 /1 16.33 / 17.44
19 85.25/94.46 1 97.88 43.38 / 41.67 / 51.74 24.54 /1 24.18 1 27.97

20 164.02 / 179.82 / 188.30
21 321.88 /351.73 / 373.72
22 647.32 / 735.41 / 759.05
23 1422.32 / 1596.05 / 1607.2
24 3448.09 / 3882.28 / 3596.6

72.12 / 68.87 / 89.69
142.29 / 135.10 / 182.17
272.99 1 262.17 / 342.66
602.16 / 580.07 / 727.43
1152.67 / 1122.70 / 1445.5

39.40 / 38.36 / 47.73

70.68 / 66.64 / 87.19
135.19 / 129.97 / 168.43
377.91 / 465.20 / 409.42
1020.95 / 1173.72 / 1028.55

+: Goldilocks Reduction used. (64bit)
%: Plantard Reduction used. (60bit)
&: Barret Reduction used. (60bit)

the Plantard algorithm can outperform the Barret algorithm
only if the GPU platform has good memory access latency.
This can be observed in Figure 4, where the Plantard
outperforms the other reduction algorithms on GPU-B, which
is a high memory bandwidth device. On the other hand,
on low memory bandwidth GPU-A, the Plantard method
did not outperform the other two for the aforementioned
reason.

In summary, the choice of modular reduction method alone
is not always a decisive factor in the overall performance of
the NTT algorithm. It may also depend on the performance
characteristics of the underlying compute platform such as
memory bandwidth and clock speed.

F. FURTHER DISCUSSION

Our experiments in the preceding sections also highlight the
role of GPU clock frequency on performance, as expected.
For example, in Section VI-C, where n = 12 — 14, we found
that both of our algorithms performed better on GPU-A
compared to GPU-B. This is because GPU-A, despite having
fewer resources, operates at a higher clock frequency. When
comparing two GPUs with similar resource availability for
a given n, the one with the higher clock frequency typically
delivers greater throughput and lower latency (see Table 9 and
Table 10).

However, clock frequency increases are limited by the
physical constraints of the hardware. Beyond a certain point,
further improvements in performance require horizontal
scaling, i.e., increasing the number of resources. For instance,
GPU-C, which has a lesser memory bandwidth and but
way more compute threads in comparison to GPU-B, out-
performs GPU-B despite both being industrial-grade work-
load capable. This demonstrates that additional resources
can play a crucial role in performance when clock fre-
quency enhancements reach their limits as evident from
Table 12.
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1) PERFORMANCE - A MATHEMATICAL TAKE

At a juncture, a reader may seek mathematical model
entailing the performance of the radix2-CT and the 4-Step
algorithms, which require n/2logn, and n/2logn + n
modular multiplications, respectively, where modular multi-
plication dominates the compute-bound operations. Despite
the 4-Step algorithm is more involved computationally, it is
not usually the slower of the two algorithms. This and the high
input sizes imply that NTT is of more memory-bound than
compute-bound especially for large » memory-bound and one
needs a model that captures the memory access efficiency
of the two algorithms to better evaluate the implementation
results.

To this end, in the following we outline such a model.
However one should remain wary, that developing an exact
mathematical model is only approximate without taking
into account all the latent microarchitectural behavior of
the underlying hardware especially, the distributed GPU
memory hierarchy. This prime limitation stems from the
lack of availability of an existing formal model in the
literature that accurately represent the behavior of global,
shared, and thread memory for modern NVIDIA GPUs,
among proprietary implementation details of the GPU
vendor. Nevertheless, we attempt to describe the performance
behavior of presented algorithms based on performance
metrics [80], which are reported by using Nvidia’s profiling
tool nsight nsys as part of SDK.

Among more than 100 available profile metrics, we con-
sider the following ones which relate to memory effi-
ciency i.e. GLE, GSE - global memory (l)oad/(s)tore effi-
ciency; GMT - global memory throughput; SLE, SSE - shared
memory (l)oad/(s)tore efficiency; SME - overall shared
memory efficiency; SMT - shared memory throughput.
The efficiency metrics are measured in percentage and,
throughput ones in GB/s. Although a single SME metric
exists for shared memory, there is no direct equivalent
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for global memory. To establish a GME (Global Memory
Efficiency) metric, we compute a weighted average of the
global memory load efficiency (GLE) and global memory
store efficiency (GSE). The weights for this average may be
equal or differ depending on the specifics of the underlying
platform. For our evaluation, we considered them to have
equal weightage.

The performance for both algorithms is outlined in
expression (2) as proportional relation, where 7' represents
the total time taken, n the input polynomial size, and two
constants 7g and fs as typical (g)lobal and (s)hared memory
access overhead which are specific to GPU card model, and
kc the number of kernels invoked, as more kernels increase
overhead due to the launch associated overhead.

2n nlogn
Totg ke | oz )| +ts N oo ) @
GMT x GME SMT x SME

Typically, t, is much greater than #;, with estimates
suggesting a ratio of 20 : 1 [73], implying that fragmented
access of global memory significantly deteriorates overall
performance. Metrics such as global memory throughput
(GMT) and shared memory throughput (SMT) are card-
dependent, with higher-end GPUs offering better perfor-
mance in these areas. The performance P is inversely related

to the execution time 7', expressed as P = %

global memory efficiency behavior by both algorithms
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FIGURE 5. Observed mean global memory efficiency (GME)% behavior
for both algorithms.

The performance of Algorithm 9, is heavily influenced
by how efficiently global memory is utilized through unco-
alesced access in relation to n. The first half of expression (2)
related to GME significantly underlines this effect, as the
combined impact of kc and t, has more weight than the
second half. Attributed to the implementation, up to 2n
global memory loads/stores are performed across the required
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kc kernels in a single n-point transform. As successive
kernels are executed for larger n, global memory access
becomes increasingly uncoalesced, progressively degrading
GME and impacting performance. Moreover, the number of
outer iterations in a kernel koc, which also increases as n
increases, may also reduce GME due to uncoalesced access,
on average of &~ 2% with every twofold increase as illustrated
in Figure 5.

Conversely, the 4-Step algorithm uses fewer kernels (k <
3) and leverages shared memory for minimal but coalesced
global memory access. This behavior is evident in Figure 5,
where GME efficiency remains nearly consistent across vary-
ing values of n. As discussed earlier (Section V), the input n
is decomposed into optimally sized n; X nj sub-transforms,
facilitating shared memory usage while minimizing frag-
mented access to global memory. The choices of ] and n; are
made to reduce bank conflicts, thereby preventing lower
SME. Furthermore, selecting n; appropriately can eliminate
the need for an additional kernel launch dedicated to the
mandatory transpose step, allowing for transposition to occur
in shared memory by reusing an existing kernel to avoid an
additional kernel launch overhead. Overall, the use of fewer
kernels and improved SME results in better performance. Our
evaluations confirm that selecting the optimal n; can achieve
up to 80% SME, while suboptimal choices lead to a 60% drop
in efficiency.

Lastly, one might ask how well our performance model
explains the actual results of both algorithms. To address
this, Figure 1 presents our experimental evaluations across
GPU-A, GPU-B, and GPU-C. The 4-Step algorithm generally
outperforms the radix2-CT algorithm on GPU-A, which
can be attributed to the lower memory bandwidth of
GPU-A and confirms our hypothesis that both algorithms
are memory-bound and the one with better GME usually
wins. That the efficiency of the 4-Step algorithm is more pro-
nounced in GPU-A is a further evidence for our hypothesis.
On the other hand, for GPU-B and GPU-C, the performance
is nearly identical, with only minor differences. A look
at (2) shows that, if and only if GME to be comparable
for both algorithms, performance is affected by SME, where
4-Step clearly has the advantage. However, for GPU-B and
GPU-C, this distinction is less apparent, likely due to the
latent architectural optimizations in these cards, which our
model does not account for the reasons outlined earlier in
this section. Also, when GME and SME are comparable, then
the modular multiplications can be a determining factor for
the performance, where the radix2-CT algorithm has slight
advantage over the 4-Step algorithm.

VII. THREATS TO VALIDITY

A notable external threat to the validity of this work
lies in the evaluation on the CUDA SDK version and
the choice of GPU cards. As with any evolving software
system, different versions of the SDK may introduce changes
in features, internal optimizations, or even deprecate core
platform components, often with unforeseen consequences.
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Additionally, a user application built with a certain SDK
version may perform inconsistently when evaluated on
different hardware. Moreover, macro and microarchitectural
differences in GPU hardware and specifications can lead to
inconsistent results. To address these concerns, we utilized
the latest SDK version available to us and tested on three
reputable GPU cards. Although we established a strategy
to optimize memory access by prioritizing performance and
adjusting configurable parameters, empirically supporting
the desired effect, however, remains the possibility of needing
to fine-tune these parameters even further based on a
weighted approach to the specific hardware and software
setup at hand that is different from ours.

Among other external threats, the absence of a standard-
ized benchmark dataset for NTT, and input data distribution,
may inadvertently influence NTT performance figures. The
absence of a standardized dataset introduces the risk that per-
formance evaluations could vary significantly across studies
due to differences in input size, data-distribution, and batch-
ing order. While we employed random input values from
a uniform distribution, consistent with existing literature,
there remains a possibility that specific input distributions
such as sparse, semi-structured, or highly correlated data,
could result in suboptimal memory access patterns, workload
imbalances, or latent impacts on the hardware scheduling.
These factors could affect the generalizability of performance
results. To address these concerns, exhaustive testing across
a wide range of input distributions might provide deeper
insights. However, for non-trivial input sizes, such testing is
neither practical nor feasible and thus, we chose to rely on
random-valued inputs for a given »n in this work.

VIil. CONCLUDING REMARKS AND FUTURE WORK

In this work, we present two robust algorithms, namely
4-Step and radix2-CT, to perform the number theoretic
transform (NTT) on three well-regarded GPU cards by
NVIDIA. The performance of a naive implementation of
these algorithms would suffer considerably and would not
be desirable. To address this, we utilized a systematic
strategy to determine optimal configurable parameters for
GPU programming, such as kernel count, thread count,
and block and grid shapes. We demonstrate that informed
configuration of these parameters significantly impacts the
global memory access patterns of the GPU device and plays
a vital role in overall performance for non-trivial input sizes.
Furthermore, we evaluate and report empirically the latency
of a single NTT transform and the practical throughput
for batch-mode processing, which is generally sought after
in homomorphic encryption as it allows for the concurrent
execution of multiple transforms. In contrast to existing
works, we demonstrate that our approach can effectively
handle large input workloads upto 2%8. Additionally, our
implementation outperformed an existing third-party alter-
native for large inputs. We also experimented with three
different modular reduction techniques to determine if one
performs considerably better than the others. Overall, both
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of our presented algorithms performed comparably across all
three modular reduction methods on all three GPU devices
used in the experimentation.

For future work, we plan to experiment with and integrate
on-the-fly generation of twiddle factors, rather than precom-
puting them to reduce memory usage. Additionally, we are
considering the exploration and incorporation of high-radix
butterfly circuits in future variants of our implementation.
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