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Abstract We propose a probabilistic key predistribution
scheme for wireless sensor networks, where keying
materials are distributed to sensor nodes for secure
communication. We use a two-tier approach in which there
are two types of nodes: regular nodes and agent nodes.
Agent nodes are more capable than regular nodes. Our node
deployment model is zone-based such that the nodes that
may end up with closer positions on ground are grouped
together. The keying material of nodes that belong to
different zones is non-overlapping. However, it is still
possible for nodes that belong to different zones to
communicate with each other via agent nodes when needed.
We give a comparative analysis of our scheme through
simulations and show that our scheme provides good
connectivity figures at reasonable communication cost by
using minimal flooding in key distribution. Moreover, we
show that our scheme is scalable such that no extra
overhead in incurred in case of increased number of nodes
and sensor field size. Most importantly, simulation results
show that our scheme is highly resilient to node captures.
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1 Introduction

When sensor networks [3] are used in a hostile setting,
confidentiality, confidentiality and authenticity of commu-
nication among the sensor nodes should be provided. While
fulfilling these security requirements, fast and energy-
efficient methods should be used. Although there are some
recent works to make public key cryptography (PKC)
practical to be used sensor nodes [4-6], symmetric
cryptography and hash-based solutions are still more
efficient to provide security in sensor networks [20, 21].
These solutions necessitate pairwise keys distributed among
the sensor nodes prior to beginning of secure communica-
tion. The problem of distribution of keys to large number of
sensor nodes is an active research area.

Key predistribution schemes [1, 7-12, 14] are shown to
provide practical and efficient solutions. In such schemes,
redundant amount of keys are stored in nodes” memory before
deployment and a matching algorithm is processed between
neighboring node pairs after the deployment. As a result of this
match, some of the stored keys are used in secure communi-
cation of neighbors. If two neighboring nodes share a key, then
a secure link exists between those nodes. Due to probabilistic
nature of the scheme, some neighboring nodes may not share
a key. In the literature, there are some location-aware
approaches [8, 11, 15-17], where expected location informa-
tion of sensor nodes is utilized, in order to improve the key
sharing probability and the resiliency of the system by
reducing the number of reused keys. In such location-aware
approaches, it is assumed that nodes are prepared in small
groups and deployed as bundles. Thus, the nodes in the same
group have a large chance of being in the radio communi-
cation range of each other. Keys are stored in nodes such that
nodes in the same or neighboring groups have common keys,
but nodes in distant groups do not share any.



Blom’s key management scheme [2] is used as a
powerful tool in key predistribution schemes [9]. Blom’s
scheme shows a thweshold property; until A nodes are
captured, the network is perfectly secure, but if A+1 or
more nodes are captured all secure links are compromised.

In this paper, we propose a zone-based and two-tier
approach for key predistribution problem in sensor net-
works, where there are two types of sensor nodes with
different capabilities: regular nodes and agent nodes. Agent
nodes have larger memory and can share keys with agent
nodes from neighboring zones. Agent nodes constitute a
small part of sensor network. Regular nodes can establish
secure links only with same-zone neighbors without
intervention of agent nodes. We show that owr approach
significantly increases the resiliency of the system while
still keeping the network connected via secure links to a
large extent. Moreover the proposed scheme uses less
flooding and consequently has less communication over-
head as compared to rival schemes. Scalability is another
remarkable feature of the proposed scheme; increasing the
size of the sensor network field and the number of nodes
together does not degrade the performance of the system.

The rest of this paper is organized as follows: in Section 2,
we describe our key predistribution scheme. In Section 3, we
provide a comparative analysis of our scheme. Finally, we
provide some concluding remarks in Section 4.

2 Two-tier, location-aware key predistribution scheme

In our scheme, we exploit the deployment location
knowledge of sensor nodes in order to improve the
performance of key predistribution. If a group of sensor
nodes is deployed at a deployment point, they will likely
reside in close proximity with each other. We arrange target
locations in a grid fashion and determine which bundle will
be deployed at which target location. We name each cell of
the grid as a zone. Before deployment, separate key spaces
are created for each zone according to our key predistribu-
tion scheme. Using this method, we increase the average
number of shared keys between nodes. The parameters and
symbeols used in this scheme are given in Table 1.

The key predistribution scheme consists of four phases;
predistribution phase, divect kev establishunent phase, hybrid
key establishment phase, path key establishment phase.

2.1 Zone based deployment model

We employ a classical zone based deployment model
similar to the ones used in [8] and [22]. In zone based
deployment models, the deployment area is divided into
several contiguous zones. Moreover before the deployment,
the nodes are grouped, and group-specific keys andfor

Table 1 Symbols and parameters

N number of nodes in each zone

z number of zones and groups in the sensor network (= Z,%Z,)
Z. number of rows in the sensor field

Z, number of column in the sensor field

w number of key spaces for each zone

r number of key spaces installed in a regular node

R communication range of sensor nodes

A number of agent nodes in each zone

Soun ID of ™ sensor node in zone mom=1_.Z,n=1_.N

Fun  resident point of node s, m=1 .. Z, n=1 . N

Koup ID ofp&' key space in zone m, m=1 .. Z, p=1 .. w
z, ID of zone at i row, /* colunm, i=1 .. Z,, /=1 .. Z,
dy deployment peint of zone Zj, i=1 .. Z,, j=1 .. Z,
G, ID of group of nodes deployed at dy;

keying materials are stored into the nodes of each group.
After that, groups are deployed airborne (via a plane or
helicopter) over the zones in one-group-per-zone basis. In
this way, nodes that belong to a particular group are
clustered in the proximity of a zone.

In our deployment model, we divide the rectangular
sensor field into a grid of Z=Z,xZ, equal sized zones.
Before the deployment, sensor nodes are grouped into Z
groups, each has N nodes. As will be explained in
Section 2.2, the keys and keying materials are stored into
the nodes also before the deployment. Center point of zone
Zy is the deployment point, 4. of group G, where i=1 .. Z,
and j=1 .. Z,. During the deployment, the nodes that belong
to Gy are dropped airborne over the deployment point dj;.
The actual location of a sensor node after deployment is its
resident point, r,,,, where m=1 .. Z and #=1 .. N. Resident
points of sensor nodes in the same group follow the same
probability distribution function. In our deployment model,
we enploy two-dimensional (Gaussian distribution as in [8].
This distribution causes the sensor nodes, which are
dropped at the same deployment point, tend to be closer
to each other after the deployment. However, it is also
possible to have some nodes that end up in neighboring
zones after the deployment. This is the most difficult case
in terms of key distribution since such a node may not find
common keying material with some of the nodes in its
deployed location. However, our key distribution scheme
addresses this issue by the inter-zone path key distribution
method explained in Section 2.5.

According to our deployment model described above,
the nodes that bear the group ID x should have been
deployed over zone with the same ID x. By combining
these two facts and for the sake of simplicity of
explanations, the characteristics of “being a member of
group” and “being a member of a zone” will be used



synonymously from this point onwards. Among these two
plirases, “being a member of a group” is the canonical one.
Since a node may end up in a neighboring zone after the
deployment or after a drift, “being a member of a zone”
does not mean physically being in an area, but belonging to
a particular group.

2.2 Predistribution phase and deployment

In key predistribution phase, we describe the method of
how keys are distributed to nodes. This is performed before
the nodes are deployed over the sensor field. We define two
methods in the predistribution phase: fntra-zone key
predistribution method and inter-zone key predistribution
method. In intra-zone key predistribution method, setup
server distributes the keys required for establishing secure
links between nodes from the same zone. This step applies
for both regular nodes and agent nodes. In inter-zone key
predistribution method, setup server distributes the keys to
agent nodes for their secure communication with other
agent nodes of neighboring eight zones.

In the intra-zone key predistribution, we adopted the
method proposed in [9], which is for the whole sensor field,
into a zone. The method in [9] and alse our method are
based on well-known Blom’s key predistribution scheme
[2]. Using Blom’s scheme, any two nodes having shares
from the same matrix can compute a secret pairwise key.
Setup server generates a single public matrix G, whose size
is (A+1y=N. All A+1 columns of & matrix are linearly
independent. For each zone, setup server generates w random
and symmetric [0 matrices with size (A+1)x(1+1) and uses
these matrices to compute w & matrices. Size of each A
matrix is N (A+1). Each [D and A matrix pair make up a key
space. Each key space has a unique ID, k,,,, where 1<m=Z
and 1=p=w. Sensors can use key space IDs to find out if
they have common key spaces with their neighbors. Then,
for each node s,,,,,, setup server picks r key spaces and stores
n™ row of A matrix and #% column of G matrix to node s,,,,.

In order for two neighboring nodes to compute a
common key, they need to know each other’s public
columns in & matrix. As shown in [9], it is feasible to
generate a public ¢ matrix by using a single primitive
element. Instead of storing (= matrix columns, nodes only
store a single primitive element. At the end of intra-zone
key predistribution method, all nodes have 7 rows with A+1
elements and one primitive element stored in their memory.

In our method, each zone has distinct key spaces. This
guarantees that the keys used in one zone are not used in
another zone. In this way, the resiliency improves signifi-
cantly as analyzed in Section 3.

As a unique feature of our method, in the infer-zone key
predistribution method, we distribute random-pairwise keys
to establish common keys between agent nodes. Before

sensor deployment, setup server generates unique random
pairwise keys for each agent node pair; there are only two
copies of a pairwise key. For an agent node s, setup
server generates pairwise keys that s, shares with all agent
nodes in neighboring zones of zone #. Then, these pairwise
keys are stored in s, along with IDs of corresponding
agent nodes.

Here one should notice that zone and consequently
group IDs are encoded in node ID so that when the nodes
exchange their I1Ds, they understand the zones/groups to
which they belong.

Random pairwise keys have node-to-node authentication
property and have perfect node capture resiliency, meaning
that when a pairwise key is compromised by adversaries, only
the secure link that compromised key is used, is affected.

Agent nodes will carry keys from both intra-zone and
inter-zone key predistribution method. Thus, agent nodes
must have larger memory as compared to regular nodes.
Considering that there will be limited number of agent
nodes in each zone, this is a practical approach.

After the keys and keying materials are predistributed, the
nodes are deployed over zones as described in Section 2.1,

2.3 Direct key establishment phase

After deployment, sensor devices try to establish secure
links with all of their neighbors. In direct key establishment
phase, two neighboring nodes of the same group/zone compute
shared keys with their neighbors. Here, we use a similar
method as the one described in [9]). The two neighboring
sensor nodes can be regular nodes or agent nodes. In order to
find out if they share any key spaces, each node broadcasts a
message containing the node’s ID and the indices of the
stored key spaces. If two neighboring nodes, s, and s,,,,, are
in the same group and share a common key space, then they
can compute a pairwise key using Blom’s scheme. s, can
compute the pairwise key by using its private row fiom
matrix A and s,,,’s column of public matrix &, which s, can
generate by using s,,,’s ID and the primitive root, which is
already stored in every node. Similarly, s, calculates the
same key using its private row and s,,,’s column of (3. This
shared key is called the direct key.

Neighboring sensor nodes may belong to different
groups/zones. If at least one of the nodes is a regular node,
they cannot directly establish a secure link because they do
not have any common key spaces. In Section 2.5, we
describe an original method how two regular nodes from
different zones can establish a secure link with the help of
agent nodes. If both of the nodes are agent nodes from
neighboring zones, they can easily establish a secure link
by exchanging IDs. Each agent node can find the pairwise
key shared with the other agent node just by using other
node’s ID.



After the dircct key cestablishment phase, the entire
sensor network forms a sccure link graph in which two
nodes can have an edge between them only if they are
neighbors and they share a sceret key.

In case of a drift of a sensor node, it may rerun this phase
in order to establish keys with new neighbors of the same
zone. If the drifted node is an agent node and if it faces with
another agent node of a neighboring zone, the key
distribution is trivial as explained above in this subsection.
However, if a drifted agent node meets a regular node of the
neighboring zone, it should run inter-zonc path key
establishment method as described in Section 2.5. Similar-
ly, in case a regular node moves to a neighboring zone and
faces with a node (regular or agent) that belongs to that
zone, it should run inter-zone path key establishment
method.

2.4 Hybrid key establishment method

Iivery regular node needs to have a contact with an agent
node in order to perform inter-zone path key establishment
that will be explained in Section 2.5, Dircct key establish-
ment phase can be used to establish direct keys between a
regular node and an agent node of its zone. However, if a
regular node has no agent node within its radio communi-
cation range (i.c. none of regular node’s 1-hop neighbors is
an agent node), they cannot run the direet key establishment
procedures. In such as case, the nodes may run the hybrid
key establishment method. In this method, the regular node
trics to find an agent node within several hops range to
establish a pairwisc key.

Regular nodes may sharc key spaces with agent nodes
even if they are several hops away from cach other. If they
can exchange their key space 1Ds over a secure path, they
can computc their sccret shared key as explained in
Scction 2.3. Hybrid key establishment method basically
aims the exchange of such key space IDs over a sccure
path.

The hybrid key establishment method works as follows.
Suppose a regular node, s,,, where 1<m<Z and |<n<N,
multicasts a query including its key space IDs to its secure
ncighbors with whom it shares a direct key. If s,,,’s secure
neighbors have an agent node of its zone in their neighbor
lists, they forward the query to the agent node. If there are
no agent nodes in two hops, sccure neighbors of s,
forward the query to their secure neighbors and this
flooding' of querics goes on until cither a hop-limit is

"In this paper, we use reswicted flooding in which a query is
broadeasted by a node only once: when the same query is received
again by the same node, it is simply dropped and not broadcasted. In
this way, the communication cost caused by {looding is reduced as
compared to unrestricted {looding In which a particular node
unnecessarily broadeasts duplicate queries.

reached or an agent node of that zone is found. If the sccure
link graph is connccted, s, cventually finds an agent node.
If more than onc agent node is found in this way, then the
closest one is preferred. In this method, not only a key is
exchanged, but also a secure path is cstablished between
Smn and its closest agent node. This sccure path is later
utilized in inter-zone path key establishment phase.

An cxample of hybrid key establishment method is
shown in Fig. . Here the regular node s, has an agent node
iz which is 3-hops away from it.

It is possible that regular node s,, does not share any
key spaces with any of the agent nodes in its zone. In this
casc, a path key can be established between s, and its
nearest agent node using the method explained in Section 2.5.

In the case of a regular node is drifted within the
network, hybrid key establishment still works provided that
there is a secure path between this regular node and its
agent node. Similarly, when an agent node is drifted, its
regular nodes can still use hybrid key establishment if there
is a sccurc path towards this agent node. As will be
discussed in Section 3.3, our scheme shows a good global
connectivity performance, meaning that only less than 1%
of all nodes arc disconnected from other nodes. If a node
shares key with at least one of its neighbors after a drift,
most probably this node will find a path to other nodes.
This is valid for both regular and agent nodes. That is why
the problem of existence of a secure path between a regular
node and an agent node is reduced to keep the drifted nodes
cryptographically connected. This connectivity can be
achieved via direct and path key establishment mechanisms
explained in Sections 2.3 and 2.5, respectively. Among
these, inter-zone path key establishment mechanism is
particularly important for a drifted node if it moves to a
necighboring zone.

I
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Fig. I Regular node s;, establishes a pairwise key with agent node s,
using fvbrid key establishment method



2.5 Intra-zone and Inter-zone path key establishment phases

After direct key establishment phase, a sensor node, s,
may end up in a case where it cannot find any shared key
spaces with one or more of its neighbors. In this case, s,
tries to find secure paths to such neighbors with the help of
its secure neighbors. The process of establishing a secure
link over a secure path between same zone nodes is called
intra-zone path key establishment.

The process works as follows. Assume node s, of zone
Z,, does not have a secure link with its neighbor node s,,,,.
Node s,,,, floods a query to other nodes to see if they have
secure links with node s,,,. If at some hop level any of the
neighbors, say s,,, has such a secure link, then s,,
generates a random key and sends this key to both node
Smn and s, over secure links. Then, s,,, removes this
random key from its memory.

When node s,,,’s neighbor, 54, is from a neighboring
ZONe, 3., needs an agent node to communicate securely
with s, That is why every regular node needs a secure path
to its nearest agent node before initiating inter-zone path
key establishment process. Assuming both s,,, and s, have
direct or hybrid links with an agent node, inter-zone path
key establishment process works as follows:

1. They exchange their and their nearest agent node’s ID.
2. One of the regular nodes, say s, sends IDs received
from the other node to its nearest agent node over a
secure link.

Since s,, and s, are from neighboring zones, their
agent nodes must share a pairwise key, as explained in
Section 2.2. Agent nodes can easily find out their
shared pairwise key, K, via a simple lookup. Node 54
has either a direct or hybrid key, K, to its agent node.
Node s,°s agent node generates a random key, K,, and
encrypts it with K, as Ex,{K,}. Then s,’s agent node
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Fig. 2 Example case: Two
neighboring regular nodes, s,
and s;5, from different zones
establish a secure link through
inter-zone path key establish-
ment process

prepares and sends the message Ex . {K, B4 {K,}} t0 54
over a secure path or secure link.

4. Node sy decrypts the message and retrieves K,. Then it
sends Eyx,{K,} to its neighbor, s,,,,,.

5. Node s,,, sends the message, E,{K,}, to its agent
node. The agent node decrypts Eg,{K,} and sends K,
back to s, over a secure link or secure path.

6. Now both s, and s, shares the same key X.,.

As an example, we provide the inter-zone path key
establishment process between two nodes, s, and sp.
Nodes s;, and s, belong to neighboring zones and they’ve
already established hybrid keys with their nearest agent
nodes, s,, and s, respectively. The example is shown in
Fig. 2.

1. Sensor node s; initiates the inter-zone path key
establishment process by sending message M;={s;,
S5} to node 55

2. Sensor node sy, receives M; and sends back M.={ s,

Fia } to Sib

Assume that agent node s, and regular node s, has

already established a secure link and share a direct

key, K. Sensor node s; sends My=Eg,{{ s;5, 55, }} to

its agent node s,

4. Agent node s;, looks up pairwise key, K, that it
shares with s;,. Then s;, generates a random key, K, to
be used as sy, and 5;,°s shared secret key. After that,
agent node s;, sends encrypted message My=Ex{K,,
E'Kp {Kr}} to 5.

5. Sensor node s, receives and decrypts My and retrieves
K, and Ex,, {K,}. Then, 5, sends Ms=Eg, {K,} to 5.

6. Sensor node s, receives Ms but cannot decrypt it
because s, and s, do not yet share any key. In
addition, s, does not have a direct link with agent
node s;,; 5;» can reach agent node s;, in two hops with
the help of 5,.. Assume that 5, and s,. has already

Lol
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established secure link using direct key establishment
method and share a direct key, K. Sensor node s,
sends M6:EKd1 { EK;D {Kr}} to Fie,

7. Sensor node s, receives and decrypts Mg_then retrieves
Egp {K,}. After that, 5. encrypts Eg, {K.} with K,
shared direct key with s, and agent node s,. 5, sends
M:=Eia | Efq; 1K)} to Sia.

8. Agent node s,, receives and decrypts My, retrieves Ey,
{K,}. Then using the shared pairwise key between
two agent nodes, s;, and s, s, retrieves K,. Assume
that agent node s,, and s, shares a secret key, K.
generated using the hybrid key establishment method,
explained in Section 2.4, Then, s, encrypts K, with
Exus and gets Exys {K,}. Agent node s,, 1e-encrypts
the message with Eg,, and sends Mg=Egzn { Exn
{K,}} to sensor node s,

9. Sensor mode s;. receives and decrypts Mg then
retrieves Egn {K,}. After that, s, encrypts Egn
{K,} with K, shared direct key between s;; and sy,
Regular node s, sends My=Egy { Exza (K.} } t0 53,

10. Lastly, sensor node sy, receives and decrypts Mo_then
retrieves Egsy {K,}. By decrypting Egn (K.}, 53
retrieves K,. Using K,, 53 and s, can securely
communicate with each other.

Both intra-zone and inter-zone path key establishment
methods can be rerun in case a node is drifted within the
network due to external conditions. The uses of these
mechanisms for a drifted node are not so different than the
normal use. After a drift, if a node meets another node of
the same zone, they may use intra-zone path key establish-
ment. If the drifted node faces with a node of a neighboring
zone, then inter-zone path key establishment is used. The
only difference in the drifting case is that the drifted node
should not get isolated. In other words, the drifted node
should remain connected in such a way that it shares keys
with some neighbors. The reason of this requirement is that
both intra and inter path key establishment mechanisms
need to have at least one secure link. In order to keep the
drifted node connected, it should continuously check for the
new neighbors and whenever it sees a new neighbor, it
should establish a key with it. In this way, even if some
secure links are dropped due to mobility, using the already
established secwre links, new secure links are created and
the connectivity of the mobile node with the rest of the
network is sustained.

The abovementioned discussion of mobile nodes is valid
for both regular and agent nodes. In case of an agent node
moves towards a neighboring zone, it can still be connected
via inter-zone path key establishment method. Actually, it is
easier for an agent node to run inter-zone path key
establishment as compared to a regular node. The reason
is that a regular node needs to have shared key with its

agent node as a prerequisite of inter-zone path key
establishment; however, for an agent node there is no such
requirement.

As discussed above, our scheme addresses the mobility
of nodes into the neighboring zones only. If the nodes are
drifted further to other distant zones, our scheme works if
and only if agent nodes of these distant zones share keys.
Currently, our scheme does not provide such a sharing.
However, by increasing the key storage memory, pairwise
keys for agent nodes of distant zones could be predis-
tributed prior to deployment. Such a high mobility case is
not addressed in this paper and is left as a future work.

3 Performance evaluations

In order to evaluate the performance of our scheme, various
simulations are performed in Matlab®., We used the well-
known metrics such as local connectivity, global connec-
tivity, communication cost, and resilience against node
compromise. We also simulated some of the well-known
key predistribution schemes [1], [8], and [9] for comparison
purposes.

3.1 System parameters

In our analysis and simulation, we use the following
configuration.

- Deployment area is 1,000 mx 1,000 m

- Deployment area is divided into 1010 zones, i.e. Z,=
Z,=10 and Z=100

—  Total number of sensor nodes is 10,000 and there are
100 nodes in each zone, i.e. N=100.

- Communication range, R, for each node is 40 m. The
nodes are assumed to be static.

3.2 Local connectivity

Local connectivity can be referred as the probability of two
neighboring nodes sharing at least one key space, in other
words having a direct secure link. Assuming that key
spaces are homogenously distributed among sensor nodes,
local connectivity can also be defined as the average
number of secure neighbors of a node. This probability is
denoted as Py,..,p. In Fig. 3, local connectivity values of our
scheme and Du et al.’s scheme [9] are shown. It can be
observed that the ratio z/w is the determiner Py, ;. As 7
increases and w decreases, the probability that two
neighboring nodes share at least one key space increases.
In this analysis, the w values of Du et al.’s scheme is taken
100 times larger than our scheme in order to equalize the
total number of key spaces in the whole sensor network.
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Fig. 3 Local connectivity, P, vs. 7, number of key spaces installed
in a node

Figure 4 shows local connectivity values obtained from
simulation results of our scheme and Du ct al.’s scheme
using deployment knowledge [8] (from now on we call this
scheme “Du et al’s scheme 27). Their approach is a
modified version of Lschenauer and Gligor’s scheme [1].
They improve the scheme in [1] by using deployment
knowledge on a grid environment.

In Fig. 4, we simulated our scheme for various values of
A= 1 and 7 values. We took 15,25 and 35 as A~ 1, and 2, 3
and 4 as 7. For our scheme, 7% (A~ 1) gives the number of
keys in a node which is shown on the horizontal axis of
Fig. 4. When A— 1 is 15 and 7is less than 4, our scheme has
better local connectivity than Du et al.’s scheme 2.
However, Pj,..; of our scheme does not increase more than
0.6209. However, Pj,..; of Du et al.’s scheme 2 reaches
0.9522 when number of keys is as high as 150. Local
connectivity for our scheme stops increasing after a specific
value, because regular nodes cannot establish direct sccure
links with their different-zone neighbors, whereas in Du et
al.’s scheme 2, nodes have the capability to sharc keys with
nodes from ncighboring zones. Although it scems here that
our scheme has a drawback here for large number of keys,
since it is possible to reach good global connectivity and
resiliency figures with 50-60 keys, as discussed in
subscquent sections, larger amount of keys only marginally
affects the overall performance of the system at a high cost
of larger memory at tiny sensor nodes.

3.3 Global connectivity
Even if a sensor node cannot establish a direct sccure link

with its neighbor, it is possible to establish a link via path
key establishment phases provided that the node has a

sccurc path to this neighbor. If we gencralize this to all
sensor nodes, in order to establish secure links via path key
establishment phases, the network must be securely
connected after the direct key establishment phase. Global
connectivity is the measure of this secure connectedness.
Global connectivity is computed by finding the ratio of the
largest sccurely connected block of nodes (obtained after
direct key establishment phase) over total number of nodes.
Global connectivity also indicates the amount of wasted
nodes. If some nodes have no secure connection with the
main block of sensor nodes, then they cannot contribute to
the sensor network sccurely. For example, consider 0.99
global connectivity for a sensor network. This means 99%
of all nodes can cstablish direct or path keys among
themselves; however, 1% of the nodes cannot reach the rest
of the network in a sccurc way.

Figurc 5 shows global connectivity of our scheme for 7=
2, 3, 4 and w—4, 5, 6. Simulation results indicate that even
in the worst case where 7=2 and w=06, global connectivity
is higher than 0.99, which means more than 99% of nodes
sccurcly join and contribute to the sensor network.

3.4 Communication cost

In this scction, communication overhead of our key
predistribution scheme, when two neighboring nodes
cannot cstablish a dircct sccure link, is examined. In our
scheme, a sensor network incurs most of communication
cost during three operations: intra-zone path key establish-
ment, hybrid key establishment and inter-zonc path key
establishment. During intra-zone path key and hybrid key
establishment processes, flooding is used in broadcast and
multicast manner, respectively.
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Fig. 4 Local connectivity for Du et al’s scheme 2 |8] and our
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We first determine average number of hops required to
connect two neighboring nodes using intra-zone path key
establishment. Figure 6 illustrates number of hops and
connectivity values of corresponding secure link graphs for
various 7 and w combinations. It can be observed from
Fig. 6 that when ¢/w ratio is high, a node can establish direct
links with most of its same-zone neighbors. For example,
when 7 is 3 and w is 6, a node can reach 0.9503 of its same-
7zone neighbors in one hop, and the rest in two hops.
Although we could not show here for space limitations, the
performances of flooding based path key establishment of
our scheme and Du et al.’s scheme 2 [8] are similar.

The number of hops, that a rcgular node can reach its
nearest agent node, is an important indicator of network
connectivity and an important paramcter in overall com-
munication cost. We show in Fig. 7 that majority of regular
nodes can reach their nearest agent nodes in only one hop
when the number of node agents in a zone, 4.—10.

Here it should be noted that while a hybrid key is being
established, flooding is required only for one time. Then the
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Fig. 6 Communication overhead for intra-zone path key cstablish-
ment in our scheme
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Fig. 7 Ratio nodes reaching their nearest zone agent in i hops when
A,=10 (for our scheme)

same path can be used for all subsequent inter-zone path
key establishment processes. This is an important advan-
tage of our scheme.

When two neighboring regular nodes are from different
zones, they try to cstablish a sccure link by inter-zone path
key ecstablishment process, as discussed in Section 2.5.
Assuming that one of the regular nodes is /; hops away from
its zone agent and hop length between the other node and its
zone agent is /1, total number of messages exchanged during
inter-zone path key establishment process can be found as:

2(hy + ha) 43 (1)

We calculate the number of messages exchanged for
cach inter-zone path key. Figure 8 illustrates the ratio of
inter-zone path keys established by exchanging different
amounts of protocol messages. For example, when w—06, t—
2 and 4.=5, 80 % of all inter-zone path keys are established
by exchanging 9 or less protocol messages. Maximum
number of messages required in order to establish all inter-
zone path keys is 13 when w=6, 7=2 and A.—10. Herc onc
may argue that the number messages is quite larger than the
intra-zone path key establishment process. However, it
should be noted that inter-zone path key establishment does
not make flooding which may exponentially increase the
number of messages distributed in the network. The use of
flooding in our scheme and Du et al.’s scheme 2 [8] will be
examined in more detail in Section 3.6.

5 Resiliency against node capture
The most obvious attack against a sensor network is

capturing scnsor nodes. We will assume when a node is
captured, all of its cryptographic material is compromised.
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Using those compromised material, attacker can also
compromise some additional links that usc the same
material. A key distribution scheme’s resiliency against
node capture can be defined as the ratio of additional
compromised links over total number of links except those
of captured nodes. The smaller this ratio is the more
resilient network. One possible way to protect keys inside a
sensor node 1s to tamper-proof the device. However tamper-
proofing is both costly [18] and is not perfectly safe [13].

For a key space to be compromised, A~ / nodes carrying
shares from that key space must be compromised [2]. An
attacker with A shares from the same matrix cannot gain
any cxtra information about that key space and cannot lcarn
private shares of nodces that arc not captured.

In Fig. 9, we show node capture resiliency of our
scheme, Du ct al.’s scheme 2 [8] and Du et al.’s scheme [9].
For our scheme, w=7, =3, A—1=17 and P, —0.5605.
For Du et al.’s scheme 2, m=50, S$.=1000 and P,..—
0.5569. For Du et al.’s scheme, w=43, 74, A—1=13 and
Procas —0.56. As shown from these figures, three of the
systems arc compared using similar values for the number
of keys per node and local connectivity.

It can be observed from Fig. 9 that both Du et al’s
scheme 2 and our scheme have substantially better
resiliency than Du et al.’s scheme [9]. The most important
reason for such a difference is that scheme in [9] does not
utilize deployment knowledge.

Our scheme has stronger resiliency than Du et al’s
scheme 2, especially against small-scale attacks. When
number of captured nodes is less than 2000, our scheme
causes zero or negligible number of additionally compro-
mised links. However, in Du ct al.’s scheme 2, an adversary
can compromise 62% of secure links by capturing only
2,000 nodes. The reason is that our scheme is based on
Blom’s scheme and in Blom’s scheme an attacker can gain

no information on a key space with less than A—1 shares.
Therefore, attacker must capturc a substantial number of
nodes before compromising any additional links. However,
with Du ct al.’s scheme 2, when an attacker captures only
onc node, he can start to compromise additional secure
links. Another reason that makes our scheme more resilient
than Du et al.’s scheme 2 is the independence of the key
spaces in different zones. In this way, when a key space is
compromised, only the current zone is affected; the nodes
in any other zone are not.

3.6 Usc of flooding and its effect in communication cost

Restricted flooding is an inecvitable tool in several key
establishment mechanisms proposed in the literature. When
flooding method is used during establishment of a pairwise
key, a node broadcasts a query and cach ncighboring node
forwards this query to all their next hop neighbors. Thus
during flooding, cxcessive amount of messages arc trans-
mitted and received. Apparently, flooding incurs heavy
communication cost on the sensor network. Eschenauer and
Gligor’s scheme [1], both Du ct al.’s schemes [8, 9] use
restricted flooding of key establishment request messages
during path key establishment phases. Similarly, our
scheme also uses restricted flooding during intra-zone path
key and hybrid key establishment phases. However, as
discussed in this subsection, the use of flooding is more
restricted in our scheme.

Figure 10 depicts the amounts of different types of keys
established in our scheme which are results from simu-
lations performed using parameters described in Section 3.1.
In our scheme, only intra-zonc path keys and hybrid keys
arc cstablished via flooding. In Fig. 10, sum of intra-zone
path keys and hybrid keys are shown as “keys using
flooding”. Communication cost of cstablishing other keys
(i.e. direct keys and inter-zone path kcys) are less than
establishing keys using flooding. As can be seen from

- Du etal's Scheme 1
—8-Du etal's Scheme 2
=—&—Qur Scheme

0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000 5500 6000 6500
Number of captured nodes

Ratio of additionally compromised links
=3
o

Fig. 9 Ratio of additionally compromised Iinks vs. number of nodes
captured for our scheme, Du et al.’s scheme 2 |8] and Du et al’s
scheme [9]. Py, 15 approximately 0.56 for al schemes
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Fig. 10, keys established via flooding cover only a small
ratio of all keys. As w/r ratio increases, less flooding is
usced. Morcover. increasing A., decrcases the number of
keys established via flooding.

In Du et al.’s scheme 2 [8], path keys arc established via
flooding. In Fig. 11, we present simulation results for the
number of different types of keys cstablished in a sensor
network with 10,000 nodes using Du ct al.’s scheme 2. As
m, number of keys stored in a node, increases, number of
direct keys increases and, thus, less flooding is required. It
can be observed from Fig. 11 that, when m is less than 50,
majority of the pairwise keys are path keys. Thus, majority
of the keys are established using flooding.

In Fig. 12, we compare use of flooding in our scheme
versus Du et al.’s scheme 2 [8]. In our scheme, number of
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Fig. I1 Number of keys established in Du et al.’s scheme 2. Path keys
use 1looding

keys, m, is caleulated asm (A | 1)z. In Fig. 12, we take
A=l as 17, which is the value used in node capture
resiliency simulations, and plot the change of number of
keys using flooding with respect to T values 2, 3 and 4 (that
corresponds to m values 34, 51, and 68, respectively). As it
can be scen from Fig. 12, for all m values, our scheme uses
less flooding than Du et al.’s scheme 2. Figures 10 and 11
show that total numbers of keys in both schemes are
approximately equal. Thus, the ratio of keys established via
flooding in our scheme is less than that of Du et al.’s
scheme 2. The rest of the keys are either dircct keys or
inter-zone path keys in our scheme. In Du et al.’s scheme 2,
the rest of the keys are direct keys.

Lstablishment of inter-zonc path keys causes more
messages to be transferred in the network as compared to
direet keys. However, the amount of messages transferred is
still less than the total messages transferred in case of a
flooding-based key establishment phase. In our simulation
setting where there are 100 nodes with 40 m of commu-
nication range in a 100 mx 100 m zone, the average number
of neighbors 1s calculated as approximately 50. This means,
cach broadcast is received by 50 nodes in one hop. This
value exponcntially increases in multi-hop. However, in our
inter-zone path key cstablishment, the communication is
point-to-point (i.c. no flooding is used) and finishes in at
most 17 messages. This conclusion and the fact that the
amount of keys that need flooding in our scheme is less
than Du et al.’s scheme 2 imply that overall communication
cost of our scheme is cheaper than Du ct al.’s scheme 2

3.7 Scalability analysis
In a scalable key predistribution scheme, size of the sensor

network should be inereased without incurring any signif-
icant additional overhead on the sensor nodes and on the
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Fig. 12 Number of keys established using {looding in our scheme and
Du et al.”s scheme 2



system. In this subsection, we increase, /, the number of
zones in simulated sensor network from 100 to 1,000 while
keeping the number of nodes per zone and the zone size
fixed. In this way, we increasc the sensor field size and the
number of nodes in the system. Our analyses, as detailed
below, show that our scheme does not incur additional
overhead in all metrics when the field size and number of
nodes increase in this way.

We perform simulations of our scheme with the
deployment region divided into 40x25 grid (i.c. Z=1000).
In this way we incrcase the sensor field size tenfold as
compared to other simulations given in previous subscc-
tions. Moreover, the total number of nodes is increased at
the same rate (i.c. tenfold). The rest of the parameters are
the same as the parameters given in Section 3.1. Local
connectivity of our scheme when Z, number of zoncs, is
equal to 100 and 1,000 is plotted in Fig. 13. Similarly
global connectivity performance is depicted in Fig. 14.
Results show that performance of our scheme does not
change much when the sensor network field and the
number of nodes grow. When the number of zones and
nodes are increased tenfold, the ratio of secure neighbors a
node can reach stays almost the same. Thus, adding new
zones and nodes to the sensor network does not increase the
memory cost on sensor nodes in our scheme.

In Fig. 15, we show the communication cost of intra-zone
path key establishment for ;v equal to 6:4, 6:3 and 6:2. We
analyze the communication cost of intra-zonc path key
establishment by computing the ratio of same-zone neigh-
bors a node can reach after i hops, where i=1, 2, 3. The first
three bars show the communication cost when Z=1000 and
the last three show the communication cost when Z=100. It
can be observed that enlarging the sensor network by
adding new zones and nodes do not increase the commu-
nication cost of intra-zone path key establishment.

In Fig. 16, we show the resiliency of our scheme against
node capture for different sensor network sizes. It can be
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Fig. 14 Global connectivity of our scheme when Z=100 and Z-1000

sceen from Fig. 16 that the ratio of compromised links arc
almost the same for Z=100 and Z=1000 when the ratio of
captured nodes are the same. Thus, increasing the size of
the sensor network does not significantly affect the node
capture resiliency of our scheme.

After these observations, we can say that in all
performance metrics that we analyzed, our scheme is
scalable such that increasing the size of the sensor network
ficld by adding new zones and new nodes in those zoncs
docs not affect the performance of the system and does not
bring extra overhead on the sensor nodes.

3.8 Effect of communication range

We also analyze the effect of communication range of sensor
nodes on local connectivity and global connectivity via
simulations. In the analyses mentioned in previous sections,
the communication range, R, was taken as 40 m. In this
scction, we compare results obtained using three different
communication range values, R=30, R—40 and R—50 m.
In this scction, as in Fig. 4, we analyze local connectivity
for various values of A= | and z. The results are depicted in
Fig. 17. We take 15,25 and 35 as A—1; 2,3 and 4 as 7. The
value of w is taken as 7. Number of keys in a node, which is
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a T

Fig. 15 Ratio of same-zone neighbors reached when Z= 1000 and Z=100
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calculated as 7x(A—1), is shown on the horizontal axis. As
mentioned above, local connectivity values are depicted for
three different communication range values, 30 m, 40 m and
50 m. As shown in Fig. 17, as the communication range
decreases, paradoxically, local connectivity increases. The
reason of this behavior is that decrcased communication
range automatically reduces the number of distant neighbor-
ing nodes that belong to different zones. Consequently, a
particular node communicates with less number of nodes
with which it does not sharc a key due to being part of
different zones. In this way, the total number of neighbors of
a node decreases, but the remaining nodes arc mostly from
the same zone. This increases the local connectivity.
Because of similar arguments, local connectivity de-
creases as the communication range increases. This is due
to the fact that the number of neighbors, which belong to
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Fig. 17 Local connectivity for different communication ranges. R—
30 m, 40 m, 50 m. w=7, =2, 3, 4, A 1 =15, 25, 35. Number of keys
in a sensor node is calculated as 7({ A1 1)

different zones, increases with incrcased communication
range. Clearly, the number of cryptographically connected
neighbors does not increase significantly in this setting.
Therefore, local connectivity decreases.

One may argue that since reduced communication range
increases local connectivity, it is more favorable to sct the
sensor nodes with small communication range parameters.
However, this is not correct. Reduced communication range
increases local connectivity to some cxtent, but it also
reduces the number of secure neighbors according to our
analyses. This, in turn, would reduce global connectivity of
the network since some nodes become disconnected. In
order to justify this thesis, we perform simulations. In these
simulations, we analyze the global connectivity of the
network under different communication range values, 30 m,
40 m and 50 m. We take w'—6 and T=2, 3, 4. The results arc
depicted in Fig. 18. As shown in this figure, as the
communication range decreases, global connectivity also
decreases. This proves our thesis mentioned above.

4 Conclusions

In this paper, we presented a two-tier random key predis-
trbution scheme for sensor networks. In our scheme, we
used a zone-based approach, in which cach zone has its own
distinct key spaces. Securc links between zones are
established through agent nodes, which are higher capacity
nodes. We utilized Blom’s scheme [2] for key establishment
among the nodes of the same zones.

Our scheme achiceves high local and global connectivity
values while consuming minimal memory. The communi-
cation cost of our scheme is within practical limits. Qur
scheme uses limited flooding during path key establish-
ment. We showed that by using a two-tier approach, our
scheme achicves substantially strong node capture resilien-
cy. Ratio of additionally compromised links when 2,000
nodes (out of 10,000 total nodes) arc captured is almost
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Fig. 18 Global connectivity of our scheme under different commu-
nication range values



zero. Our scheme is proven to be scalable such that
increasing the size of the sensor deployment field and the
number of nodes, the performance metrics do not worsen.
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