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ABSTRACT

In this thesis, the problem of fair exchange on specific cases is addressed. The
main idea of fair exchange is as follows: Two entities that do not trust each other want
to exchange some arbitrary data over a communication network. Since they do not trust
each other, neither party wants to transmit their own data before receiving the other
entity’s data. Even though either party could prove an unjust situation after termination
of the protocol, if they are in different countries, solving disputes may require time and

money due to the bureaucracy of international laws.

In this thesis, a special application of fair exchange, a fair e-commerce protocol
for large e-goods is designed and implemented. The proposed protocol provides a
method for fair exchange of e-money to e-products, and a method for verifying the
contents of the exchanged items. The presented protocol is efficient such that when
none of the parties tries to cheat, only three messages are sufficient. In case of disputes,
three more messages are needed. Furthermore, in most of the previously proposed
protocols in the literature, e-goods are transferred multiple times among some entities.
This situation is too costly when e-goods are large. In the presented protocol, e-goods
are transferred only once. Another important property of the protocol is the anonymity
of the customer; no information about the customers shopping habits can be gathered
through the protocol. The implementation results show that the protocol is efficient and

secure and that small number of cryptographic operations is sufficient.

In addition to the fair e-commerce protocol, another special application of fair
exchange, a fair multimedia exchange protocol using a different method is designed and
implemented. This protocol is designed due to different requirements of different
applications. In the fair multimedia exchange protocol, two entities want to exchange
some multimedia files such as video or audio files. This protocol requires lower security
and has a different a lower degree of fairness as compared to the fair e-commerce

protocol. Fair multimedia exchange protocol uses a baby-step approach in which the



probability of protocol completion is gradually increased over several cycles. In baby-
step approach protocols, entities exchange pieces of the items, which they want to
barter. At protocol completion, the complete items are formed by using the pieces

exchanged.



OZET

Bu tez, adil takas problemini bazi 6zel durumlar icin ele almaktadir. Genel
olarak adil takas problemi, birbirlerine giivenmeyen iki tarafin rastgele sectikleri verileri
takas etme sorunu olarak tanimlanabilir. Bu iki taraf birbirlerine giivenmedikleri igin,
almay1 bekledikleri verileri elde etmeden kendi verilerini yollamak istemezler. Bu iki
tarafin farkli {ilkelerde bulunmasi1 ve taraflardan birinin haksizliga ugramasi halinde,
uluslar aras1 hukuk biirokrasisi yiiziinden bu anlasmazligi ¢6zmek para ve zaman

gerektirebilir.

Bu tezde adil takas probleminin 6zel bir uygulamasi olan, biiyiik boyutlardaki
elektronik mallar igin adil e-ticaret protokolii tasarlanmis ve uygulanmistir. Onerilen bu
protokol elektronik para karsiliginda elektronik mallar1 adil bir sekilde takas eder. Ayn
zamanda takas edilen elektronik mallarin kalitesi ve igeriginin kontroliinii de yapar.
Sunulan bu protokol verimli bir sekilde calismaktadir. Oyleki, taraflardan hicbiri hile
yapmay1 denemezse, sadece {i¢ mesaj yeterlidir. Taraflardan biri hile yapmay1 denerse,
anlagsmazlig1 ¢o6zmek i¢in {ic mesaja daha ihtiya¢ olacaktir. Literatiirde daha once
yapilan bagka c¢aligsmalarda onerilen protokollerde, elektronik mallar taraflar arasinda
bir¢ok kez transfer edilmistir. Bu durum elektronik mallarin biiyiik boyutlarda olmasi
halinde yiiksek maliyetlere sebep olmaktadir. Bu tezde Onerilen protokolde elektronik
mallar sadece bir kez transfer edilmektedir. Bu protokolun bagka 6nemli bir 6zelligi ise
miisterilerin kimliklerinin anonim birakilmasidir. Oyleki, protokol akisi sirasinda
miisterilerin aligveris aligkanliklar1 hakkinda hicbir bilgi toplanamamaktadir. Uygulama
sonuclari, adil e-ticaret protokoliiniin verimli, giivenilir ve az sayida kriptografik

operasyona ihtiya¢ oldugunu gostermektedir.

Bu tezde sunulan e-ticaret protokolii disinda yine adil takas probleminin 6zel bir
uygulamasi olan, ancak farkli bir yontemle tasarlanmig ve uygulanmig bir adil
cogulortam takas protokolii sunulmaktadir. Bu protokolii tasarimimin ardindaki amag
farkli tipdeki uygulamalarin farkli yontem gereksinimleridir. Adil ¢ogulortam takas
protokoliinde iki birey birbiri ile bazi1 ¢ogulortam dosyalarini (6r: goriintii veya ses

dosyalari) takas etmek isterler. Bu protokol adil e-ticaret protokoliine gore daha az



giivenlik gerektirmekte ve daha diisiik derecede adalet saglamaktadir. Adil cogulortam
takas protokoliinde bebek-adimlar: yontemi kullanilmistir. Bu yontemde protokoliiniin
basarili bir bicimde tamamlanma olasili§i her adimda artmaktadir. Taraflar degismek
istedikleri elektronik mallar1 parcalara ayirip birbirlerine sirayla bu parcalar1 yollarlar.

Protokol sona erdiginde elektronik mallar elde edilen pargalar birlestirerek olusturulur.



LIST OF SYMBOLS

CERTp! : i™ Certificate (in terms of price, description, and contents) of a product

signed by the trusted third party

H : Hash function (i.e. SHA-1)

Ex (data) : Encryption of data with key X

E-good : An e-product or electronic item such as, database or multimedia file
Price : Price of the e-good

Description : A string describing contents of the product

KUX : Public key of identity X

KRX : Private key of identity X

SIGx(Data) : Data signed by identity X; equivalent to Exg ¥ (H(Data))
TP : Trusted third party

M : Merchant

C : Customer or Client

|| : Concatenation Operation

PID : Product Identifier



Token : Electronic money; it contains credit card information such as credit card brand,
credit card number, amount of money to be transferred, destination account number and

PID . Confidential information of the token is only readable by the bank

A=>B:X : A sends data X to B
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ABSTRACT

In this thesis, the problem of fair exchange on specific cases is addressed. The
main idea of fair exchange is as follows: Two entities that do not trust each other want
to exchange some arbitrary data over a communication network. Since they do not trust
each other, neither party wants to transmit their own data before receiving the other
entity’s data. Even though either party could prove an unjust situation after termination
of the protocol, if they are in different countries, solving disputes may require time and

money due to the bureaucracy of international laws.

In this thesis, a special application of fair exchange, a fair e-commerce protocol
for large e-goods is designed and implemented. The proposed protocol provides a
method for fair exchange of e-money to e-products, and a method for verifying the
contents of the exchanged items. The presented protocol is efficient such that when
none of the parties tries to cheat, only three messages are sufficient. In case of disputes,
three more messages are needed. Furthermore, in most of the previously proposed
protocols in the literature, e-goods are transferred multiple times among some entities.
This situation is too costly when e-goods are large. In the presented protocol, e-goods
are transferred only once. Another important property of the protocol is the anonymity
of the customer; no information about the customers shopping habits can be gathered
through the protocol. The implementation results show that the protocol is efficient and

secure and that small number of cryptographic operations is sufficient.

In addition to the fair e-commerce protocol, another special application of fair
exchange, a fair multimedia exchange protocol using a different method is designed and
implemented. This protocol is designed due to different requirements of different
applications. In the fair multimedia exchange protocol, two entities want to exchange
some multimedia files such as video or audio files. This protocol requires lower security
and has a different a lower degree of fairness as compared to the fair e-commerce

protocol. Fair multimedia exchange protocol uses a baby-step approach in which the



probability of protocol completion is gradually increased over several cycles. In baby-
step approach protocols, entities exchange pieces of the items, which they want to
barter. At protocol completion, the complete items are formed by using the pieces

exchanged.



OZET

Bu tez, adil takas problemini bazi 6zel durumlar icin ele almaktadir. Genel
olarak adil takas problemi, birbirlerine giivenmeyen iki tarafin rastgele sectikleri verileri
takas etme sorunu olarak tanimlanabilir. Bu iki taraf birbirlerine giivenmedikleri igin,
almay1 bekledikleri verileri elde etmeden kendi verilerini yollamak istemezler. Bu iki
tarafin farkli {ilkelerde bulunmasi1 ve taraflardan birinin haksizliga ugramasi halinde,
uluslar aras1 hukuk biirokrasisi yiiziinden bu anlasmazligi ¢6zmek para ve zaman

gerektirebilir.

Bu tezde adil takas probleminin 6zel bir uygulamasi olan, biiyiik boyutlardaki
elektronik mallar igin adil e-ticaret protokolii tasarlanmis ve uygulanmistir. Onerilen bu
protokol elektronik para karsiliginda elektronik mallar1 adil bir sekilde takas eder. Ayn
zamanda takas edilen elektronik mallarin kalitesi ve igeriginin kontroliinii de yapar.
Sunulan bu protokol verimli bir sekilde calismaktadir. Oyleki, taraflardan hicbiri hile
yapmay1 denemezse, sadece {i¢ mesaj yeterlidir. Taraflardan biri hile yapmay1 denerse,
anlagsmazlig1 ¢o6zmek i¢in {ic mesaja daha ihtiya¢ olacaktir. Literatiirde daha once
yapilan bagka c¢aligsmalarda onerilen protokollerde, elektronik mallar taraflar arasinda
bir¢ok kez transfer edilmistir. Bu durum elektronik mallarin biiyiik boyutlarda olmasi
halinde yiiksek maliyetlere sebep olmaktadir. Bu tezde Onerilen protokolde elektronik
mallar sadece bir kez transfer edilmektedir. Bu protokolun bagka 6nemli bir 6zelligi ise
miisterilerin kimliklerinin anonim birakilmasidir. Oyleki, protokol akisi sirasinda
miisterilerin aligveris aligkanliklar1 hakkinda hicbir bilgi toplanamamaktadir. Uygulama
sonuclari, adil e-ticaret protokoliiniin verimli, giivenilir ve az sayida kriptografik

operasyona ihtiya¢ oldugunu gostermektedir.

Bu tezde sunulan e-ticaret protokolii disinda yine adil takas probleminin 6zel bir
uygulamasi olan, ancak farkli bir yontemle tasarlanmig ve uygulanmig bir adil
cogulortam takas protokolii sunulmaktadir. Bu protokolii tasarimimin ardindaki amag
farkli tipdeki uygulamalarin farkli yontem gereksinimleridir. Adil ¢ogulortam takas
protokoliinde iki birey birbiri ile bazi1 ¢ogulortam dosyalarini (6r: goriintii veya ses

dosyalari) takas etmek isterler. Bu protokol adil e-ticaret protokoliine gore daha az



giivenlik gerektirmekte ve daha diisiik derecede adalet saglamaktadir. Adil cogulortam
takas protokoliinde bebek-adimlar: yontemi kullanilmistir. Bu yontemde protokoliiniin
basarili bir bicimde tamamlanma olasili§i her adimda artmaktadir. Taraflar degismek
istedikleri elektronik mallar1 parcalara ayirip birbirlerine sirayla bu parcalar1 yollarlar.

Protokol sona erdiginde elektronik mallar elde edilen pargalar birlestirerek olusturulur.
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TP : Trusted third party

M : Merchant

C : Customer or Client

|| : Concatenation Operation

PID : Product Identifier



Token : Electronic money; it contains credit card information such as credit card brand,
credit card number, amount of money to be transferred, destination account number and

PID . Confidential information of the token is only readable by the bank

A=>B:X : A sends data X to B



To my family...



ACKNOWLEDGEMENTS

I would like to thank my advisor, Asst. Prof. Erkay Savas for his continuous
support and his non-wavering trust in me during the past two years. His knowledge and
experience gave me motivation in every step and helped me to finish my thesis. I am

grateful for his guidance and advice concerning every detail of this thesis.

I would like to express my special thanks to my co-advisor Asst. Prof. Albert
Levi, a great mentor, who inspired me with his enthusiasm for the topic and my research

throughout this study.

Finally, I want to express my special thanks to my family for their never-ending
motivation and positive attitude to my academic career. Knowing that they were behind
me at every decision inspired me to start my graduate work and kept me going during

the hard days.



TABLE OF CONTENTS

LIST OF SYMBOLS ...ttt il
TABLE OF CONTENTS ...ttt vii
1 INTRODUCTION ....ooiiiiiiiiiiiieiieieieeiee ettt ettt 1
2 BACKGROUND INFORMATION ......cccoootmimiiniiniiniiniiniinieneeiesese e 5
2.1 INfOrmMation SECUTILY ......ccvieciieiieiie ettt e aeeraens 5
2.1.1 SECUTIILY SETVICES...uvieieriieiieeitreerieeesreessreessreesseeessseeessseesssseessseessseenens 6
2111 Confidentiality ....ccoereieiiieieee e 6

0 0 O 111 (<4 4 1 USRI 6

2.1.1.3  AUthentiCatiON ......coueruiiiiiieiesiteteeit ettt 7

2.1.1.4  Non-Repudiation.........ccccueeeiierieiiieiiieniecie et see e eeeas 7

2.1.2 Security MeChaniSmS ..........c.eeveeevuierieeiieeieesee e ereeseeereereeseeereeeeeeenes 7

2.2 Overview Of Cryptography ......cccvvecvieiiieiieieecie et esiee et sree e sveeseneereesreens 8
2.2.1 Symmetric Cryptography .........ccoeoeeriirieeieeee e 9
222 Asymmetric Cryptography......ccceeecieeeeeeieeieesieeeie et 11
2.2.2.1  An RSA EXample.....ccceioiieiiieiiiieeiee et 14

223 Hash FUNCLIONS......cc.ooiiiiiiiiirinececscccsccceeees s 15

vil



2.2.4 Hash Based Message Authentication Codes (HMACQC) ........cccceevveeuennee. 16

23 Cryptographic Solutions to Security Problems............cccceceviininiininiecnennns 16
2.3.1 Confidentiality with Symmetric Encryption...........cccocovevveiciieciieneennnnn, 16
2.3.2 Authentication and Integrity with Digital Signatures .............ccccoeeuveeneee. 17
233 Digital ENVEIOPES .....uueiiuiiiiieieeiieee ettt 18

3 RELATED WORK ..ottt 20

3.1 EXchange ProtoCOlS. .......cociviiieciieiiecieeeeeeee et 20

3.1.1 Protocol Using Trusted Third Parties..........cccoeeeeeeeierienieeiieeeeie e 20
3.1.1.1  Online Trusted Third Party Protocols..........cccccceeveeriiiviienienieeieenen. 21
3.1.1.2  OptimistiC ProtoCOIS........ccovieviiieiieiiecieiereeteeeee et 21

3.1.2 Baby-Step ProtoCOIS. ......coiiieieieee e 22

3.2 Simultaneous Contract Signing Protocols...........ccccveiieriiiiiiiiieeee e, 24

33 Digital Certified Mail Protocols.........cceccueeieeiiienieniiieiieieeeeeee e 24

3.4 E-Commerce Protocols .........cccecieiiiiiiiiiiiiiiieiciciceeteecteeeeeeee e 25
34.1 Desired Properties of E-commerce Protocols..........cccccceeevvevieeneenneennen. 27

4 DESIGN OF FAIR E-COMMERCE PROTOCOL.......ccccocevinininininincncneneenes 30

4.1 F T 100101510 0 1SR 30

4.2 The Payment TOKEN ......cccoeviiiiieieeie ettt 32

43 (0] 1310 1 =) £ TSRO 35

4.4  The Offline Certification Process .......c..ccccevererieneninencneninienencncnenenenens 35

4.5 The Protocol DeSCIIPLion .........cc.eecueeeiiecieeniieeieereeieeeee et ereeseeeereereeseeeeeneas 37

viii



5 DESIGN OF FAIR MULTIMEDIA EXCHANGE PROTOCOL..........ccccccoeneen. 41

5.1 ASSUIMPLIONIS ...ttt ettt sttt ettt sttt st e st e sbe et e sbeetesaeen 42
5.2 Oblivious Transfer Protocol........cc.coceevivirinininininiinincnienescscecsccseeeee 43
53 The Protocol DeSCIIPLionN .........ccueecueeievieiiieieeciiere ettt seeeeeneas 45
6  IMPLEMENTATION ISSUES ....coiitiiiiieieeeeeeeeeeeeeeeeee e 48
6.1 Fair E-Commerce Protocol ..........cccooiriiiiiiiiiniiiiiciecceeceeceeeeee 48
6.1.1 Cryptographic Methods .........ccceeeeiierieeiieiierieeie et 48
6.1.1.1 Random Symmetric Key Generator............ccoeevereenenienenienieniennenn 48
6.1.1.2  Initialization Vector GENerator ............coccoevuerenrenrenrenenenenenennennennes 48
6.1.1.3  Rijndael Encrypt/DECrypt ....ccveevieciieciiieiierieeiee et 49
6.1.1.4  RSA Sign/Verify ..ooooeeeeieeee e 49
0.1.1.5  HASH oo 49
0.1.1.6  HMAC ...t 50
6.1.1.7  Get Key from Chain Key ........ccccceeeiieriiieiieiieieeieeieeeeeeee e 50
6.1.2 REQUITEMENTS ....eouviiiiieiiiiiecie ettt e e v e aneeareas 50
6.1.3 Deployment of the SyStem........c..cccuveviieiiiiiieieeceeceeeeee e 52
6.1.4 Performance ISSUES ........cc.ooieiiiiiiiiniiiiccceececceec e 53
6.2  Fair Multimedia Exchange Protocol ............cceceeiieniieiieiiiceeee e, 57
6.2.1 Cryptographic Methods .........ccceeeciierieriieiieeeeie et 57
6.2.1.1 Random Symmetric Key Generator............ccceevereenerieneneenieniennenns 58
6.2.1.2  Initialization Vector GENerator ...........cocceevuererrerienenienenenenenuennennes 58

1X



6.2.1.3  Rijndael Encrypt/DeCTyPt ..cccveevieeiieeiiieiieiieeieeie et 58

6.2.1.4  RSA Sign/Verify ..c.occoveeiieiieiieeeeeeeet et 58

6.2.1.5 Create Public/Private Keys .......cccevvveriieiieiieciieieeeeee e 59

6.2.2 REQUITEMENTS ....eouiiiiiiiiiciiecie ettt et eneearees 59
6.2.3 Deployment of the SyStem..........coocieiieiiiiiieieeee e 59
6.2.4 Performance ISSUES ........cc.ooieiiiiiiiiiiiiiinicce e 60

7 CONCLUSIONS AND FUTURE WORK .....cccccoviiiniiniiinieseseeseseeesese e 66
8  APPENDIX: FORMS ...ttt 68
8.1  Fair E-Commerce ProtCol ........c.ccoceviiiriiiniininininincneccncecscncececseeeeees 68
8.1.1 Trusted Third Party FOImS..........cccoevieiiiiiieeecie et 68
8.1.2 Merchant FOTMS .....cceeeiiiiiee e 70
8.1.3 CLENt FOTMS. ..ottt 73

8.2  Fair Multimedia Exchange Protocol ............cccceeieiiiecieniiciieeeee e, 75
8.3 Multimedia Exchange Program .............cccoeveeveiieciieniiniieiieeieeiceeeee e 76
8.4  Multimedia E-Commerce Protocol ............ccccocivirininininnininincncncncneen 77
REFERENCES ...ttt ettt 78



LIST OF FIGURES

Figure 1. Basic Cryptographic Communication Model............cccecovvevieiienineciienieneeee. 9
Figure 2. Symmetric Cryptography Communication Model ...........cccccoceevinieninienennen. 10
Figure 3. Usage of ASymmetric KeYS.......oooiiiiiiririiniiieiecieneeeceeseee e 12
Figure 4. Asymmetric Encryption/Decryption Model ...........ccceverienenieniniienienieieeen 13
Figure 5. Authentication with Asymmetric CryptoSyStems.........ccceereerieereeneerieeeieenne 13
Figure 6. Digital Signature Model Based on RSA ..o 17
Figure 7. Digital ENVEIOPING.......cccuieiiiiiiieiieie ettt 19
Figure 8. An Optimistic Protocol for Fair Certified E-mail..........cccccocovviiiininininnnn. 26
Figure 9. SET Purchase Request MeSSaZe........cccvveveerieiieeriieiieeieeieesve e esreesve e 34
Figure 10. Chain Key Production ..........cccceciiievienieniinieieeesiceeecee e 35
Figure 11. Product Certificate Format .............coooiiiiiiiiiiiieee e 36
Figure 12. Fair Optimistic E-Commerce Protocol Description ..........ccccceeevveneecicnnnee. 38
Figure 13. Oblivious Transfer Protocol ............cocieiiiiiiiieeeeeeee e 44
Figure 14. File DIVISION ....coocuiiiiieiieiiecie ettt ettt e st e esbe s e esseenseees 45
Figure 15. Creation and Grouping of n Symmetric Keys........cccevevreeiereenieecieenieenenenne. 45

X1



Figure 16.

Figure 17.

Figure 18.

Figure 19.

Figure 20.

Figure 21.

Figure 22.

Figure 23.

Figure 24.

Figure 25.

Figure 26.

Figure 27.

Figure 28.

Figure 29.

Figure 30.

Figure 31.

Figure 32.

Figure 33.

Figure 34.

Encryption of n Pieces of Files with n Symmetric Keys.........cccoocvevieeennnen. 46

Transmission of Keys Using Oblivious Transfer ...........cccoceveevervenveeenenen. 47

File DIVISION TIMIE...ciiiiiiiiieeeieeee ettt e e e e e e eaaa e e e e e e e e e 61

Exchange (No Security) Time with Varying Buffer Size.........c.ccccccecenennin. 62
Fair Exchange Time (File Size = 600MB, Buffer Size =4MB )................... 63
Multimedia E-Commerce Protocol............ccoeoieiieiiieiiiieeeeeeeee e, 64
Trusted Third Party Form, Product Certification ...........cccoeceveieiieninenenen. 68
Trusted Third Party Form, Settings Page 1 .........ccccooveviriiiniiiiniiinicene 69
Trusted Third Party Form, Settings Page 2 .........cccceeeiievievieeciieiecie e, 69
Trusted Third Party Form, Settings Page 3 .......c.ccccoeviiiviiniieieeece e, 70